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determination and political will in some countriaed slowness of responses to new technological
The above problems were fully acknowledged by theldvSummit on the Information Society (WSIS).

The Summit called for a joint international efféot overcome the digital divide between and witthia t

United Nations Member States under the Digital &wlty umbrella.
This report was prepared as a follow-up to the Sitramd represents a brief review of the status and

trends in the area of ICT and Internet developnienthe UNECE region and provides background

information on the state of the art in some rel¢V@n subsectors in the Member States.
key stakeholders in ICT and Internet policy forntiaia and implementation. The final part contains

States. The third part, “Governing the Evolvingelmiet in the UNECE Region”, focuses on the issties o
conclusions and recommendations.

penetration across countries and social groupsaldb looks into existing Internet governance
Internet governance in the countries of the regibrallenges faced by the countries and participatio

Information and Communication Technologies (ICT)ttee benefit of all. Furthermore, the lack of
The report focuses on the state of the Interngtaliresources and, consequently, on the ICT atetriet
arrangements and makes some recommendations.ept contains three parts and conclusions.

The first part, “Towards a Knowledge-based EconoRmggress Assessment”, highlights the situat
physical Internet backbone, interconnection ancheotivity within the Internet in the UNECE member

actions aiming at overcoming barriers to accesgiegnternet. The second part, “Internet Devel

Current State of Critical Internet Resources in WE§ECE Region

The d
opportun
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FOREWORD

The “Information Society” proposes a vision of amclusive society, where all citizens “without
distinction of any kind”, share the right “to seekceive and impart information and ideas througi a
media and regardless of frontiers”. Therefore, atrategy, be it national or international, aimed at
achieving the peace, security and development gifaise international community for the 2¢entury
must include in a prominent position the full exfdton of the new opportunities as well as a clear
response to the threats of new divisions arising thke use of Information and Communication
Technologies (ICT).

The Information Society inevitably will change ttraditional role of government. We can already thee
effects of the Internet and other information aothmunication technologies. These new technologias ¢
be used to improve good governance principles ahitee public policy goals. Public administraticanc
make use of these tools to enhance transparenaycremase efficiency in the use of public funds émd
improve the delivery of services to citizens.

In this process, reforms must focus on the citizams technology should be seen as a means to suppor
governance development rather than as a tool &if.itsThe availability of, and access to, public
administration for citizens should be increased] #me interactive services enlarged. Similarly, new
economic models based on ICT can contribute to@oangrowth.

This report shows that all countries in the reglmve benefited from the new technologies of the
information society — which is very positive! Hovesy the report also indicates that the “digitalidi&v

has not closed. Thus, there is the obvious dartggriéss developed countries, which do not have the
necessary ICT infrastructure and technical and gpenie expertise, will have difficulties in catclyjimup
with the major developed countries, which are iasiegly moving ahead with sophisticated ICT
technologies. This risk conserves a “divide”, withe less technologically developed nations being
seriously disadvantaged.

We at the United Nations Economic Commission forape (UNECE) have been supporting knowledge-
based development of our member States, in patifol the countries with economies in transitithris

our wish to contribute narrowing existing digitavide and to support building an inclusive Inforioat
Society.

| sincerely hope this publication will be usefut the ICT policymakers, bringing better understagdaf
the current status of the Information Society ia thgion and providing a sound basis for futurécgol
discussions.

N N
M

Executive Secretary
United Nations Economic Commission for Europe




PREFACE

Information and communication technologies (ICTydndeen rapidly transforming human activities by

allowing natural barriers like time and distancel @ahe limitations of the human mind and body to be

overcome. ICT have enabled societies to extend #loeial and economic ties and networks beyond the
borders of sovereign States and create a new ggalbeman interaction — a virtual one. They have

provided humanity with a new set of opportunitisgsluding an opportunity to learn through a direct

dialogue between individuals and groups of peopfested from each other by distance, cultural and
political walls.

However, the entry to this virtual space requiredain capabilities and capacities to be in plathese
include:

*  Physical ICT infrastructure

* Internet infrastructure

e ICT equipment

* ICT and Internet services provision

»  Affordability of equipment and service
»  Accessibility of equipment and service
» E-literacy and e-skills

¢ Common e-rules and e-regulation

»  E-security and e-protection of rights and freedoms
* E-law enforcement

*  Common e-standards

* A common e-language

Yet the diversity and socio-economic differentiatiof the real world prevents humanity from full4eca
cultivation of cyberspace to the benefit of allrthermore, the lack of determination and politisdl in
some countries and slowness of responses to nelwndlegical opportunities in some others are
responsible for the creation of another sociald#iv a digital one. Humanity as a whole has baggihg
behind the technological revolution. Various soai#ides are evidence of failure to design social
mechanisms allowing a rapid spread of new techmetpgvhich could benefit the entire population fo# t
world.

The above problems were fully acknowledged by therltVSummit on the Information Society (WSIS).
The Summit called for a joint international efféot overcome the digital divide between and withie t
United Nations Member States under the Digital &wlty umbrella.

In response to the recommendations of WSIS, baheapresentation at and the agenda of Interneablob
governance have been changed in order to identftlebecks and barriers to participation in online
socioeconomic and cultural activities, as welliaks and threats facing cyberspace inhabitantspaaice
recommendations on possible solutions, means atftboeof overcoming them.

This report was prepared as a follow-up to the Siirand in response to the recommendations of tisé fi
Internet Governance Forum held in Athens, Gregoa 30 October to 2 November 2006. It represents a
brief review of the status and trends in the afd&€® and Internet development in the UNECE regaoil
provides background information on the state ofaftein some relevant ICT subsectors in the member
States.



The report focuses on the state of critical Intemesources and, consequently, on ICT and Internet
penetration across countries and social groupsaldo looks into existing Internet governance
arrangements and makes some recommendations.ept contains three parts and conclusions.

Chapter 1 'Towards a Knowledge-based Economy: Progress Assast”, highlights the situation in the
region regarding the digital divide, both betweend aithin countries, and national strategies arttbas
aimed at overcoming barriers to accessing theriater

Chapter 2 “Internet Development: Current State of Crititalernet Resources in the UNECE Region”,
concentrates on reviewing the physical Internetkbace, interconnection and connectivity within the
Internet in the UNECE member States.

Chapter 3 “Governing the Evolving Internet in the UNECE R®y, focuses on the issues of Internet
Governance in the countries of the region, thelehges faced by countries and the participatiokeyf
stakeholders in ICT and Internet policy formulataond implementation.

Chapter 4provides conclusions and recommendations.

Vi
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EXECUTIVE SUMMARY

1.1 The digital divide between countries

Over the period 2000-2005, practically all the memioountries of the UNECE made progress in
advancing national capacities and capabilities ssary for participation in the emerging global
knowledge economy. However, the speed of progress een uneven across the countries. An
ITUIUNCTAD (International Telecommunication Uniondiled Nations Conference on Trade and
Development) survey of the ICT economy implies ttteg digital gap between the countries of the
UNECE region has not yet been eliminated althoughas certainly narrowed.

In the Commonwealth of Independent States (CI8)gtp between the Russian Federation and thefrest o
the CIS suggests that the countries of the submdggwe been advancing at the same speed. In Easter
and Central Europe, the situation appears similahat in the CIS, although this subregional gragps
more advanced on the average than the CIS.

The digital divide within UNECE member States, uihg some of the most advanced ones, has also not
vanished, although it has been gradually shrinking to effort undertaken both by Governments awitl ci
society groups.

The rural-urban digital divide is considerable am& of the European Union (EU) Member States. As of
the 1 January 2005, broadband, for example, watableato more than 90 per cent of EU 15/European
Environment Agency (EEA)-urban population but otdy62 per cent of its rural population. Furthermore
only 12 of the 88 regions of the Russian Federat@y be considered well equipped to uptake the
knowledge economy. Most of the Russian Internetsuaee located in the European part of the country.
The combined share of the eastern regions (beybadUtrals) is only 16 percent, less than that of
Moscow.

Apart from geographic location and nationality dnrecity, gender, age and social status also ptay a
important role in shaping the profile of the digiivide in the Russian Federation and other CIS
countries. Available data suggest that the gendérage digital divides are much more prominentin t
CIS than in the EU Member States. They provideerwe that the most important factors constrairtieg t
participation of social groups in the emerging kifemlge economy are age and the level of income.,Thus
as an example, in 2005, the average price of & lwasnputer in the Russian Federation was €420 (or
14,420 roubles), or about 17.25 per cent of theamee salary. And in Ukraine, the cost of a personal
computer was two times the average monthly salary.

Only a few countries reached the point of closimg gender digital gap: Iceland — with a proportadn
Internet users among males and women, respecti88y,per cent and 82 per cent, Denmark,
correspondingly, — 80 per cent and 76 per centd8we- 84 per cent and 76 per cent, and Norway — 80
per cent and 73 per cent.

The diffusion of new technologies and, particularbf ICT could be impeded by various factors:
economic, social, cultural, political, as well asographic. In this context, the Member States ef th
UNECE represent a diverse group of countries diffefrom each other in many respects. From the
perspective of the Information Society, the redeistoric experience of a large group of the UNECE
member countries, particularly the Eastern and i@kiuropean countries and the CIS, should not be
disregarded. This historic experience left an imtpon the social fabric of these countries, which
interplays with other factors and, therefore, imipdle development process.

The legacy of absolute State control over knowleggeduction and dissemination and an ICT
infrastructure designed to provide support for stege monopoly in these countries continue to caimst
the uptake of ICT, even in the countries which hawplemented formal liberalization reforms. In some

Xiii
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instances, the patterns of relationship, behavand attitudes that were shaped in the past continue
operating informally, resulting in the monopolizati of the access to market opportunities and cbntro

over the access to resources by groups with vesterksts, thus preventing the emergence of new ICT
service providers and new consumer services.

However, advanced countries of the UNECE regioa afe not free of barriers constraining the actess
and utilization of ICT and Internet potential batef Some of them, for example United Kingdom,
Germany, France, Spain and Portugal have socialpgraignificantly lagging behind the mainstream
society in terms of ICT usage. These are recentigmamts, racial and ethnic minorities, childrennfro
poor families and disadvantaged communities, deshbhd long-term unemployed people, the population
in remote areas, among others. Hence, it is ngtrising that e-Inclusion strategy is viewed as ohthe
means to achieve a larger objective — a strengtbesfithe social solidarity and social cohesiothia EU
Member States.

1.2 Critical Internet resources

The ICT infrastructure in the Western European agion is highly developed, with fixed line telediéns
above 50 per cent on the average. Mobile penetratites are also very high with several countries
achieving the penetration rate of over 100 per.cEné situation in Eastern and Central Europe isemo
diverse with some countries rapidly catching uphviite leading Western European countries and some
others lagging behind. Unevenness of ICT developnzemoss the CIS is even greater, mirroring
disparities in distribution of ICT infrastructuregpacities and capabilities inherited from the 8ppast.

The rapid proliferation of affordable mobile teleply causing the substitution of mobile for fixeddi
service in many countries of the region has beeongnthe factors constraining further expansionhef t
main line infrastructure. This was an especiallticgable phenomenon in Eastern and Central Eunoge a
in some countries of the CIS, where, on the one hdre shortage of funding undermined the ability o
national telecoms to extend their traditional segsito the regions with a low telephony penetrat{om

the other hand, the aging and relatively low quatit the fixed line infrastructure prevented themonf
producing and diversifying their services that coleet consumers’ expectations. Gradual liberabizat
of the ICT sector and privatization of nationakt@ms in the new EU Member States, as well asaseth
in line for an EU membership and in some of the @i&mber-sates, led to the establishment of an
institutional framework conducive to competitiondamence, to the emergence of alternative (to fixed
line) providers, but also of new telecommunicatiompanies. The process of liberalization, howelvas,
been patchy across the region with some counttibsretaining a Government control over national
telecoms. In these countries, state-owned andfamtrolled fixed line incumbents with a significant
market power have resisted new and/or alternatiembents’ entry into the market.

Telecoms in many EU countries are now moving beywoite and data and entering the world of
interactive video and digital TV. At present, thane investing in Asymmetric Digital Subscriber Lsne
(ADSL), a technology through which converged sasican be or already are being offered.

Demand for digital television in Europe will reaehrecord number of customers this year. Nearly 19
million homes were estimated to have bought dighél for the first time in 2007, an increase of 20
percent. However, the newest entrant, TV througérhet (IPTV), is also beginning to make inroadd a
take its share away from established satellite ¥ @able providers. It is predicted that 16 millloomes
will subscribe to IPTV by 2010.

Satellite communications have not been widely usdflirope and CIS to provide Internet access sesvic
due to a number of economic and technical reasleimstly, in most European countries, mainland
alternatives are cheaper and more readily avail&@#eondly, terrestrial alternatives are genenaltyre
powerful and reliable. This situation seems to banging slowly, driven by political commitments to
provide high-speed access to Internet for all, tardeting the households and businesses located in
remote and/or underdeveloped areas.
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Wireless networks Wi-Fi and WIMAX have been playiag increasingly important role in the countries
and/or country regions experiencing a deficit dfibaerrestrial ICT infrastructure and/or where remmic
costs of extending fixed lines are too high dueetmoteness or sparse settlement. In the CIS, essel
technologies are gaining momentum. A number ofdahd-Fi network projects are currently underway in
Russia and other CIS countries.

The growth and penetration rate of Internet usagge durpassed that of Internet subscription inkedl t
subregions, suggesting that a significant proportbthe Internet users have been accessing thédWor
Wide Web from other places rather than home. Th@éssive growth of broadband Internet subscription
in the UNECE region hides, however, the sharp umesses of the broadband Internet penetration
throughout the region. The gap remains significaetween and within subregions in terms of the
household connection to the Internet and PC pediwitraln 2005, the average DSL Internet access
penetration rate in Central and Eastern Europeanttdes was four per cent of the population, witile
the Western European countries it was 12 per cent.

Some researchers have noted that extremely higk abthe Internet connection and services (in $eofm

per capita income or average monthly wage) in sGh$eand Eastern and Central European countries has
been hindering the growth of Internet subscriptmal usage. For example, in Kazakhstan the unlimited
dial-up Internet connection package offered by Kagelecom costs about €86 per month; the unlimited
ADSL connection — from €102.45. Taking into consa®n that the average monthly salary in
Kazakhstan was €292 (January 2007), it is not ®ingrthat most of Internet users have been agugssi
the Internet at their workplaces.

In the EU, liberalization and harmonization polg&iand policy actions targeting ICT markets have
brought about noticeable benefits to all the stalddrs: ICT users, ICT manufacturers, network cjpesa
and service providers. These include: reductiobafiers to market entry; harmonization of natlona
regulatory frameworks; public support and encounsgy@ of research and development in the area of
ICT; launching and implementation of public progthat had a strong effect on the ICT market as a
whole. Further, regulatory changes and policiesptomote network interconnection and, hence,
application of technologies allowing for interopeaitdéy between different devices and equipment,
encouraged a convergence of markets and the encergémew generation telecommunication networks
and technologies. Policies and programmes aimingvatcoming digital divides and gaps, such as e-
education, e-accessibility, e-health, e-governaeggstice and e-environment, among others, pravide
incentives for electronic equipment producers, oekwoperators and service providers to invest in
upgrading and/or development of new products andcss.

The implementation of the EC Interconnection Dirertogether with a new licensing regime permitied
large-scale market entry of new operators. In 2, ,Member States of the EU transposed a new
regulatory framework. The market response to the regulatory regime in the area of interconnection
was an increased competition, resulting in a 14cpet reduction of the fixed-to-mobile terminatite

for operators with significant market power.

In the CIS, most of the countries have undertak@nesreform of their telecommunications markets,
albeit with different degrees of consistency, butse are still far from being fully developed. Tdes
reforms eased the entry of new telecommunicatiensices providers and encouraged the development of
new services, mainly, mobile telephony. Many pubdiecoms diversified by adding new services, such
as Internet services, mobile telephony and/or es®interconnection.

The distribution of Internet traffic is extremelpeven in the UNECE region with the main volumeirigfl
on the Internet Exchange Points (IXPs) in the Ndgihels and the United Kingdom. A serious technical
problem at these two exchanges might severely hathpeentire regional Internet traffic routing. ther,
some studies indicate that part of the region’svoek is already overloaded and suffers from losdaib.
The risk of congestion may also increase with isifging Internet penetration in Europe and Central
Asia. In addition, with the growing uptake of maigdia there will likely be an increasingly largaftic
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asymmetry between content-heavy networks and eedhgsavy networks. Forthcoming massive traffic
inflows from Asia and Africa may exacerbate theneuhbility of the regional internet infrastructute.
view of this development present traffic handoffigies might need to be adjusted.

Internationalizing Domain Names in Application$DNA), the report notes, would allow local
communities to utilize opportunities and capturedfgs, which are available at the local marketg, b
bringing business online, extending the reach addicing costs of public and private services prendd
To overcome the technical hurtle, which is that EBANN standard for domain names does not allow
letters with diacritics that are used by many Eessplanguages, requires a political consensusdohed

on further developing and implementing internatlzeal domain names.

Six of the ten leading languages of Internet ugerthie world are European languages. Facilitathrg t
development of national language content and pmuitinplace technical conditions (IDNA) to faciligat
the presence and use of all world languages omtemet should be a priority for the UNECE region.

The transition countries’ choice of priorities agmhphasis differ to some extent from that of the Ehke
analysis of ongoing conceptual debates and cusirdtions in the CIS countries allow assuming that
the nearest future most CIS Governments will bedot on:

(a) Creating and/or perfecting ICT legislation;

(b) Building up and/or extending ICT infrastructure;

(c) Human resources development (e-education, e-litgrac
(d) Improving information security; and

(e) E-Government.

1.3  Constraints for Internet development

A number of constraining factors appear to be mesiite for the lack ofdemand affordability and
access for ICT and Internet and, ultimately, far digital divide:

(a) Differences in the availability of ICT/Internet pdigal infrastructure and, therefore, differences
in the level of ICT and Internet penetration;

(b) Differences in per capita income;

(c) Unequal distribution of income, discrimination amdimental barriers (as in the case of the
elderly);

(d) High costs of the ICT equipment (hardware andwafie) and services;

(e) Lack of awareness of the potential benefits assatiaith the ICT and the Internet usage;
(f) Lack of trust in the security of online economiarisactions;

(g) Reluctance of businesses to uptake informatizatfdgheir business operations;

(h) A relatively low level of e-literacy and e-skillsnng the population.

The most important impeding factors grpply were identified as follows:

(a) Monopolization of the ICT sector, and, consequertibig lack of competition;
(b) Loopholes in and/or an underdeveloped ICT insthal regime;
(c) Lack of and/or restricted access of businesseshbgifinancial resources;

(d) Insufficient and unstable level of public and ptevanvestment in the ICT/Internet infrastructure
development;
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(e) Bureaucratization of the decision-making processl amplementation of e-development
strategies and plans of action;

(f Arelatively high level of the ICT market entry tes

1.4 The role of UNECE

In conclusion, it appears that all the countrieshie UNECE region have made progress on a national
level towards a knowledge-based economy. Howeviarge divide still remains between most transition
economies and the western developed countriegelns that the digital divide has narrowed to some
extent, but there is no conclusive catching up fitben less advantaged countries. In order to close t
divide and change the relative positions betweenctiuntries, concerted efforts have to be made @oth
policy as well as practical levels. It is cleartttiee transition economies made good level of itaest on

ICT equipment and infrastructure like many otheradeping countries.

An additional constraint is the legacy of the caliyrplanned economies over knowledge production,
dissemination and the ICT infrastructure, even l® ttountries which have implemented formal
liberalization reforms. Here an exchange of viewd axperiences and knowledge of legislative reform
could provoke a shift in behaviour and attitudeabding the creation of new ICT services providerd a
new consumer services.

UNECE could draw on its expertise in the transitpncesses, linking experience from developed and
former transition countries to those that havd st finalized their transition process. This abude
achieved through a policy dialogue facilitated hg tJNECE and by sharing know-how from countries
encompassing the knowledge-based economy.

UNECE could further facilitate regional cooperation the area of ICT and Knowledge-based
development under the existing framework of the &ipécial Program for the Economies of Central Asia
(SPECA). In cooperation with the United Nations B@mmic and Social Commission for Asia and the
Pacific (ESCAP), ECE has been contributing capdamifyding of ICT policymakers, and created a forum
for information exchange among senior policymakers.

Finally, UNECE should contribute to the informatina process in the region by further developing IC
in the work of its sectoral committees.






Chapter 1
TOWARDS A KNOWLEDGE-BASED ECONOMY:
PROGRESS ASSESSMENT

Since 2000, there has been a dramatic accelemsitiire accumulation and/or build-up process otlzdl
necessary components constituting the foundatioknotvledge economy in the UNECE region. Even
the poorest countries of the region have underta&erarkable efforts to catch up with leading coiestr
at least in some areas vital for the developmeatlafowledge economy.

1.1 Is the digital divide narrowing?

1.1.1 The digital divide between countries

From 2000 to 2005, practically all of the membeurtoies of the UNECE made progress in advancing
national capacities and capabilities necessary participation in the emerging global knowledge

economy. However, the speed of progress has beewemnacross countries. According to a joint
ITU/UNCTAD report presenting the ICT Opportunitydiex (ICT Ol), a newly developed measure of the
digital divide, some countries were able to jumro8-7 or even 10 ranks in the regional ranking; fo

example, Israel, the United Kingdom, Latvia and &mbourg (table 3). Some others, on the contrary,

have slowed down their pace: for instance, Canadaastria.

The overall results of the ITU/UNCTAD survey of tHeéT economy imply that the digital gap between
the countries of the UNECE region has certainlyoaed (figure 1). The difference in the ICT OI seor
of Sweden (the top performer) and that of Tajikistilne bottom performer) was reduced from 1:11:8 1

The digital divide also exists at the subregiomalel. Thus, for example, in the CIS, the gap betwee
Russia (the top subregional performer) and Tapkistemained practically unchanged (1:3), as well as
between Russia and the rest of the CIS (figurdBis suggests that the countries of the subregawe h
been advancing at the same speed. However, they dtewn marked differences in performance. For
example, Tajikistan, one of the poorest countrieshe region, practically doubled its ICT OI score,
increasing it by 92 per cent (table 3). Kyrgyzstdmbekistan and Turkmenistan, on the other haade h

a very modest increase in their scores, allowiegttio preserve their 2001 ranks.

Georgia has moved one rank down, switching pladd Wioldova. Ukraine and Kazakhstan gained a
modest increase in their scores, respectively, ®yald 53 per cent. Belarus, the Russian Federation,
Moldova and Armenia significantly improved theirea&ige scores, respectively, by 76, 71, 71 and 69 pe
cent, during 2001-2005. None of the CIS, howevestewable to move out from the group of medium
average performers.

1 ICT OP measures access to and usage of ICT bydndls and households in an inclusive sense. Eamelly, it is based on
the dual nature of ICT: ICT as a productive ase€tl€T as a consumer good. Therefore, it incorgsratdicators reflecting (a) a
country’s overall capital as well as labor stoakgvaluate a country’s productive capacity (sugide), and (b) those that
capture the consumption flows of ICT. All theseigadors are aggregated; first, to produce two sdexes: Infodensity sub-
index and Infouse sub-index, which then are usegbteerate a country’s ICT OP (See: ITU/UNCTAIDO7 World Information
Society Report. Beyond WS@&eneva, June 2007).
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Figure 1. The digital gap in the UNECE region: Chages in the ICT Opportunity Index,
2001 and 2005

—— 2001 ICTOI
—=&— 2005 ICT Ol

Source ITU/UNCTAD. 2007 World Information Society Report: Beyond W&I&heva, June 2007.

Figure 2. The digital gap in the CIS subregion, 201 and 2005

—— 2001 ICT Ol
Armenia —®— 2005 ICT Ol

Source ITU/UNCTAD. 2007 World Information Society Report: Beyond W&I&heva, June 2007.



In Eastern and Central Europe, the situation agpganilar to that in the CIS, although this suboegi
grouping is more advanced on the average than iBe(iigure 3). In 2001 the digital gap between
Slovenia (the top subregional performer) and Alagtihe bottom subregional performer) was 1:3. & ha
not changed since then, although in 2005 Eston@arhe the top subregional performer. Estonia and
Slovenia continue outperforming the rest of thentnas of the subregion. Estonia moved five ranis u
reaching the eighteenth position in the UNECE negiaanking outpacing Slovenia. Latvia is another
showcase of the subregion. It was the only on@ef2i7 countries with the ICT OI score below the1200
regional average, which made it to the upper peréos’ group. Lithuania has also accelerated it®pac
climbing five ranks in the UNECE Member States’kiag, and Romania gained 86 per cent in its score
and moved three ranks up (table 3). The smalleseéase of the ICT Ol score was registered for Bidga
(30%) and Serbia and Montenegro (36%), resultinth@éloss of their previous position in the regiona
ranking, respectively, three and five ranks down.

Figure 3. The digital gap in the subregion: Centrband Eastern Europe, 2001 and 2005

Slovenia

Albania

Bulgaria

Lithuania Poland —— 2001 ICT OI

—=®— 2005 ICT Ol

Source ITU/UNCTAD. 2007 World Information Society Report: Beyond 8/Skeneva, June 2007.

A more detailed analysis of the UNECE member St#&E Ol allows factors to be identified which are
responsible for differences in performance amomrgcibuntries of the region (table 4). Highly develdp
ICT networks (in terms of fixed and mobile telepjiaand international Internet bandwidth penetration)
have been one of the key factors behind a rapidven®nt of a knowledge economy in Western
European countries, United States, Canada, butiml&stonia, Lithuania and Israel. While educatlona
achievements of population (adult literacy rated animary, secondary and tertiary gross enrollment
rates) constitute an important precondition forelegment of a knowledge economy, they may remain
largely under-utilized, if the ICT infrastructure mot sufficiently developed, thus constraining slceess

to and use of information and knowledge by the petpan. This seems to be the case in the majofity o
the CIS and in some Balkan countries.

Other components of the ICT OP, particularly théakp and intensity sub-indexes, bring to light othe
aspects of the digital divide in the UNECE regidihere is a large gap between the UNECE member
States in terms of Internet usage, computer and aVsilability (uptake sub-index). Taking into
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consideration existing disparities in the size @kl of development of the ICT infrastructurejsitnot
surprising to note such significant differenceshia intensity of ICT use (intensity sub-index) aslw

In some countries with a low uptake index, the akénformation flows has been relatively high: for
example, in Tajikistan, Uzbekistan, Turkmenistayrd¢zstan and Albania. This could be explained by
two factors: a recent leap in mobile telephony patien and a large outflow of temporary migrards t
neighboring countries. In more advanced counthigg) intensity of information usage could be atitéd

to the latest technological advancements, partigylto the diffusion of broadband Internet. Sigraint
differences that exist across and within countiesween the infodensity (national capacities and
capabilities to generate and deliver knowledge ifakmation) on the one hand, and the infouse (the
intensity of usage of ICT products and services}Yhtmnother, suggest that other factors than tecdgyol
alone play a certain role in determining the depelent patterns and pace of a knowledge econonhein t
UNECE region (figure 4).

Figure 4. Infodensity and infouse ICT opportunity index sub-indexes

600

500 +
I Infodensity Index

400 1
—&— Infouse Index

300 1 |

200 |

100 |

o LG,
gL

IEN N
ll I II
R
| | | l
P S g i i U i A i i i i A L b e B
P 6 & ™ T A SX D VAN LT W P T g2 DN X TP T ITP as5 228 .0 S s S o
@ NN SRS S8 9 (2} RN LTLIT8 TS IO o8 9 S OX L LIV IS
T SISTFTE 55 F&& &S s SSVLTEFITN 50 PRF LS s 5SS &S
SFOLETET TFS 0T Sy Fo @ & FITOLFT g O LS
NS x N ~ IS T o & PSP ER
52 S O S S S Q8 D ¥
< < & NI
> qu\,
G NN
&
X
&
%)

Source ITU/UNCTAD. 2007 World Information Society Report: Beyond W&I&heva, June 2007.

1.1.2 The digital divide within countries

The digital divide within UNECE member States, imdihg some of the most advanced ones, has also not
vanished and continues to endure, although it le@s lgradually shrinking due to efforts, undertaking
both by Governments and civil society groups. Thgtal divide, according to various definitions,sha
several dimensions: social (gender, age, healtiusst&thnicity, education level), economic (income,
employment, size of business), geographic (rural urban, territorial location). According to the
EUROSTAT, among the EU Member States, the propomibhouseholds with Internet access in 2006
ranged from 23 per cent in Greece to 80 per cettierNetherlands, the proportion of individualsngsi
Internet at least once a week — from 23 per ce@rgece to 84 per cent in Iceland (tables 5 areh@,
figure 5).

The Internet users in all the EU countries are whetmingly males. Only a few countries reached the
point of closing the gender digital gap: Icelanavith a proportion of Internet users among males and
women, respectively, 86 per cent and 82 per ceeatiniark, correspondingly, — 80 per cent and 76 per
cent; Sweden — 84 per cent and 76 per cent; andayor 80 per cent and 73 per cent.
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Figure 5. Proportion of individuals using Internet at least once a week in the EU 25, 2006

Lithuania; 38 Sweden; 80

Poland; 34
Latvia; 46 Denmark; 78
Hungary; 42
Greece; 23
X Netherlands; 76
Slovakia; 43 i :

Portugal; 31
Austria; 55

Estonia; 56

Belgium; 58

Slovenia; 47

Cyprus; 29 l Iceland; 84
Spain; 39 /
Italy; 31
Norway; 77
Ireland; 44
France; 39 Germany; 59

Finland; 71 Luxembourg; 65
UK; 57

Source EUROSTAT Press release, “Internet Usage in th@3J10 November 2006, STAT/06/146.

As seen from figure 6, the digital age gap is maghr@nounced in all EU Member States. The highest
incidence of Internet use is among the youth (1§eas old), and the lowest among the age groub of

to 74 years old. However, the situation differsnir country to country. Iceland achieved outstanding
results in narrowing the digital age gap. The ienick of Internet use in each of the age groups was,
respectively, 96 per cent, 90 per cent and 59 get (table 6). Impressive progress was also madtk&sn
respect by Denmark with corresponding results,&4cpnt, 86 per cent, 56 per cent; and Swedenpef4
cent, 89 per cent, 56 per cent. Greece, Cyprudtalydhave been significantly lagging behind thst ref

the EU 25, including new member States (Estoniangdty, Latvia, Lithuania, Poland, Slovakia, and
Slovenia).

The rural-urban digital divide is also consideealsl some of the EU Member States (table 7 anddigu
7). As on 1 January 2005, broadband, for examyas,available to more than 90 per cent of EU 15/EEA
urban population but only to 62 per cent of itsafupopulation. Only in few countries, Belgium,
Denmark, Luxembourg and the Netherlands, the Di@tabscriber Line (DSL) coverage of rural and
urban population was equal in 2005. But in Slovadad Slovenia the coverage of rural population was
less than 30 per cent. According to some estimatdeast 4.7 million people in remote and ruegjions

of the EU 25 will be excluded by commercial rollont2013 due to high cost of deployment caused by
distance and population scarcity.

2 Source: Commission of the European Communit2€4.0 — Annual Information Society Report 200@l. 3, Brussels,
30.3.2007, SEC(2007) 395; IDATE Consulting and Rede Broadband Coverage in Europe, Final Rep0ft Survey,
November 2006.
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Figure 6. Internet use by individuals in each agergup in the EU 25, 2006
(percentage)

—100

—90

—70

—60

—50

—40

—30

—20

—10

R ION
puepo] |
wnBpg
eusny

ueds
Aell

2neT
e .o
iTo)o=]
eus/os
snad/o
puepl
soe H
puepud
SN
3.nocusxin ]
Auau B9
spue|BUBN
>reued
BEVS

puepd -
AsBUnH |
ePpros |

bnod

enenyl T

[0 16-24 years old W 25-54 years old 0O 55-74 years

Source EUROSTAT Press release, “Internet Usage in th@3U10 November 2006, STAT/06/146.

The patterns of digital division are practicallyeteame throughout the entire UNECE region. However
the corresponding digital divides and gaps in nofsthe CIS are wider and deeper due to the overall
shortage of and/or aging of the ICT infrastructiast territory, disperse population settlement kvad
population density in some countries (Russian Faiter, Kazakhstan and Turkmenistan, for exampte), i
combination with a relatively lower than in mostr&oean countries per capita income and averagesvage
further constrain the evolution of knowledge ecogamthis subregion. This is especially true wigdgard

to the Russian Federation. Its gigantic territ@gyere climatic conditions in most of the regiolosy
population density, uneven geographic distributidrcapital assets and production capacities, incgid
those of the ICT, human resources and economicrappties present a formidable challenge. Thidaou
be seen, at least in part, from digital dispariiesoss Russia’s regions. According to the 200&agliness
assessment carried out by the Russian Institutieeoinformation Society (1IS), only 12 of the 8&jiens

of the Russian Federation may be considered walppgd for the knowledge economy uptake (tabl 8).
These are, first of all, two largest Russian citiesloscow and Saint Petersburg (with the indexescor
respectively, 5.65 and 4.86), followed by Khantai Autonomous Okrug (Area), Yamal-Nenets
Autonomous Okrug, Tomskaya, Samarskaya and Murnagaskblasts, Chukchi Autonomous Okrug
(Area), Nenets Autonomous Okrug, and the AutononResublic of Karelia.

The IS study reveals the magnitude of the devekagal and politically sensitive problems facing the
Russian Federation and its regions. The ICT iml&arbetween Russia’s 31 autonomous republics and
okrugsare as significant as those on the nation-wideescaéhus, the national average of the e-readiness
index score was 2.98, and it ranged between 1H@6lfigush Autonomous Republic) and 5.65 (Moscow).

3 The methodology applied for assessing the e-neadiof the Russian regions was similar to thet@Networked Readiness
Index (NRI) constructed for the World Economic Roru=or more information see: http://www.iis.ru.
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The average of the index scores of the 31 autonsmepublics and autonomous okrugs was 2.83
spanning from 1.96 (the Ingush Autonomous Repulbtic}.41 (the Khanty-Mansi Autonomous Okrug).
Hence, the territorial digital divide in Russia ledso a distinct ethnic characteristic. To solvs groblem
and equalize ICT opportunities for each and evatjonality and ethnic group would require from Rass

a significant investment not only in furthering tthevelopment of regional ICT infrastructures bsiah
creating conditions which could ensure that spdii@juistic and/or economic barriers are not preve
individuals from participation in and/or capturitige benefits of knowledge economy.

Figure 7. DSL and cable coverage in rural areas dhe end of 2005
(percentage of inhabitants)
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Source: IDATE Consulting and Research. Broadband Covenagairope. Final Report, 2006 Survey,
November 2006.

The regional distribution of Russia’s Internet gser a reflection of regional infrastructural digpes.
Most of the Russian Internet users are locatetierBuropean part of the country. The combined sbfare
the eastern regions (behind the Urals) is only &6 gent, less than that of Moscow. The above data
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conceals another important digital divide — theidbvbetween rural and urban population. Almosoéall
the Internet users as well as fixed and mobilgtedae in Russia are urban inhabitants.

Apart from geographic location and nationality/etity, gender, age and/or social status also play a
important role in shaping the profile of the digidavide in Russia and other CIS. Available daiggest
that the gender and age digital divides are mudempmminent in the CIS than in the EU Member State
Figures 8 to 11 below attest a current situatiomRussia. They show that the most important factors
constraining the participation of social groupseimerging knowledge economy are age and level of
income. Limited data on other CIS countries pomthe same underlying causes of the digital divide.
Thus, in 2005, the average price of a basic compat®ussia was €420 (or 14,420 roubles), or about
17.25 per cent of the average salarin Ukraine, the cost of a personal computer waset the average
monthly salary. In Armenia, where the average migntfages in the public and the private sector were,
respectively, €50 and €125, the cost of Internetnection in Yerevan (the capital) ranging from €80
€35 per month for a dial-up connection and from €68 100 per month for a shared xDSL connection at
128 Mbps, the ownership and use of a personal ctenptthome was a luxury for the majority of thiy ci

population’

The gender digital divide, according to availabéag was similar to that of Russia in Kyrgyzstan an
Kazakhstan, where the percentage of females anmieqét users was 45 in 2005. It was, howevergtarg
in Belarus (only 17.5% of Internet users are womAagrbaijan (30%) and Tajikistan (7 to 1086).

Figure 8. The gender digital divide in selected ragns of the Russian Federation

Distribution of Internet users by gender, %
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Source The Public Opinion Foundation. Project, The In&rin Russia/Russia on the Internet. Eighth
release. Winter 2006-2007.

“ Political Intelligence. Final Report: Monitorirg Russia and Ukraine (priority 1), and Armeniagfzaijan, Georgia,
Kazakhstan and Moldova (priority 2): Telecommunimag and the Information Society. Commission caitho: 30-ce-

0009814/00-41, December 2006.
5 Ibid.
6 |TU database and other sources.
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Figure 9. The age digital divide in selected regianof the Russian Federation
Distribution of Internet users by age, %. Regions
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Source The Public Opinion Foundation. Project, The In&trin Russia/Russia on the Internet. Eighth
release. Winter 2006-2007.

Figure 10. The digital divide by level of educatiorin selected regions of the Russian Federation

Distribution of Internet users by education levels, %
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Source The Public Opinion Foundation. Project, The In&trin Russia/Russia on the Internet.
Eighth release. Winter 2006-2007.
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Figure 11. The digital divide by level of income irselected regions of the Russian Federation

Distribution of Internet users by per capite income levels, %
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Source The Public Opinion Foundation. Project, The In&trin Russia/Russia on the Internet.
Eighth release. Winter 2006-2007.

On the whole, according to ITU data, Internet artspnal computer penetration rates are compangativel
lower in most of the CIS than in the majority oétBU Member States (figures 12 and 13, and table 7)

Figure 12. Personal computers per 100 inhabitanis CIS, 2005
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Source ITU database. Data reproduced with the kind peiion of ITU,
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Figure 13. Internet users per 100 inhabitants in S, 2005

Armenia; 5,34

Kazakhstan; 4,11
Ukraine; 9,81

Azerbaijan; 8,07

Georgia; 6,07

Russia; 15,19 Kyrgyzstan; 5,32

Tajikistan; 0,3
Turkmenistan; 1

Uzbekistan; 3,31

Moldova; 13,02 Belarus; 34,8

Source ITU database. Data reproduced with the kind pssian of ITU.

The above measurements may not capture the trugeidue to a widespread practice of sharing access
to personal computers and/or the Internet.

1.1.3 Underlying causes of the digital divide

Since the mid- of the 1990s numerous studies amegs have attempted to highlight the underlying
causes of the digital divide. Most findings cobklgrouped as follows:

(a) Global and regional leveisUnevenness of the global development procesterdrices in the
level of economic development; differences in thenhn resources development; differences in
the adopted development model; differences in thidigal regime, differences in culture etc.

(b) Macro (national) level Monopolization of the ICT market and consequent laickompetition;
inefficient and/or week institutions; lack of fingal resource; lack of or underdevelopment of
the ICT infrastructure; sizable poverty and proreiimcome inequality (affordability issues);
relative lack of skills among the labor force; lawkthe key stakeholders’ awareness; lack of
government commitment to ICT development; systeoaicuption; ineffective public policies
etc

(c) Micro level (enterprises, NGOs, individual§)onstrained access to the ICT market due toreithe
monopolization of the market and/or corruption; eatie of ICT services provision in the
geographic area (connectivity and access issuas}; of knowledge and understanding of the
potential benefits of using ICTs among individualsd small and medium-sized enterprises
(SMEs); lack of ICT skills; high costs associatetihwacquisition of computer skills, PC and
equipment, and with the usage of the Internet (d&bility issues); risks associated with the use
of the Internet (security issues); unclear regulatenvironment with regards to access to
information, privacy, dispute settlement, web cahtéPRs and other; specific barriers to the
usage of the Internet being faced by disabled rigldend some other social groups (accessibility
issues).
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Therefore, the diffusion of new technologies andrtipularly, of ICT could be impeded by various
factors: economic, social, cultural, political,wasll as geographic. In this context, the membatest of
the UNECE represent a diverse group of countriferdig from each other in many respects. From the
perspective of the Information Society, the redeistoric experience of a large group of the UNECE
countries, particularly, the Eastern and Centrabgean countries and the CIS, should not be disdeda
This historic experience left an imprint on theiabéabric of these countries, which interplaysiwitther
factors and, therefore, impacts on the developrpemtess in these countries. It reveals itself inovs
forms such as, for example, a tendency to ignaedléctual property rights or the right to privaoy, a
tendency to impose centralized control over soufesformation and to exclude some of the key
stakeholders from the decision-making process dagge-development strategies and policies. Inesom
countries, a revival of nationalistic sentimentsiged with a resurgence of discriminatory practicased

on gender, age, health status and/or ethnicity ialpmse artificial barriers to accessing new sldlial
technologies. The legacy of the absolute Statéraloover the knowledge production and dissemimatio
and the ICT infrastructure designed to provide supfor the state monopoly in these countries cu#i

to constrain the ICT uptake even in the countrigsich implemented formal liberalization reformsn |
some instances, the patterns of relationship, behand attitudes that were shaped in the pastraosnt
operating informally resulting in the monopolizatiof the access to market opportunities and cotyol
groups with vested interests over the access turess, thus, preventing the emergence of new ICT
services providers and new consumer services.

As was highlighted above, advanced countries o{tN&CE region are not free of barriers constraining
the access to and utilization of the ICT and Ingenootential benefits. Some of them, for examgie, t
United Kingdom, Germany, France, Spain and Porthgak social groups significantly lagging behind
the mainstream society in terms of the ICT usadgees& are: recent immigrants, racial and ethnic
minorities, children from poor families and disadisged communities, disabled and long-term
unemployed people, and population of remote atdasce, it is not surprising that e-Inclusion siggtes
viewed as one of the means in achieving a larggctibe — a strengthening of the social solidasihd
social cohesion in the EU Member States.

1.2  Strategies and policies to bridge digital divids

Since 2000, practically all countries of the UNEf@gion have adopted national e-strategies. Depgndi
on developmental problems facing a country, theomamphasis of e-strategy could vary focusing on
either of the directions:

e Sustaining wealth creation process by improvindg atrengthening the competitiveness of
national producers in the globalizing world;

e Catching up with advanced economies of the region;
e Further improving quality of life of the population

e Equalizing opportunities for different social greupo participate in and benefit from Post-
industrial economy and Information Society.

Most countries of the UNECE region follow the lezfddhe EU Member States which have embarked on
implementing an e-Inclusion initiative attemptirg liring all relatively marginalized social groupga

the mainstream economic and social activities (bpxThis new policy complements both the Lisbon
Council agreement of 2000 and 2010 strategy “Adpean Information Society for growth and

employment” aiming at the creation of a Single @an Information Space, strengthening innovation
and investment in ICT research and achieving doshe European information and media society.



Box 1. E-Inclusion policy of the European Union

The Lisbon Council in 2000 agreed to make a degisiwact on the eradication of poverty and sdcial
exclusion by 2010 in the EU. Through the Open MdtbbCoordination Member States are encourdged
to set out concrete steps in their National ActRlans against poverty and social exclusion angl to
improve access to the new ICTs and opportunities teehnologies can provide. The Riga Ministefial

Declaration on e-Inclusion of June 2006 demonddréite commitment of EU Member States. It pas
identified six themes which the European Commissises to foster e-Inclusion. Overall objectived of
the thematic areas include:

E-accessibility - make ICT accessible to all, nmegpta wide spectrum of people's needs) in
particular any special needs.

E-ageing - empower older people to fully partitgpan the economy and society, contirfjue
independent lifestyles and enhance their qualityfef

E-competences - equip citizens with the knowledglells and lifelong learning approagh
needed to increase social inclusion, employakdlitgt enrich their lives.

Socio-cultural e-inclusion - enable minoritiesgmaints and marginalized young people to fiilly
integrate into communities and participate in styds using ICT.

Geographical e-inclusion - increase the social acdnomic well being of people in rurfl,
remote and economically disadvantaged areas wéthélp of ICT, and

Inclusive e-government - deliver better, more heepublic services for all using ICT while
encouraging increased public participation in deraog.

“E-inclusion” means both inclusive ICT and the wddCT to achieve wider inclusion objectives. The
initiative focuses on participation of all individis and communities in all aspects of the infor
society. E-inclusion policy, therefore, aims atueidg gaps in ICT usage and promoting the use[%:?lmc
to overcome exclusion, and improve economic peréoree, employment opportunities, quality of |
social participation and cohesion.

By implementing e-inclusion policies EU Member $intend to reduce the current differenceg in
Internet usage (between current average use bilthpopulation and the use by older people, pepple
with disabilities, women, lower education groupsemployed and “less developed” regions) by halj by
2010.

Source Economic Commission website:
http://ec.europa.eu/information_society/activit@s¢lusion/index_en.htm.

A strong underpinning of the EU e-inclusion iniivat is equality of opportunity understood as a hama
right. The e-inclusion initiative is based on theliéf that each member of society is entitled té fu
participation in the mainstream social and econoagtyvities, and that new technologies underlying
and/or driving the transformation process towardermation Society can be used to support and éarth
increase social cohesion. Conditions enabling eachevery citizen of the EU Member States to také p

in and reap benefits of the emerging informatiociedy and knowledge economy should also incorporate
those, which make it possible for individuals temxse their right to information. He or she shohél
equipped, in terms of capability (skills, knowledgt.) and in terms of capacity (accessibility to o
ownership of PC or other technological devices,eascto Internet, information and to other
telecommunication services). To achieve the goadstargets lay down by the Riga Declaration the EU
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Member States must formulate and implement polieied programmes, which are tailored to specific
needs of underrepresented and/or excluded groups2p The e-Europe + action plan is designed in a
way that allows for meeting relevant goals in a bhemof areas (institutions, ICT infrastructure,
employment, education, health etc.) by mainstregit@T into all the EU sectoral programmes.

A review of the situation in the EU, including tB#) Member States in Central and Eastern European
subregions, indicates that most of the countriege hedopted an e-inclusion strategy tailored torthei
needs, which differ significantly from country tountry. Many of the new EU Member States
considerably lag behind the EU 15 with regard td fi&netration and usage. Furthermore, some of the
composite indexes imply that the EU Member Statesat constitute a homogeneous group and could be
clustered into distinct country-groupings. For epéenone study, using the ICT Maturity Index, idées

five distinct country groupings among the EU 25:

(1) Laggard CEEC;

(2) Frontrunner CEEC,;

(3) Laggard EU 15;

(4) Follower EU 15,

(5) Frontrunner EU 15 (table 1).

Table 1. The European Union ICT frontrunners and laggards

I(_:?Egéjgrd Latvia Lithuania Hungary | Poland Slovakia  Bulgaria oniania
Frontrunners | Czech Estonia Slovenia

CEEC Republic

Laggard .

EU1L5 Greece Spain France Italy Portugal

Eﬂfg\/er Belgium Germany Ireland Luxembourg Austria

Frontrunner L . United

EU 15 Denmark | Netherlands Finland Sweden Kingdom

Source: Empirical/World Research Centre/University of Bathematic Study to Analyse policy measures to
promote access to information technologies as aaseacombating social exclusion. Final Report, BBon
February 2006.

The countries that form the laggard group withie trew EU Member States share some common
characteristics, including a sizeable rural poporeaind unfinished regulatory reforms. They aratietly
poorer than the rest of the group. Therefore, itds surprising that these countries have beeniriggg
behind in terms of ICT availability and accesstiiliwithin the EU 15, some of the Southern European
countries (Spain, Portugal and Greece) were tleedaters to the EU. By many parameters, they dfe sti
behind the most advanced Member States of the EU 15

Another composite index, the World Economic Foruatorked Readiness Index (NRI), which depicts a
nation’s degree of preparation to participate id banefit from new ICT developments, largely canfir
the existence of distinct country clusters in tHé g&nd in the UNECE region as a whole). It further
spotlights the existing gaps and divides betweehwithin the countries, particularly, in the ingtibnal
area. The index also reflects advancements andgdaijlwhich, in some instances, could be a diestilt

of policies (table 2§.

" The ICT Maturity Index is a composite index basedsix variables: Internet users, computer uggrsple with Internet home
access, PIAP users, regular e-commerce users varet of mobile phones (source: Empirica/World Rese&entre/University
of Bath. Thematic Study to Analyse Policy MeasuceBromote Access to Information Technologies Efeans to Combatting
Social Exclusion. Final Report, Bonn, February 2006

® The Networked Readiness Index is a composithrektcomponents: the environment for ICT offerec lgjven country or
community, the readiness of the community’s keketalders (individuals, businesses, and governmémisse ICT, and finally
the usage of ICT amongst these stakeholders (VEmdthomic Forum 2004, p. 4).
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Table 2. The Networked Readiness Index score in UNIE member States, 2002-2007

Country NRI World | Regional Country NRI World Regional
2002-2003| rank rank 2006-2007 rank rank
Finland 5.92 1 1 Denmark 5.71 1 1
United States 5.79 2 2 Sweden 5.66 2 2
Sweden 5.58 4 3 Finland 5.59 4 3
Iceland 5.51 5 4 Switzerland 5.58 5 4
Canada 5.44 6 5 Netherlands 5.54 6 5
United Kingdom 5.35 7 6 United States 5.54 7 6
Denmark 5.33 8 7 Iceland 5.50 8 7
Germany 5.29 10 8 United Kingdom 5.45 9 8
Netherlands 5.26 11 9 Norway 5.42 10 9
Israel 5.22 12 10 Canada 5.35 11 10
Switzerland 5.18 13 11 Germany 5.22 16 11
Austria 5.01 16 12 Austria 5.17 17 12
Norway 5.00 17 13 Israel 5.14 18 13
France 4.97 19 14 Estonia 5.02 20 14
Ireland 4.89 21 15 Ireland 5.01 21 15
Belgium 4.83 22 16 France 4.99 23 16
Estonia 4.69 24 17 Belgium 4.93 24 17
Spain 4.67 25 18 Luxembourg 4.90 25 18
Italy 4.60 26 19 Malta 452 27 19
Luxembourg 4.55 27 20 Portugal 4.48 28 20
Czech Republic 4.43 28 21 Slovenia 4.41 3C 21
Hungary 4.30 30 22 Spain 4.35 32 22
Portugal 4.28 31 23 Hungary 4.33 33 23
Slovenia 4.23 33 24 Czech Republic 4.28 34 24
Latvia 3.87 38 25 Italy 4.19 38 25
Poland 3.85 39 26 Lithuania 4.18 39 26
Slovakia 3.85 40 27 Slovakia 4.15 41 27
Greece 3.77 42 28 Latvia 4.13 42 28
Lithuania 3.65 46 29 Croatia 4.00 46 29
Croatia 3.62 48 30 Greece 3.98 48 30
Turkey 3.57 50 31 Turkey 3.86 52 31
Bulgaria 3.03 68 32 Romania 3.80 55 32
Russian 2.99 69 33 Poland 3.69 58 33
Federation
. Russian
Ukraine 2.98 70 34 Federation 3.54 70 34
Romania 2.66 72 35 Azerbaijan 3.53 71 35
Bulgaria 3.53 72 36
Kazakhstan 3.52 73 37
Serbia and 3.48 74 38
Montenegro
Ukraine 3.46 75 39
The former
Yugoslav
Republic of 341 8l 40
Macedonia
Bosnia and
Herzegovina 3.20 89 41
Moldova 3.13 92 42
Georgia 3.12 93 43
Armenia 3.07 96 44
Kyrgyzstan 2.90 105 45
Albania 2.87 107 46

Source World Economic Forum (See http://www.weforum.org).
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As the comparison of the NRI scores for the perip@d82-2003 and 2006-2007 indicate, between 2002
and 2007, some improvement has been observedumhber of the new EU Member States, as well as in
some of the Southern European countries. AmongCergral and Eastern European countries, Estonia
and Slovenia continue outperforming the rest, bomBRnia has also markedly improved its score.
Lithuania outpaced Latvia and climbed three rank#uthe regional ranking. The performance of Pdlan
and Czech Republic in terms of the NRI has somewlwaisened. Both countries moved down in the
regional rankings.

In Southern Europe, the NRI scores of Spain antuBak have been eroded, while the score of Grease h
gained some weight. It appears that the most impbdonstraining factors have been economic oniés. A
the countries of this sub-group have a per capiteme, which is lower than the average per capita
income of the world high-income country group (bg World Bank classification). In 2005, Spain’s per
capita income ($25,250) was 71.6 per cent of treame per capita income of the world high-income
country group ($35,264). Portugal’s per capita meowas only 48.7 per cent of the average per capita
income of the world high-income country group, &@rmece’s per capita income was 56 per cent. At the
same time, according to the World Bank data, theeppasket for Internet in Spain and Portugal was
almost twice the average price basket for Inteofighe world high-income country grodgConsequently,
both the PC and Internet penetration rates wenafwigntly lower the average penetration rateshia t
world high-income country group. For instance, B penetration rate in Greece was only 15.4 per cen
of that of the world high-income country group.Rortugal and Spain, it was, respectively, 23 pet ce
and 52.6 per cent of the average PC penetratierirrahe world high-income country grotp.

A review of the national e-Inclusion strategies @adicies of the EU Member States indicates thastmo
of the Central and Eastern European countries fecushe provision of an affordable access to the
Internet at public places (Poland, Lithuania, LatMEstonia, Romania and Bulgaria), improvement of
computer literacy with the emphasis on school cailicand long-term unemployed (all the countrieghef
group), and on improvement of public services (®ises). Some of the countries specifically tartet
rural population (Lithuania, Bulgaria, Hungary @Rdmania). For example, Poland sets a goal to faigli
access to knowledge for people in small villages tanvns, and also in areas distant from acadendc an
cultural centres by providing a broadband Inteaestess to all rural schools and libraries. Howewely

a few countries target disadvantaged groups (Ppldndgary and Slovakia). Hungary and Slovakia give
high priority to integration into the Informatioro8ety of Roma, people with disabilities, and tidedy.
Poland also targets people with disability.

Southern European countries adopted a similar appréo implementing e-Inclusion policy. They also
focus on achieving a mass effect in terms of edsioh, therefore, most of their programmes andegtsj
aim at raising higher computer literacy of the gapan, improving ICT skills of the labour force,
widening the access to the Internet and integratingl population in Information Society. Spain’s
programme “Internet for all’, for example, envisaghe establishment of new Public Internet Access
Points (PIAPs) throughout the country. Furthermanegprder to improve the ICT skills and computer
literacy of the working population, Spain intendsititroduce ICT training programmes and to promote
the use of new technologies in training and edanati process at all public centres of education.
Considering that NGOs could reach most disadvadtggeups and assist in spreading of digital litgrac
the Government of Spain intends to implement a rernoth measures to provide ICT training to NGOs.
To encourage their participation in promoting dibltteracy, NGOs will be granted laptop computers.

Countries belonging to the region’s frontrunnersu® on deepening the ICT diffusion by concentrating
their efforts on bringing disadvantaged and at migk groups into the Information Society. This bigao

be achieved by varying methods. Some countries aachustria and Belgium envisage introduction of
special allowances for certain groups to help paselCTs and Internet access. Some other courfties

® The World Bank. ICT at a Glance (http://web.wbddk.org/WBSITE/EXTERNAL/STATISTICS/).
0 bid.

1 Empirica/World Research Centre/University of Bathematic Study to Analyse Policy Measures to Riterccess to
Information Technologies as a Means to Combatingab&xclusion. Final Report, Bonn, February 2006.
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example, Germany, have allocated public fundsrarite the design and construction of special web si
that could be easily accessed and used by dispaleple. Another important priority of this group of
countries is the improvement of public servicegmploying ICT and the Internet (e-Government).

CIS Member States have been following similar paten addressing the problem of the digital divide
although only a few countries target social groujith special needs (Belarus, Moldova and Ukraine).
Shortage and underdevelopment of the ICT physidedstructure, on the one hand, and lower per @apit
incomes and the size of territory in need of cotiniég, on the other hand, have made the task dtiing

up an Information Society much more challenginga@mparison with the EU Member States. With the
exception of the South Caucasus countries and Maldmost country members of the CIS focus on
extending their Internet physical backbone to gaplaic regions experiencing a teledensity defictt an
improving their countries’ connectivity with globeidternet networks. Some of the CIS countries (Rnss
Federation and Kazakhstan, in particular) envisagtertaking measures aiming at narrowing the rural-
urban digital divide by implementing large-scalélitiprojects. Efforts have been made to raisel@ie
literacy of the population by introducing computeaining at schools and universities, connecting
educational establishments to the Internet and ptiogn ICT research by encouraging networking within
and between academic communities of the CIS. ASepitember 2007, almost 90 per cent of Russian’s
schools and universities were connected to thenateTherefore, at present, the emphasis of nfa$ieo
CIS member States has been on actions which cdlold expanding rather than deepening the base of
their future Information Societies.

From the perspective of the Information Societyedepment, the situation in this group of countiges
complicated by the overall weakness of their chatieties in terms of organizational capacity,
availability and experience and, consequently,rthienited ability to influence the decision-making
process regarding the content of national and negie-development strategies. Furthermore, tiseaéso
lack of interest on the side of business commusigspecially, small and medium enterprises dubedo
lack of funding, but also lack of understandingtlé potential benefits associated with the usehef t
Internet, although newly developed companies in @€ areas have been rapidly networking and
developing their own mechanisms of mobilization &fibying. An important contribution in raisingeth
ICT awareness among local stakeholders has beee madhe international community (bilateral and
multilateral donor organizations, including the \doBank, European Bank for Reconstruction and
Development, Asian Development Bank, United Natiobgvelopment Programme and Non-
Governmental Organizations (NGOSs).

Networking among the CIS NGOs has been steadilynpted and supported by United Nations agencies
and the United Nations regional commissions (UNEQE ESCAP). These actions have also brought
some positive results in terms of NGO participafiosetting up a national Information Society agend

1.3  The UNECE contribution to the Information Socig¢y and to narrowing the
digital divide in the region

In the past several years, the UNECE, together thighother regional commissions, has cooperateg ver
successfully in the preparation, participation dolflow-up of the World Summit on the Information
Society (WSIS, Geneva 2003 and Tunis 2005). Irfaliew-up, the regional commissions have organized
side-events to sessions of the Commission on Seiand Technology for Development (CSTD) and the
Internet Governance Forum. UNECE has been innayatimobilizing stakeholders’ contribution to trade
facilitation, protection of environment, improveniesf transportation, energy efficiency, housing and
some other areas. As a standard-setting body, MEGE has been heavily focused on environmental
democracy using electronic information tools, sifigdtion and standardization of international
procedures, documentation, data terminology amtsinégssion. At present, UNECE provides a forum for
policy dialogue and continues dealing with issweated to ICT in its subprogrammes.
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1.3.1 Environmental democracy

The broad aim of the environment activities of UNEIS to safeguard the environment and human health,
and to promote sustainable development in its mewcdnntries in line with Agenda 21. The practidah a

is to reduce pollution so as to minimize environtakdamage and avoid compromising environmental
conditions for future generations. To this end, WHEhas adopted a four-pronged approach:

(a) Its Committee on Environmental Policy brings toget&overnments to formulate environmental
policy and support its implementation by organizéggninars, workshops and advisory missions
and providing a forum for sharing experiences amolgoractices;

(b) UNECE also takes a very active role in certainaegi and cross-sectoral processes, especially:
the “Environment for Europe” Ministerial processpitonment, Transport and Health; and
Education for Sustainable Development;

(c) Through its environmental performance reviews, UREGsesses individual countries’ efforts to
bring down pollution levels and manage their ndtrgaources, and makes recommendations to
improve their environmental performance;

(d) Adoption of multi-lateral environmental agreements.
UNECE has negotiated five environmental treatibefavhich are now in force:

e The Convention on Long-range Transboundary AirRalh;
*  The Convention on Environmental Impact AssessmeatTransboundary Context;

e« The Convention on the Protection and Use of Tramstary Watercourses and International
Lakes;

«  The Convention on the Transboundary Effects of il Accidents;

e The Convention on Access to Information, Publictiegration in Decision-making and Access
to Justice in Environmental Matters (Aarhus Conigemt

In many countries of Eastern Europe, Caucasus adr& Asia (EECCA), the use of up-to-date

information technologies by environmental monitgrirauthorities needs to be expanded. These
technologies may substantially improve environmledt#ta handling, exchange and supply to public
authorities and the public.

The Working Group on Environmental Monitoring andsd@ssment has established a task force, with the
Russian Federation as lead country, to review tileation of meta information on available souroés
environmental information and activities in EECCAuatries and to develop practical tools and
instruments, using modern information technologiesmprove the use and exchange of information in
these countries, and to harmonize their approaehtts those applied within European Environment
Agency (EEA) networks. With the support of EU/Taktinds the implementation activities of the UNECE
include:

*  Creation of national reference institutions on &t&uc tools in EECCA countries;

«  Provision of national reference institutions witihgouter equipment and access to Internet;

e  Creating a harmonized meta-database with dataes®armd datasets, institutes, reports and other
information products;

e Training of national experts of EECCA countries raethodologies, standards and formats for
environmental information exchange developed by EEA

. Development or expansion of national metadata base®urces of data and data sets, institutes,
reports and other information products in EECCAntaes;
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« Development of national websites on the basis ofA EHidelines and uploading the national
meta information.

The Aarhus Convention grants the public rights iamgloses on Parties and public authorities obligatio
regarding access to information and public parditgn and access to justice. In order to achieig th
effectively electronic tools should be used, arel Plarties to the Aarhus Convention adopted in 2085
Recommendations on the more effective use of @éctmformation tools to provide public access to
environmental informatio(ECE/MP.PP/2005/2/Add.13).

The capacity-building activities on electronic infation tools targeting Government and NGO
representatives in the EECCA regidmave been emphasized, and together with the Crafgon for
Security and Co-operation in Europe (OSCE) a nétvadrPublic Environmental Information (Aarhus)
Centres in the South Caucasus, Central Asia, anthmd Eastern Europe serving as community access
and training points for citizens and entreprencuase been establishétl.

In the area of environment protection the tasksaiding public awareness of the environmental Sitna
and early warning are among the most importanfuliilling these tasks the UNECE in collaboration
with UNESCO has collaborated on promoting education sustainable developméntas well as
environmental education, including disseminatioinédrmation on the state of environment in theioag
via the Internet and networking with local partnefisoth governmental and non-governmental
organizations). The activities associated with emunental education include the development and
provision of multilingual contents for interactiweebsites throughout the region.

Thus, in pursuing its environmental objectives tH¢ECE has also provided leadership in the fiel@-of
environment, e-access, and e-governance, and prodeweral important normative instruments.

1.3.2 Trade facilitation and electronic business

Economic development is important for all countriaad reducing these unnecessary costs by
implementing simpler trade procedures is a cruelament. Simplified trade procedures could save
millions for one single company.

The emergence of electronic means of data exchanmgestoring has opened new opportunities for trade
facilitation — to replace traditional methods dfoirmation handling and transmission in the fornpaper

by alternative teletransmission methods. Even thahe required technology and services are availabl
this does not, however, suffice to make data ihtange of this type an operational reality. Theraris
equally important requirement to develop and agrestandards, procedures, and other essential eieme
of data handling methodologies to ensure intellgitommunications between different systems used by
trade and transport operators.

In 1996, the United Nations Centre for Trade Fatibn and Electronic Business (UN/CEFACT) was
established. Its principal focus is on facilitatingtional and international transactions, throuigh t
simplification and harmonization of processes, ptares and information flows, and so to contriliote
the growth of global commerce.

The development of e-business standards and teadiation recommendations is carried out in the
UN/CEFACT Forum which is the concurrent meetingalbipermanent UN/CEFACT Expert Groups. The
Forum is the operational entity of UN/CEFACT whéhe work of around 1000 technical experts is
coordinated. It convenes twice a year in diffeneatts of the world to allow all five Groups, theub-
groups and project teams to meet for one weekersdéime location.

12 see http://www.unece.org/env/documents/2005/gpéee.mp.pp.2005.2.add.4.e.pdf.

See http://www.unece.org/env/pp/electronictoastanents/REC_workshop_prospectus_2006_10_26.pdf.
See http://www.osce.org/publications/eea/2003/0634_429 en.pdf.
See http://www.unece.org/env/esd/welcome.htm.
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The most recognized international standards deedltyy UN/CEFACT are:

e The UN Layout Key for Trade Documents, which is tfmndation for the EU Single
Administrative Document (SAD);

 UN/EDIFACT, the international standard for elecimata interchange and numerous trade
facilitation recommendation’

The UN/CEFACT Forum has focused on improving thivdey of its outputs including a wide range of
trade facilitation and best practice recommendatioelectronic business standards and technical
specifications.

In addition, an important extrabudgetary projectdorrade Facilitation Guide and its Capacity-Binigdl
programme, funded by the Government of Swedenm, lsaé process of being implemented.

1.3.3 Transport

In order to further improve the efficiency, safetywvironmental performance and security of itsdpamt
system work, UNECE has focused, inter alia, ondbmputerization of the Customs Convention on the
International Transport of Goods under cover of TiRnsport routier international) Carnets in ortter
eliminate the use of paper TIR Carnets.

The World Forum for Harmonization of Vehicle Regidas (Working Party 29) has an informal group

which is studying how intelligent transportatiorsms (ITS) can improve the safety and environnhenta
performance of vehicles. Some intelligent systeangehalready been incorporated into UNECE vehicle
regulations.

The Transport, Health and Environment Pan-Europedersectoral Programme (the PEP) Clearing
Housé® is an Internet-based portal for user-friendly ascand exchange of information in English and
Russian on transport, health and environment ipémeEuropean region.

1.3.4  Statistics

The Statistics subprogramme is naturally orienmdatds information management, and therefore is
making information available through the use of erdCT, particularly through its statistical deaat®
and the Database on International Statistical A/ (DISA-IP), and its Web-based documents lijprar

1.3.5 Energy

The ICT projects of energy include two separate siteb in addition to maintaining webpages on the
main UNECE website.

While the Energy Efficiency 21 Project web$ithas been used mainly for communications so fathén
next phase of the project, it will be used for meubstantive purposes, including projects proposiads
assessment of energy resources.

The Gas Centre Database and websjievide the 22 participating companies in the UNEGas Centre
with information about Gas Centre activities, elecic publishing of Gas Centre reports, a forum of

16 See http://www.unece.org/cefact/about.htm.

See http://www.unece.org/cefact/.

18 See http://www.thepep.org/CHWebSite/.

® See http://www.unece.org/stats/stats_h.htm.

See http://www.unece.org/ie/se/eneffic.html#ee2l.
See http://www.gascentre.unece.org/.
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information exchange and a database on the leglitypregulatory and structure of national gas kets
and the European gas market as a whole.

ICT will make it possible to achieve new politiaabjectives in the gas market. The liberalizatiorthaf
gas market requires detailed tracking and monigoahvolumes and billing data. Without the new ICT
this would have been very difficult to attain. Tiew ICTs have provided and will provide the necsssa
technical solutions to serve industrial objectives.

1.3.6 Gender and ICT

ICT have a great potential as a tool to enhance em@neconomic, political, and social empowerment.
Women entrepreneurs in particular can benefit fthese to improve their access to information and to
increase competitiveness and market outreach oftihsinesses.

At the same time, a “gender divide” within the tidjidivide is apparent in all the regions, incluglithe
UNECE region. It is reflected in the lower numbefavomen users of ICT, compared to men, as well as
in the persistence of gender-specific structurabjiralities that constitute barriers to access. afbeg,
mainstreaming gender aspects into ICT policy debated decision-making processes is necessary to
ensure adequate access to and utilization of ICdiypen entrepreneurs.

Improving access to ICT for women requires a mirttehsional approach that addresses the immediate
barriers preventing women’s access to ICT, as waglithe underlying structural forces creating these
barriers. The gender-specific barriers include igbess costs, time constraints, lack of netwatldg ral
barriers, and traditional views that technologg isnale” domain. Educational background and act®ss
training opportunities as well as cultural and aboiorms constitute other significant barriersviamen

to ICT use.

A dialogue on how to close a “gender divide” withie digital divide is thus very relevant to coiggrin

the UNECE region. That is why raising awarenessgender aspects of ICT in the context of the
knowledge-based society, developing gender disggtgd ICT data and analysis, training and access to
low-cost ICT infrastructure and building partnepslamong stakeholders to change stereotypes and
traditional social climate should be particularbnsidered to address the problem.

UNECE promotes a regional dialogue on gender afwdniration society through:

«  Providing a regional platform for dialogue and ns&ieaming gender into the discussion on ICT
strategy and action plans at regional and subragiemels. The regional discussion on Building
an Information Society within the WSIS process jules a good framework to incorporate
gender issues from the outset. UNECE organizedaperation with partners a number of round
tables on gender and ICT, including at WSIS (Gen@@®3 and Tunis, 2005) as well as at
regional preparatory meetings in Bishkek (2003) Bodharest (2003);

e Supporting national efforts for mainstreaming gendeo ICT policies concerning SMEs.
UNECE promotes the exchange of good practices anfilimg networks among women
entrepreneurs through UNECE forums (Geneva, 2001 2003) and publication of good
practices in access to ICT and financfag;

*  Contributing to capacity-building through trainimgprkshops for policymakers at national and
local level responsible for SME policies, repreatimes of women’s business associations,
members of academia and NGOs from the SPECA meitantries. The objective of the
workshops was to address issues, such as the sigystems for women in small business and
the use of ICT for SMEs. In total, 110 people wigaéned. Four such training workshops, each
consisting of 14 days, were organized in 2006 &0@V2and two more training workshops have
been planned for 2008;

22 See http://www.unece.org/gender/news.htm and Miww.unece.org/gender/pubreps.htm).
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«  Providing methodology and supports capacity bugdimithin National Statistical Offices to
develop gender disaggregated data related to ICT.

1.3.7 Digital divide

The UNECE efforts aiming at narrowing the digitalide between the UNECE member States have been
centered on countries in transition, particulany @entral Asian and South Caucasus countries. nBuri
2002 and 2003, the UNECE organized an assessmebd @ountries in transition in terms of their
readiness for the knowledge-based economy (ArmeAizerbaijan, Belarus, Bulgaria, Georgia,
Kyrgyzstan, Latvia, Lithuania, Russian Federati®@ovakia, Tajikistan, Yugoslavia, Ukraine, and
Uzbekistan¥® A number of regional studies were also preparetiding: “Towards a Knowledge-based
Economy. Regional Assessment Report” (2002), “imiation Economy Report — E-Policy Development
in Transition Economies 2002-2003", “Internet Ilsfraicture Development in Transition Economies”
(2000).

The UNECE organized two regional forums of womettepreneurs in 2001 and 2003, at which the main
focus was on the role of ICT in ensuring the degelent and survival of women-led and women-owned
enterprises. In 2002, the UNECE held its First Begi Forum on Youth: “Security, Opportunity and
Prosperity”, at which various remedial options tombat youth unemployment and poverty were
considered, including youth entrepreneurship antl Edllowing this event, the Government of Ukraine
in cooperation with the UNECE, CIS Executive Contedtand other United Nations agencies organized
the CIS Youth Forum “Youth of the 21st Century: Ress and Perspectives” held in Kiev in September
2003. The CIS Youth Forum devoted much attentioteteeloping youth entrepreneurship in the ICT area
as well as to such issues as: youth e-educatiarnhyeleworking and venture enterprisifig.

1.3.8 Facilitating regional cooperation and integrdon with special reference to
Central Asia

Within the framework of SPECA which is jointly supported by the UNECE and ESGAPProject
Working Group (PWG) — the Project Working Group I@T for Development was established in 2004
with the aim to facilitate cooperation in implemiagtthe initiatives related to knowledge-based econ
development. During the period of 2004 to 2007, PM&G on ICT for Development served as a forum
for discussion and knowledge sharing among ICTcgoliakers of SPECA member countries.

For example, the PWG facilitated organization gfioaal capacity-building activities under the teickah
cooperation project on “Capacity-building for ICTolRymaking”, financed by the United Nations
Development Account. In cooperation with the Minigtf Transport and Communications of Kyrgyzstan,
the two United Nations regional commissions orgaghithe Regional Seminar on Capacity-building for
ICT Policymaking in Central Asia in Bishkek from 14 14 July 2006. The seminar supported Central
Asian countries in building the capacity in theaaoé legal aspects of ICT policymaking, developmznt
ICT policy and strategy integrating ICT into natiddevelopment programmes.

The PWG also facilitated national capacity-buildadgivities in the area of ICT policy formulationdion
legal issues on ICT policy development These lageNational Seminar on Capacity Building for ICT
Policymaking held in Baku from 27 to 28 November020in cooperation with the Ministry of

2 All the reports were prepared by national expanis published by UNECE (see: http://www.unece.ary/gat/topics/ict.htm:;
http://www.unece.org/operact/enterp/assesrepor}.htm

24 The contribution of participants and UNECE te thork of forums were published by UNECEouth in the UNECE Region:
Realities, Challenges and Opportunitigsnited Nations publication, Sales No. E/R.03.4.E Youth of the XXI Century:
Realities and Perspectivédnited Nations publication, Sales No. E/R.04.[L&); Women’s Entrepreneurship in Eastern Europe
and CIS Countrie§United Nations publication, Sales No. E.03.Il.LEBNECE. Access to Financing and ICT for Women-
Entrepreneurs in the UNECE Region. Challenges aodd3racticegUnited Nations publication, Sales No. E.04.11.B.11

% SPECA member countries are: Afghanistan, Azesibaikazakhstan, Kyrgyzstan, Tajikistan, Turkmemistad Uzbekistan as
of 2008.
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Communication and Information Technologies of tlep&blic of Azerbaijan; and the National Capacity-
building Seminar on Information and Communicatioacinology Policy and Legal Issues held in
Dushanbe from 30 to 31 October 2007 in cooperatitim the Ministry of Transport and Communications
and the Ministry of Economy and Trade of Tajikistan

With reference to the issues on Broadband and I€Veldpment, the UNESCAP and UNECE organized
the Regional Workshop on Broadband and ICT Devetynfor Improved Communication in Central
Asia in Tashkent from 21 to 22 June 2007 jointifhathe Communication and Information Agency of
Uzbekistan, ESCAP, Asia-Pacific Telecommunity, thdted Nations Development Programme and the
Information Technology Association of Uzbekistan. contributed to an increased awareness and
knowledge on broadband and ICT development issoem@ policymakers of Central Asia, served as a
multi-stakeholder discussion forum on the issuabadopted Tashkent Statement on Broadband and ICT
Development for Improved Communication in CentralgA

At the request of the PWG on ICT for DevelopmemiBECE produced a publication on Information and
Communication Technology Policy and Legal IssuesGentral Asia — Guide for ICT Policymakers in
October 2007. The Guide examines legal issuetetkta the sound development of eCommerce on five
distinct areas such as legal infrastructure, legatainty, legal security, legal protection andaleg
deterrence. The Russian version of the publicatitirbe published in the first half of 2008. It walso be
used in the future UNECE capacity-building actestiin the SPECA member countries such as in
Uzbekistan and Azerbaijan envisaged through 2008.

With reference to the issue of the ICT access, UBPp@pared an assessment review of the ICT access
points in selected countries in Eastern EuropeGemntral Asia. The review analyses the current statu

the community ICT access points and identifies gpoactices. The review will be used in future
capacity-building activities to be organized in SIRECA member countries in 2008-2009.

It has been decided that the SPECA PWG on ICT fardlbpment will be transformed into a new Project
Working Group on Knowledge-based Development (PWGK&D) in 2008. This transformation will
enable UNECE and ESCAP to work wider range of isseéated to the knowledge-based development
for the SPECA member countries. The ICT relatedk&owhich have been covered by the PWG on ICT
for Development, such as the capacity-building vétets on ICT policymaking and the field
implementation of the UN Development Account prbjen knowledge-networks through ICT access
points for disadvantaged communities in CentrabAsiill continue to be carried out under the new®W
on KBD.
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Table 3. ICT opportunity index, regional ranking in UNECE member States, 2001 and 2005

2001 ICT 2005 ICT Changein | 5441 ynECE | 2001 UNECE
Country Opportunity Opportunity Index score Reqi :
. egional rank | Regional rank
Index Index (% -points)
Top Performers
Sweden 263.16 377.69 +43 1 1(0)
Denmark 253.95 360.79 +42 2 4 (-2)
Canada 252.19 337.16 +34 3 9 (-6)
Switzerland 246.82 353.60 +43 4 5(-1)
Netherlands 237.07 362.82 +53 5 3(+2)
Austria 230.02 305.60 +33 6 12 (-6)
Belgium 228.68 324.21 +42 7 10 (-3)
Iceland 226.11 340.57 +51 8 7 (+1)
United States 224.63 323.85 +44 9 11 (-2)
Norway 223.07 338.53 +52 10 8 (+2)
Germany 211.61 303.42 +43 11 13 (-2)
Luxembourg 209.43 371.10 +77 12 2 (+10)
United Kingdom 208.74 346.37 +67 13 6 (+7)
Upper Performers
Finland 204.36 293,51 +44 14 15 (-1)
France 190.44 278.34 +46 15 17 (-2)
Ireland 180.71 286.32 +58 16 16 (0)
ltaly 163.60 255.68 +56 17 19 (-2)
Spain 161.65 249.29 +54 18 20 (-2)
Malta 160.31 212.27 +32 19 24 (-5)
Israel 158.92 296.71 +87 20 14 (+6)
Cyprus 155.43 221.95 +43 21 22 (-1)
Slovenia 154.69 246.13 +59 22 21 (+1)
Estonia 151.51 269.81 +78 23 18 (+5)
Portugal 147.39 209.57 +42 24 25 (-1)
Regional average 136.53 208.51 +53
World average 100.00 147.56 +47
Upper Average Performers
Czech Republic 135.19 202.72 +50 25 26 (-1)
Slovakia 123.14 188.92 +53 26 29 (-3)
Greece 122.29 162.34 +33 27 32 (-5)
Hungary 120.89 192.41 +59 28 28 (0)
Croatia 118.20 176.41 +49 29 30 (-1)
Latvia 109.98 218.77 +99 30 23 (+7)
Poland 105.16 166.36 +58 31 31 (0)
Medium Average Performers
Lithuania 103.29 201.63 +95 32 27 (+5)
Bulgaria 94.89 123.46 +30 33 36 (-3)
Turkey 86.35 128.53 +49 34 35 (-1)
Serbia and Montenegro 81.46 111.23 +36 35 40 (-5)
Romania 80.74 150.45 +86 36 33 (+3)
Russian Federation 80.14 137.27 +71 37 34 (+3)
The former Yugoslav 79.05 120.36 +52 38 37 (+1)
Republic of Macedonia
Bosnia 71.92 113.44 +58 39 39 (0)
Belarus 68.30 120.09 +76 40 38 (+2)
Ukraine 64.82 102.26 +58 41 41 (0)
Georgia 62.43 90.28 +44 42 43 (-1)
Moldova 59.59 102.19 +71 43 42 (+1)
Kazakhstan 55.86 85.32 +53 44 45 (-1)
Armenia 51.57 87.30 +69 45 44 (+1)
Albania 50.32 79.25 +57 46 47 (-1)
Azerbaijan 49.90 83.90 +57 47 46 (+1)
Kyrgyzstan 47.83 67.72 +42 48 48 (0)
Low Average Performers
Uzbekistan 38.27 58.54 +53 49 49 (0)
Turkmenistan 33.85 53.29 +57 50 50 (0)
Tajikistan 23.54 45.20 +92 51 51 (0)

Source ITU/UNCTAD. 2007 World Information Society Report: Beyond WS&Iéheva, June 2007.
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Table 4. Composition of the 2005 ICT Ol: infodensy (networks and skills) and infouse

(uptake and intensity)

Country Networks Skills Infodensity Uptake | Intensity Infouse
Index Index Index Index Index Index
Top Performers
Sweden 605.1 153.8 305.1 464.5 470.59 467.56
Denmark 616.5 145.8 299.8 390.2 483.22 434.22
Canada 398.5 136.0 232.8 422.1 565.06 488.36
Switzerland 548.7 110.3 246.0 417.8 618.51 508.32
Netherlands 555.6 141.6 280.5 472.6 466.09 469.35
Austria 449.1 131.8 243.3 365.1 403.75 383.94
Belgium 498.0 153.3 276.3 304.5 475.09 380.37
Iceland 486.2 141.4 262.2 411.5 474.50 442.36
United States 346.7 143.3 222.8 443.6 499.37 470.64
Norway 492.8 147.4 269.5 387.7 466.27 425.20
Germany 496.0 131.2 255.0 355.9 366.09 360.97
Luxembourg 675.5 112.0 275.1 412.6 607.37 500.61
United Kingdom 590.4 156.9 304.4 391.1 397.26 394.17
Upper Performers
Finland 371.3 154.0 239.1 347.9 373.18 360.33
France 354.4 137.3 220.6 341.4 361.42 351.26
Ireland 440.4 137.5 246.1 308.8 359.46 333.15
ltaly 332.4 135.0 211.8 305.7 311.60 308.63
Spain 331.9 142.3 217.3 255.2 320.37 385.92
Malta 298.3 1111 182.0 202.0 303.39 247.55
Israel 335.4 133.7 211.7 358.2 482.61 415.77
Cyprus 233.6 121.3 168.3 279.1 307.04 292.72
Slovenia 261.8 146.0 195.5 332.2 289.02 309.86
Estonia 229.6 137.2 215.9 346.2 328.50 337.24
Portugal 253.4 134.8 184.9 184.3 306.29 237.57
Regional average 277.0 130.3 182.0 235.3 258.9 246.9
World average 164.4 102.6 129.9 147.5 190.60 167.66
Upper Average Performers
Czech Republic 295.8 125.0 192.3 231.5 197.35 213.74
Slovakia 249.2 122.4 174.7 274.6 152.06 204.36
Greece 252.2 139.2 187.4 140.2 141.11 140.65
Hungary 232.6 133.7 176.3 192.4 229.06 209.96
Croatia 241.5 121.3 171.2 217.8 151.75 181.79
Latvia 228.7 138.5 178.0 262.1 275.85 268.90
Poland 190.7 137.5 162.0 211.6 137.94 170.86
Medium Average Performers

Lithuania 245.9 140.3 185.7 219.2 218.66 218.90
Bulgaria 185.5 127.8 154.0 128.7 76.15 99.01
Turkey 158.6 116.0 135.6 109.6 135.32 121.80
Serbia and 165.1 121.3 141.5 95.9 79.75 87.43
Montenegro
Romania 158.3 120.8 138.2 165.1 162.38 163.72
Russian Federation 161.9 139.2 150.1 144.7 108.89 125.53
Bosnia 118.3 121.3 119.8 117.9 97.96 107.46
The former 137.6 115.3 126.0 140.6 94.10 115.01
Yugoslav Republic
of Macedonia
Belarus 133.5 134.4 134.0 148.9 77.82 107.65
Ukraine 118.0 135.3 126.4 85.4 80.14 82.75
Georgia 93.3 121.3 106.4 75.4 77.84 76.63
Moldova 101.2 111.2 106.1 114.2 84.82 98.44
Kazakhstan 98.9 131.5 114.1 55.1 73.90 63.81
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Country Networks Skills Infodensity Uptake | Intensity Infouse
Index Index Index Index Index Index
Armenia 69.6 118.0 90.7 92.8 76.17 84.07
Albania 91.8 109.9 100.0 53.9 73.29 62.83
Azerbaijan 83.0 108.5 94.9 74.9 73.42 74.16
Kyrgyzstan 51.6 122.5 79.5 43.9 75.72 57.68
Low Average Performers

Uzbekistan 30.4 113.6 58.8 46.8 72.56 58.27
Turkmenistan 25.0 113.6 53.3 39.2 72.35 53.28
Tajikistan 29.6 109.7 57.0 18.1 71.1 35.86

Source ITU/UNCTAD. 2007 World Information Society Report: Beyond 8YSkneva, June 2007

Table 5. Internet access by households, individuaéad enterprises:
the digital divide within the EU Member States, 200

(percentage)
Proportion with Proportion with Internet Use by Individuals
Internet Access Broadband Connection (at least once a week)
Households | Enterprises| Households | Enterprises|  Total | Men/Women
Sweden 77 96 51 89 80 84/76
Denmark 79 98 63 83 78 80/76
Netherlands 80 97 66 82 76 82/71
Austria 52 98 33 69 55 61/49
Belgium 54 95 48 84 58 62/54
Iceland 83 99 72 95 84 86/82
Norway 69 94 57 86 77 80/73
Germany 67 95 63 83 59 65/54
Luxembourg 70 93 44 76 65 76/55
United Kingdom 63 92 44 77 57 63/51
Finland 65 99 53 89 71 72/70
France 41 94 30 86 39 42/37
Ireland 50 94 13 61 44 45/42
Italy 40 93 16 70 31 36/28
Spain 39 93 29 87 39 44/35
Cyprus 37 86 12 55 29 32/27
Slovenia 54 96 34 75 47 51/42
Estonia 46 37 56 57/56
Portugal 35 24 31 35/28
Slovakia 27 93 11 61 43 47/39
Greece 23 4 23 27/18
Hungary 32 . 22 . 42 43/40
Latvia 42 80 23 59 46 47/45
Poland 36 89 22 46 34 36/32
Lithuania 35 88 19 57 38 38/37
EU25* 52 94 32 75 47 51/43

Note: *EU 25 excludes member States for which data not available.
Source EUROSTAT Press release, Internet Usage in th 110 November 2006, STAT/06/146.
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Table 6. Internet access by individuals (by age):
the digital divide within the EU Member States, 200

(percentage)

Internet Use by Individuals
(at least once a week)

16-24 25-54 55-74
years old years old years old

Sweden 94 89 56
Denmark 94 86 56
Netherlands 96 89 46
Austria 80 63 24
Belgium 82 67 27
Iceland 96 90 59
Norway 97 84 48
Germany 83 69 30
Luxembourg 89 71 37
United Kingdom 72 66 33
Finland 94 82 38
France 71 47
Ireland 59 48 17
Italy 55 37 9
Spain 70 45 10
Cyprus 55 31 7
Slovenia 81 54 12
Estonia 90 64
Portugal 68 34 6
Slovakia 81 54 12
Greece 47 27 4
Hungary 74 47 14
Latvia 86 50 12
Poland 71 35 7
Lithuania 77 39 7
EU 25* 73 53 20

Note:*EU 25 excludes member States for which data waavwtable.
Source:EUROSTAT Press release, Internet Usage in the EU@8lovember 2006,
STAT/06/146.
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Table 7. National versus rural coverage and penedtion:
broadband in the EU Member States, 2003-2005

-I(-:c())t\irgs[e_ DSL coverage Tl
Country (% of tc?tal in rural area% FETEIE DEL penetratiqn
. (as % of (as % of population)
population) (as % of total) lation)
25-54 years old popuia

2003 | 2005 | 2003| 2005 2003 | 2005 2003 | 2005

Sweden 95.0 93.5 66.0 10.2 24.5* 5.9 16.0*
Denmark 95.0 100.0 100 11.2 29.4* 7.8 18.1*
Netherlands 94.0 99.0 99.0 10.7 29.8* 5.2 18.3*
Austria 86.2 86.0 67.0 6.9 15.8* 3.0 9.5*
Belgium 100.0 100.0 100.0 11.0 21.8* 6.6 13.6*
Czech Republic 75.0 1.7% 9.6* 0.6** 4.3*
Germany 86.1 92.0 55.0 5.2 16.4* 5.1 15.7*
Luxembourg 100.0 100.0 100.0 2.8 19.7* 24 17.9*
United Kingdom 85.0 99.5 94.9 4.4 20.4* 2.3 15.5*
Finland 87.6 90.4 78.0 6.4 26.0* 5.2 21.1*
France 79.3 96.4 87.9 4.9 19.0* 4.3 17.9*
Ireland 82.3 56.5 0.5 10.3* 0.3 7.6*
Italy 82.0 87.0 44.6 3.2 13.6* 2.8 13.1*
Malta 95.0 99.0 0.0 | 3.8+ 13.2* 3.2%* 8.1*
Spain 85.0 89.0 82.0 4.6 13.9* 34 11.0*
Cyprus 69.7 0.0 | 0.9+ 7.4* 0.9** 7.3*
Slovenia 55.0 27.0 | 5.3+ 12.6* 3.2%* 8.6*
Estonia 90.0 8.6** 17.2* 4.2** 8.4*
Portugal 84.0 92.6 79.0 4.1 13.5* 14 8.4*
Slovakia 18.3 60.7 25.0 | 0.6** 4.4* 0.5 2.9*
Greece 2.0 12.0 0.0 0.0 3.3* 0.0 3.3*
Hungary 58.0 85.0 76.0 | 2.9** 8.6* 1.9%* 5.3**
Latvia 85.0 2.4** 9.3* 1.4** 4.0**
Poland 55.2** 62.3 51.9 | 0.6** 4.5* 0.3** 3.4*
Lithuania 82.2 54.6 | 3.1** 9.3* 1.2%* 4.6*
EU25 87.4 65.9 15.7 12.8

Note:*2006, **2004

Source Commission of the European Communiti@®.10 — Annual Information Society Report 2003l. 3,
Brussels, 30.3.2007, SEC (2007) 395.
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Table 8. E-readiness regional index in the Russidrederation, 2005

| Rating | Region | Index score |
1 Moscow 5.65
2 Saint Petersburg 4.86
3 Khanty-Mansi Autonomous Okrug 441
4 Yamal-Nenets Autonomous Okrug 4.27
5 Tomskaya oblast 4.06
6 Samarskaya oblast 3.80
7 Murmanskaya oblast 3.75
8 Chukchi Autonomous Okrug 3.63
9 Nenets Autonomous Okrug 3.62
10 Republic of Karelia 3.58
11 Tyumenskaya oblast 3.55
12 Taimyr Autonomous Okrug 3.51
13 Khabarovskiy kray 3.45
14 Moscovskaya oblast 3.43
15 Yaroslavskaya oblast 3.39
16 Irkutskaya oblast 3.38
17 Primorskiy kray 3.35
18 Novosibirskaya oblast 3.33
19 Kamchatskaya oblast 3.32
20 Permskaya oblast 3.32
21 Sakhalinskaya oblast 3.30
22 Arkhangel'skaya oblast 3.29
23 Magadanskaya oblast 3.28
24 Sverdlovskaya oblast 3.27
25 Kaluzhskaya oblast 3.26
26 Republic of Sakha 3.25
27 Kaliningradskaya oblast 3.18
28 Novgorodskaya oblast 3.15
29 Nizhegorodskaya oblast 3.12
30 Chelyabinskaya oblast 3.11
31 Republic of Komi 3.10
32 Vologodskaya oblast 3.08
33 Omskaya oblast 3.07
34 Rostovskaya oblast 3.03
35 Republic of Tatarstan 3.02
36 Voronezhskaya oblast 3.01
37 Leningradskaya oblast 3.01
38 Kemerovskaya oblast 3.01
39 Krasnodarskiy kray 2.97
40 Krasnoyarskiy kray 2.96
41 Saratovskaya oblast 2.95
42 Evenk Autonomous Okrug 2.94
43 Republic of Udmurtiay 2.93
44 Vladimirskaya oblast 2.93
45 Chuvash Republic 291
46 Republic of Khakassia 2.89
a7 Astrahanskaya oblast 2.89
48 Volgogradskaya oblast 2.89
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Rating Region Index score
49 Republic of Mari El 2.86
50 Pskovskaya oblast 2.84
51 Republic of Bashkorstan 2.82
52 Tulskaya oblast 2.82
53 Stavropol'skiy kray 2.81
54 Republic of Adygeia 2.81
55 Orenburgskaya oblast 2.80
56 Altayskiy kray 2.80
57 Ryazanskaya oblast 2.79
58 Belgorodskaya oblast 2.78
59 Republic of Mordovia 2.77
60 Lipetskaya oblast 2.76
61 Koryakskiy Autonomous Okrug 2.68
62 Orlovskaya oblast 2.64
63 Penzenskaya oblast 2.64
64 Ulyanovskaya oblast 2.63
65 Amurskaya oblast 2.60
66 Smolenskaya oblast 2.60
67 lvanovskaya oblast 2.58
68 Republic of Buriatia 2.57
69 Kurganskaya oblast 2.57
70 Jewish Autonomous Okrug 2.56
71 Tverskaya oblast 2.56
72 Republic of Altai 2.56
73 Kostromskaya oblast 2.54
74 Tambovskaya oblast 2.47
75 Bryanskaya oblast 2.46
76 Kirovskaya oblast 2.45
77 Republic of North Ossetia 2.40
78 Chitinskaya oblast 2.36
79 Aga-Buriat Autonomous Okrug 2.32
80 Kabardino-Balkarian Republic 2.29
81 Republic of Kalmykia 2.27
82 Kurskaya oblast 2.27
83 Republic of Karachai-Cherkess 2.26
84 Komi-Permiak Autonomous Okrug 2.20
85 Republic of Daghestan 2.13
86 Ust'-Orda Buriat Autonomous Okrug 2.10
87 Republic of Tuva 2.08
88 Ingush Republic 1.96

Regional average 2.98

Source The Russian Institute of the Information Societi://www.iis.ru).



Chapter 2
INTERNET DEVELOPMENT: CURRENT STATE OF
CRITICAL INTERNET RESOURCES IN THE UNECE REGION

Countries of the UNECE region are among the foneeos and today’s leaders in the level of Internet
development in terms of both innovation and petieina This success is attributable to several facto
including:

« High density of and constant modernization of I@ffastructure;
« On-going liberalization of ICT markets;

« Accumulation of significant capital stocks, bothg#éle and intangible, including highly
developed human resources;

« High adaptability and flexibility of institutions;
- Efficient corporate sector;
« Political commitment to and public support of thaeavation process.

The region, however, is not free of socio-econodmsparities, which have affected the pace and patk
Internet penetration across the UNECE region. A #ame time, strong political commitments to
modernization, especially in the former socialistintries, and stakeholders’ cooperation at all¢kels,
national, subregional and regional, have been ibuting to narrowing these disparities.

2.1. ICT infrastructure

In comparison with the other world regions, the UWNEregion is more advanced in terms of ICT density
and penetration although actual rates vary grefatlyn subregion to subregion and from country to
country. The ICT infrastructure in the Western ¢pgan subregion, for example, is highly developed,
with fixed line teledensity above 50 per cent orrage. Mobile penetration rates are also very high
several countries achieving the penetration rage @00 per cent. The situation in the Eastern agmtr@l
Europe is more diverse with some countries rapadching up with the leading Western European
countries while others lagging behind. UnevenndskCd development across the CIS is even greater,
mirroring disparities in distribution of ICT infrasicture, capacities and capabilities inheritedrfrthe
Soviet past.

2.1.1 Main (fixed) telephone lines

Despite the continuous introduction of new techg@s, fixed lines remain an important means of
accessing Internet in the region, although thengn has been somewhat stagnant over the pastelgcad
most countries of the region. The total numbeleofestrial telephone lines has not increased $ogmifly
since the mid 1990s. Actually, since 2001 the ghoaftmain lines has been negative in several camtr
However, in the CIS and some Balkan states, thex® an impressive upsurge in main telephone line
deployment, resulting in a teledensity increasgu@ 14). Albania, for example, augmented its main
telephone lines by 8 times the level of 1995 antsequently, teledensity — by 11 times. In the niigjo
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of the countries presented in figure 14 table #ledensity remained either at the same level on eve
declined.

Figure 14. Main telephone lines availability in UNECE economies in transition
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In a number of countries of the region, stagnatiothe main line segment of the communication secto
was partly due to saturation. In Western Europsaumtries, for example, the overall fixed penetrati
rate reached over 50 per cent with most houselwlasng a telephone line (over 90 per cent in Feanc
Netherlands, Spain, Belgium, Finland and Unitedggiom, for example}® Fierce competition from
mobile telephony and alternative (cable) providees another factor behind a growth contractiorhi t
main line segment.

A rapid proliferation of affordable mobile telephocausing a fixed to mobile substitution (FMS) iamg
countries of the region has been among the faaonstraining further expansion of the main line
infrastructure. This phenomenon was especiallyceatile in Eastern and Central Europe and in some
countries of the CIS, where, on the one hand, tloetage of funding undermined the ability of nadibn
telecoms to extend their traditional services ® ¢huntry regions with a low telephony penetratim,

on the other hand, the aging and a relatively laality of the fixed line infrastructure preventdtein
from producing and diversifying their services thaiuld meet consumers’ expectations. Gradual
liberalization of the ICT sector and privatizatiofhnational telecoms in the new EU Member Statss, a
well as in those in line for an EU membership andame of the CIS member-sates, led to settinghup a
institutional framework conducive to competitiondamence, to the emergence of alternative (to fixed
line) providers, but also of new telecommunicatoempanies. The process of liberalization, howelvas,
been patchy across the region with some counttilsretaining Government control over national
telecoms. In these countries, state-owned anddmtralled fixed line incumbents with significant rkat
power have resisted new and/or alternative incutsbeentry to the market, e.g.in Belarus and
Azerbaijan. According to EU data, in October 2085¢combined fixed line market share of only one
operator was 90 per cent in each of the five newMgdnber States (Cyprus, Latvia, Lithuania, Slovakia
and Slovenia). In each of three countries (CzeguBlc, Estonia and Poland), three operators cagtur
more than 90 per cent of the fixed line markeeimts of revenues.

% |TU database.
27 EU database.
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Responding to competition pressure, fixed line afmes particularly in Central and Eastern European
countries have embarked on modernization in anmatté¢o improve the quality and the bundle mix of
communication services. A strategy adopted by mb#ie telecoms in the subregion has been as fellow
(a) upgrading and extending basic infrastructul®; iGtroduction of new technologies, which could
improve the quality, volume and diversity of sees¢c such as broadband, wireless and digitization; (
integrating various services; and (d) widening comar choice by offering a variety of packages of
services. These efforts have been translated imwigg digitization of the fixed line infrastruceyr as
well as wireless and broadband connectivity. Coneetly, there was an increase in the Digital Subscr
Line (DSL) coverage throughout the region (figui®sand 16). By the end of 2006 in 15 of the 27 EU
Member States including Estonia, the DSL coverage reached above 90 per cent. This also allowed
telecoms in many Central and Eastern European gesr#nd in the CIS to provide a relatively low4cos
but significantly enhanced access to Internet.

In some of the CIS Member States with comparatiVely teledensity and significant rural-urban and
geographical divides, telecoms have undertakerrteffo upgrade and extend their basic infrastrastur
by deploying fibre-optic lines and New GeneratioetWorks. For instance, Kazakhtelecom, a key fixed
line incumbent of Kazakhstan, has been constamtiygraving its capacity. It recently completed the
construction of the main ring of the National Infation Super Highway (NISH) by launching the North
segment of the network, which connected Petropatdokostanai and Aktobe. The NISH now consists of
over 11,000 km of fibre-optic lines that link upyrenal (oblast) centers, Almaty and Astana (inltata
large cities) and 116 smaller cities and toWwh®ver the period 2000-2005, Moldtelecom (Moldokia)
been focused mainly on extending the digitizatidrit® telephony networks. As a result, the overall
capacity of installed digital lines reached 67 pent by 2006. The company also devoted significant
resources to construction of a state of the amefdptic network that connects all urban centres in
Moldova?®

Telecoms in many EU countries are now moving beywoite and data and entering the world of
interactive video and digital TV (box 2). At presetey are investing in Asymmetric Digital Subbexi
Lines (ADSL), a technology which is viewed as a neeaf reducing fixed to mobile substitution andaas
channel through which future converged servicesbmapr already are being offered. As a result, ADSL
networks have been steadily growing throughouttN&CE region.

Box 2. Telecoms throughout the UNECE region are eating a new world —
the world of interactive video and digital TV

The reason why European Telecoms should want soo@thing ‘different’ is crystal clear. Like man
other national telecoms around the world, thetlitianal voice service is in decline. A solutianthis

problem appears to be found in the so-called tppdg package - an IP platform capable of delivgrin
high-speed internet access, voice and a range diaBéd services to broadband customers (IPTV).

In Europe, telecoms who have publicly announcedstiof IPTV services include Swisscom, Telekpm
Austria and Telecom ltalia (France Telecom alreaffgrs a video-on-demand service, while Iceland
Telecom launched a commercial IPTV service lateylaar).

% political Intelligence. Final Report: Monitoring #tussia and Ukraine (priority 1) and Armenia, Azgjn,

Belarus, Georgia, Kazakhstan and Moldova (prid2ty Telecommunication and the Information Sociétyndon-
Brussels-Madrid, 2006, p. 17.
29 See http://www.moldtelecom.md/about/repportstieni.
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Faced with mature cable and satellite competitiotihé TV space, telecoms are going to find it liard

develop and market unique selling points (USPsjHeir own triple-play offering.

Swisscom, which conducted a trial of the Microsbft platform from November 2004 to Febru
2005, appears to have more straightforward IPTV itioms--at least in the short term. "Our m
concern is that the picture and sound quality is@&t as good as what the cable operators camptd
says Felix Graf, triple-play manager at Swisscolvitliout that, we can't compete. Network-ba
applications and functions, such as e-mail anec#l on the TV, are not priorities right now fcs.U

Source: Horizon House Publications.
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2.1.2 Mobile networks

The UNECE region is also among the world leadetgiims of mobile penetration (table 21 and table 9)
In many countries, the penetration rate has reabead 100 per 100 inhabitants. As it is seen ftabie

9, in 20 of the 40 countries more than 80 per oérgopulation own one or more mobile contracts. In
Portugal and Italy — 90 percent of population owmabile contract. However, in Uzbekistan, Kazakhsta
and Moldova, this indicator is significantly loweith, respectively, only 13 per cent, 16 per camd 49
per cent of the population owning a mobile contract

The mobile network is rather extensive in many ¢oes of the region, thus allowing for a further
proliferation of mobile telephony particularly indse countries where the penetration has not gehesl

its limit (table 22). At the same time, the molidéephony market appears to have crossed over raisd/o
approaching a theoretical saturation point in mmmintries of the region. In 14 of the 49 countries
presented in table 21, the penetration rate waaldave 100 per cent in 2005. The mobile network has
overtaken fixed lines in a number of the regiordsrries, including the Russian Federation, Kaziakhs
and Azerbaijan.

Table 9. Percentage of population who owns one arore mobile contracts

Country Penet(r;: |)on rate Date compiled

1 Albania 39 2005
2 Andorra 85 2005
3 Austria 86 2005
4 Belarus 82 2005
5 Belgium 86 2005
6 Bosnia and Herzegovina 32 2005
7 Bulgaria 70 2005
8 Croatia 62 2005
9 Czech Republic 87 2005
10 Denmark 76 2005
11 Estonia 83 2005
12 Finland 85 2005
13 France 82 2006
14 Germany 88 2006
15 Greece 80 2005
16 Hungary 78 2005
17 Iceland 78 2005
18 Ireland 77 2005
19 Italy 91 2006
20 Kazakhstan 16 2005
21 Latvia 67 2005
22 Lithuania 82 2005
23 Luxembourg 86 2005
24 Malta 71 2005
25 Moldova 19 2005
26 Netherlands 89 2006
27 Norway 84 2005
28 Poland 62 2005
29 Portugal 90 2006
30 Romania 69 2006
31 Russia 78 2006
32 Slovak Republic 67 2006
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Country Penet(r(;: |)on rate Date compiled
33 Slovenia 83 2006
34 Spain 86 2006
35 Sweden 85 2005
36 Switzerland 78 2005
37 Turkey 62 2006
38 Ukraine 67 2006
39 United Kingdom 85 2006
40 Uzbekistan 13 2005

Source: Worldwide Mobile Penetration Rates, Wireless Wdttdum 2006. (See
www.w2forum.com/i/Reports).

The mobile telephony market differs from that ok tfixed line market. Firstly, the intensity of
competition is much higher. Secondly, the total hemof mobile operators is significantly larger.
Thirdly, it is less strained by regulation. Suchrked conditions have been conducive to innovation i
pricing, product and services. In order to staythe market, mobile providers have been forced to
constantly search for new business and technolotytiens. Apart from mobile voice services they are
now focusing on data transmission, particularlynoobile Internet, and various media, such as: audio,
video, mobile TV, games, among others. SMS/MMS (vhddia messaging services) messaging still
accounts for the largest share of mobile data mes®ndue to several advantages (affordability,
accessibility, practicality and easy access). Wit introduction of new technologies/applicationsv{
platforms, mobile Public Key Infrastructure (PKipobile digital broadcasting (DVB-H), third geneuati
handsets and etc.), mobile network virtual opesatmave been slowly gaining a market share in the
Internet services provision.

Despite some concerns associated with the satarafiche mobile telephony market, it is precisely
mobility and portability that makes this mode ofeirtonnection so attractive and effective, esplgcial
such areas as: e-Government, e-services (e-heailucation, e-advertising and e-commerce) and e-
business. It is not surprising that such impresgiosvth of the mobile segment raised the idea dhatof

the possible dimensions of the Information Sociagy be a mobility dimension. According to ITU, the
combination of mobile with Internet and IP-basecht®logies and the integration of fixed and mobile
technologies open a host of possibilities for irattxe applications and new modes of interaction:

*  Wireless applications of pervasive or ubiquitoushtelogies conjure up images of intelligent
homes and always-on human monitoring;

* Location-based technologies can help police antViohaals protect themselves and their family
members from various forms of crime. Combined witlstomized advertising, such technologies
can benefit retailers wishing to promote their predd to potential buyers passing by ;

« MMS and streaming mobile video are opening up mpegson-to-person services and
customized entertainméft

Therefore, these new technologies, enabling theilityobf individuals, businesses and civil workers

everywhere and anytime, will unavoidably impacttbe shape and direction of the future information
society.

%0 ITU. Shaping the Future Mobile Information SdgieThe Case of the United Kingdom and Norway, Eaby 2004.
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Box 3. In Moldova, users are turning to WAP and mobe Internet access

In the first quarter of 2006 the number of mobdephony users in Moldova grew by 44.5 thousandjand
is now one million 134 thousand. As a result, thebile penetration rate per 100 residents incretséed
33.5 per cent, as shown in a Report of the Natidtedulatory Agency in Telecommunications gnd
Informatics on the evolution of this market segment

In the same period JSC VOXTEL connected 30.5 thulissubscribers to its network, while J$C
MOLDCELL - 10 thousand. According to the numbesobscribers, the market share of VOXTEL was
60.82 per cent, and MOLDCELL — 39.18 per cent. Adoq to the statistical reports submitted to the
Agency by the two mobile operators, at the begigrhApril 2006 the number of subscribers to WAP
(Wireless Access Protocol) access services and lenatoicess to the INTERNET reached 22p.5
thousand, of which 154.2 thousand are VOXTEL subscs and 68.3 thousand - MOLDCELL.

The Agency experts consider that this evolutionfioms the fact that mobile telephony operatprs
realize the advantages of the services mentionedeatnd use them more and more often to accesgs the
INTERNET over a mobile phone. The multiplicationtive number of mobile offerings, they expect| in
particular WAP access and mobile access to the RNET will become the main development tremds
on this market in 2006.

WAP access service offers the possibility to acéhesSINTERNET by means of a mobile phone|on
basis of GPRS and EDGE technologies. The servicenabile access to the INTERNET alloyws
accessing the INTERNET by means of a mobile phanitaacomputer. MOLDCELL launched these
services in January, and VOXTEL in September 2005.

Source: ANRTI Press Service. 18 May 2006.

2.1.3 Cable networks

Cable networks have been an important alternativdixed lines in providing a modem access to
Internet® New technologies, such as: broadband, digital windless, have enabled cable providers to
diversify and enhance their services, includingadaansmissio: As a result, total number of cable
modem subscribers in 27 EU Member States increfieed 3.8 million to 10.2 million> The average
cable modem coverage grew from 23 per cent in 20025 per cent of inhabitants in 2005, and the
average penetration rate — from 1.2 per cent tg2r8cent, respectively. The highest cable pernetrat
rate in the EU in 2005 was in the Netherlands (9.8#owed by Denmark (8.6) and Belgium (6.8%).

In Eastern and Central Europe, Estonia (3.7% pati@trrate) and Slovenia (3.2%) were ahead oféke r
of the countries of the subregion in terms of pexiem. However, in terms of coverage, Hungary had
rate of more than 66 per cent in 2005, and Lithaiamid Estonia had respective rates of 54 per cehba
per cent (table 24). In the CIS, according to adéd information, in 2005 the cable penetratioe raas
the highest in Moldova followed by Ukraine.

At present, the cable network subsector is underpai digital revolution led by the United Kingdom,
Norway, Ireland and Sweden (table 10 and boxAdput 20 per cent of EU homes now have digital TV,

31 A cable modem is a type of modem that providegseto a data signal sent over the cable televisfoastructure. Cable
modems are primarily used to deliver broadbandeteaccess, taking advantage of unused bandwidéhaable television
network.

%2 The proliferation of cable modems, along with DBthnology, has enabled broadband Internet access.

3 IDATA. Broadband Coverage in Europe. Final Re@B06 Survey.
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including 11 per cent in Germany and 57 per cerBritain, while 24 per cent have broadband Internet
including 23 per cent in Britain and 44 per centhie Netherland¥'

In 2006, the leading cable providers in the EU wesrman companies, Kabel Deutschland and Unity
Media, with a total number of TV subscribers of mdhan 14 million. The top Internet Protocol
Television (IPTV) providers in Europe were: Frafdagécom, Telefonica, Free, Neuf Télécom, Fastweb,
Belgacom and Tiscali UK. Their combined number ®f Jubscribers was almost 2 million at the end of
2006°°

Table 10. Top 10 digital TV European countries, 206

Digital TV
. Penetration Rate

Ranking Country June 2006
(%)
1 United Kingdom 70
2 Norway 53
3 Ireland 52
4 Sweden 51
5 Finland 49
6 Italy 43
7 France 41
8 Spain 33
9 Germany 28
10 Austria 22

Source: e-Media Institute 2006 - © e-Media Research Ltd.

Box 4. European digital TV to soar

Demand for digital television in Europe will reaalrecord number of customers this year, accordirjg t
research from Strategy Analytics and its Broaddedia and Communications service.

Nearly 19 million homes will buy digital TV for thérst time this year, an increase of 20 per cent,
according to the report, "Digital TV Subscriber Metr Forecast Europe”. The most popular option|for
new subscribers is still digital terrestrial telon, with more than 10 million homes that couldaoeled
this year, the company said.

However, the newest entrant, IPTV, also is begipricnmake inroads and take a share from established
satellite TV and cable providers. The Strategy #ies report predicts 16 million homes will subger
to IPTV by 2010.

The report also predicts 75 million European honmes47 percent of the total, will have at least ¢pne
digital television service by the end of the yearthird higher than last year. By 2010, digital TV
penetration will have reached 77 percent, or 12ifomihomes, says Strategy Analytics.

The United Kingdom, with 94 percent penetrationll wémain Europe's leading digital TV market jin
2010, with Ireland, Austria and Sweden next in libégital terrestrial TV will overtake satellite o
become Europe's largest digital TV platform by 20&8/s the firm.

Source Strategy & Analytics. 16 October 2006.

34 Seehttp://technology.guardian.co.uk/.
% Source: e-Media Institute 2006.
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2.1.4 Wireless networks

Wireless networks have been proliferating at thghést speed in the UNECE region, especially in some
of the CIS countries (boxes 5 and 6) where thedfige teledensity is lower than in other subregiof
UNECE. At present, the wireless networks are nyaiepresented by: satellite telecommunications
systems, Wi-Fi and WiMAX®

Satellite communications have not been widely useBurope and the CIS to provide Internet access
services for a number of economic and technicaaes Firstly, in most European countries mainland
alternatives are cheaper and more readily avail&@#eondly, terrestrial alternatives are genenaltyre
powerful and reliable. This situation seems to levly changing driven by political commitments to
provide a high-speed access to Internet for aljeténg the households and businesses locatedriatee
and/or underdeveloped areas. In the EU, one ohthjer satellite service providers is Europe Online
(owned by Europe Online Investments S.A.), whieitsil999 is also one of the world’s first and latge
broadband Internet via satellite operators. Eut©Opéne has been using the ASTRA satellite system to
provide “Direct-to-Home” satellite television to European kelolds since the 1980s. Since 2003, Europe
Online has begun operating the Eutelsat satellisgem, which allowed for widening its geographic
cove;gge and, bringing its services to EasternSouthern Europe, Turkey, North Africa and the Maldl
East:

Box 5. Wireless broadband is the next big thing ithe Russian Federation

The IKS Consulting analytical and market researgbnay reports that the 61 per cent growth fate
achieved by the Russian wireless broadband markéhe first half of 2006 will most likely remai
constant in the second quarter of 2006.

>

The market size is estimated at $33 million, regméiag approximately a 5 per cent share of thd fota
Russian Internet market, and about an 8 per ceme sif the domestic broadband market. It is expecte
that the current growth trend will continue andtttiee market will grow to $80 million by the end [of
2006, thus accounting for a 6 per cent share oRunssian total Internet market size.

The wireless broadband networks are concentratéeirgreater regions of Moscow and St. Petershurg.
Most of the existing broadband networks (about 228)built on Radio Ethernet (IEEE 802.11), butrfn
now on, the networks will be built on WiMAX.

(@)

The number of Internet users directly connecteirtmdband networks grew by eight thousand in|the
second quarter of 2006 to reach 35,000 in total.

Source: C*News, 31 August 2006.

In 2004, Europe Online was granted the EuropeaenPfdr “Integrated High-Speed Terrestrial and
Satellite Communications Systems for Internet atite©Uses”. (The patent had first been appliedbfor

8 April 1999. The invention related to systems amethods for managing the delivery of a plurality of
types of data content to data users, and morecpkatly, to systems and methods for managing the
allocation of bandwidth resources for the transioissand delivery via a satellite telecommunications
network. The key objectives of this invention weye

36 Wi-Fi (wireless fidelity) is a technology enatilia PC, laptop and/or cell phone to access tienet, WiMAX is another
enabling technology, which could provide a highesbbroadband Internet connection to home, corparadeaoaming users over
wireless connection. Both technologies can be leddand routed with the wired or wireless LAN.

37 Seewww.europeonline.net.
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«  Provide systems and methods that take advantage dfoadband resources available in satellite
telecommunication network systems to deliver IrgefProtocol (IP) data content to data users at
rates of speed that may not be available in tiadkdi terrestrially-based Internet communication
networks;

« Provide systems and methods that are able to delime- IP data content, such as films and
video on demand as well as MPEG streams of audiep digital content;

* Provide systems and methods that take advantagkeofulticasting capabilities of satellite
communication network systems to be able to simeltasly deliver data content to a multitude
of data users with a single transmission of datdesd;

e Take further advantage of the multicasting capidsliof satellite telecommunication networks,
methods for queuing the delivery of digital datatemt to data users;

¢« Provide an integrated communications system mandgetirectional control and signaling
capability interconnecting a plurality of diverseandwidth-originating communications
networks, an integrated high-speed data contenagearand a distribution network, in order to
facilitate the delivery of a plurality of types déta®

Europe Online has become one of ldrgest Satellite Internet/Multimedia networks fire tworld. Its user
base for E-DSL Broadband Internet via satellite sexvice complete with video on demand, MP3, games,
software and films was estimated at 60,000 in Z803.

Satellite communication services in the CIS havenbgrovided by NTV+ (Russia), Armentel (Armenia),
Kazakhtelecom and Nursat (Kazakhstan), Egrisi (Giapr Lucky Link and Thuraya (Ukraine), Delta
Telecom, Aztelekom and AzEuroTel (Azerbaijan).

In Belarus, Beltelecom and Intersputnik recentlpducted negotiations on the establishment of & join
stock company which could provide modern multimesditellite communication services in the couftry.
Apart from its own satellite systems, the Intergguthas more than 150 ground base stations for-long
distance communications and more than 1500 groasd Btations in VSAT and television distribution
networks.

In Russia and Kazakhstan, whose large territorigsepa challenge in terms of teledensity, satellite
telecommunication services have been regarded asobrthe key means of meeting this challenge.
Therefore, both countries have been keen to cotgpemad advance satellite telecommunication
technologies. In 2006, Kazakhstan launched its osatellite lowering the costs of satellite

telecommunication services.

Wireless networks Wi-Fi and WiIMAX have been playiag increasingly important role in the countries
or regions experiencing a deficit of basic teriebtiCT infrastructure, and/or where economic casts
extending fixed lines are too high due to the reness or sparse population. In most instancesg\ew
they have been used to fill the connection gapgimgl local networks. In Europe, Wi-Fi services dav
been provided by the fixed line operators, altévedixed line operators and/or mobile operatoiise Top
three broadband providers in France, France Telegmw known as Orange), IPO candidate Neuf
Cegetel and lliad have started rolling out servited allow cellular phone customers to use modild
Wi-Fi networks with the same handset. Such effbase turned France into one of the world's most
advanced markets for dual-mode Wi-Fi mobile sesjioghich could profoundly change operators'
business models in the months to come.

38 Europe Online Investments, S.A., The RTL Center.
(See http://www.europeonline.com/en/company/predsases/anniversary.shtml).
39 See http://www.europeonline.com.

% Intersputnik provides services to telecommunigatiperators and corporate clients using LM-1 (L@eid), Express-A and
Express-AM (Russia) satellites. It also managesthrketing and provision of Eutelsat satellite¢cemmunication system
services (23 satellites) and Gazkom system (Jaftakatellites) services (source: www.interspitrokag.
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Box 6. Closing the territorial digital divide: Satdlite telephony in the Russian Federation

Aimed at solving the problem of digital deficiendySUE Russian Post arranges the service
satellite technologies in localities lacking a pflene communications system.

In July 2004, within the framework of pilot projed00 call offices for long-distance communicat
based on satellite terminals of the Russian opefalmbalstar - JSC “GlobalTel” - were opened atty

sing

on
0S

offices. Call offices were created in difficult-smcess localities lacking telephone communication.

Presently the telephone services are provided ie@®ns of Russia covering all the federal distritn
2005, the number of call offices exceeded 300. mhagrity of public call offices included Siberiandy|
Far East federal districts.

The success of the project proved that the serviege popular in the regions, thus by the end @62
the number of public call offices was increase8Q®0.

CJSC “GlobalTel” is an exclusive provider of theolghl mobile satellite communications syst
Globalstar in Russia. CJISC “Rostelecom” and Gldbals.P. are the founders of the company. In N
1997, Globalstar L.P. and CJSC “GlobalTel” signeddgreement providing that CISC “GlobalTel” h
exclusive rights to grant Globalstar services witthie territory of Russia. Since November 2000,
commercial exploitation of the Globalstar systemsvpait into practice in the whole territory of t
Russian Federation and a number of CIS countriesseRtly Globalstar serves over 21 thous
subscribers.

In 2004, within the framework of the “Program ore tRrovision of Telephone Communication to
Underpopulated Localities by Installing the Uniar€all Boxes in Post Office of the North-We
Federal District” approved by the Ministry of Infoation Technologies and Communications of
Russian Federation, JSC “National Call Boxes Net"up 800 universal call boxes at post officeshin
Siberian and Far-East federal districts.

In the first half of 2005, inter-regional companasISC «Sviazinvest» upgraded over 3400 call b
in the post offices of the FSUE Russian Post. JS@tibnal Coin-box Net” (NCN) was established
2000 to modernize the call box industry in Russid grant people high-quality profitable call b
services based on a single card.

To expand the range of the provided services, FRUESian Post implemented a project to crea

multi-service satellite network. Within the framekaf the project, a contract with the manufactwef
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satellite equipment Gilat Satellite Networks Ltdasvcontracted to supply and install over 500 simall

ground-based stations in the Siberian and Farfd#ral Districts.

The implementation of this communication systeml vgtovide the most advanced high-le
telecommunications, financial, banking and insuess®rvices at the remotest post offices.

Source http://www.russianpost.ru/portal/en/home/publiephony.

el

France has also become one of the least expensivespin Europe for high-speed Internet. Parisis o
the capitals with the most Wi-Fi hotspots in caf@sgports, train stations and homes. While someFVi-

hotspots are free, others charge or can only et msenembers of Wi-Fi sharing communities.

Wi-Fi hotspot approaches are to be found in martyerks and some of the more recent include a

network in Turku, Finland. Extending over a broaghtthnuum are variants on a Wi-Fi mesh mo

del.

Networks such as United Kingdom-based Telabriathese, as does BT with its 5-city trial and "The
Cloud," a city network planned for 10 cities in tbaited Kingdom (box 7). AWA of Spain also uses
mesh Wi-Fi technology. Many countries in Westernrdpe (Germany, Italy, Spain, Finland among
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others) adopted or are about to adopt the dual-rtexteology. The German Deutsche Telekom's fixed-

line unit T-Com, for example, introduced a dual-m&li-Fi mobile phone service early 2007.

Box 7. A major new initiative to bring wireless Irternet access to Britain’s city centres

The Cloud announced a major initiative to deploylegpread wireless broadband networks in
centers throughout the United Kingdom. The plarhd&ve “clouds” of wireless broadband inter

This is the first major initiative to bring covemagp multiple cities simultaneously since mobil@pa
networks were built in the early 1990s and wilballmore than four million people to connect to
Internet without wires.

The first phase was to be completed by March 28édreds of Wi-Fi hot zones were rolled out
the city centres of Edinburgh, Leeds, ManchestenniBgham, Nottingham, Oxford, Cambridg
Liverpool and the three London Boroughs of Kensingand Chelsea, Camden and Islington. M
cities will follow.

Each Wi-Fi hot zone turns broadband-speed inteantetradio signals which can then be accesse
laptops, PDAs, handheld games consoles and Wid#ed mobile phones to allow quick and e
Internet access. This means in these city centrepossible to access the Internet wherever yely
simply turning on your device and logging on. Pecgale able to send e-mails, surf the Internet,sac
work networks, play games online and make cheameloalls over Wi-Fi and more from where
they are within the city centre.

The Cloud's networks are open to any service peswieho would like to provide advanced wirele
services to their customers. In some countries eétworks have been built by a single ser
provider, who then has a monopoly on the provisidnWi-Fi. The Cloud's wholesale netwo

using BT Openzone, O2, SkypeZones and Nintendo iWite networks can also be quickly availa
to other companies such as T-Mobile, NTL/Virgin, KB/EasyNet, TalkTalk, Sony, Vonage, iPa
and other ISPs and network operators who may veanffér services to government, consumers
business customers.

The Cloud is no stranger to creating large metreFiMiones, having executed a similar programm
Canary Wharf in London to make it Europe's larg&&tFi-enabled financial area. In addition, t

numerous airports, railway stations, hotels, cofteeps, pubs and restaurants.

Source http://www.thecloud.net/.

company has Wi-Fi-enabled OIld Trafford, Royal RedtiHall and the British Library, as well as

city
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access over the United Kingdom's major centersopiifation will begin with nine city centre areas.
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approach means this will not happen. The new cityvarks will immediately be available to people
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A growing trend, according to some analysts, hanltbe promotion of Wi-Fi by non-telecom operators,
especially in Eastern and Central EurbpeThe city council of Prague, for example, offesers a 12-
hour Wi-Fi access for free through a pilot Wi-Fiwerk. As a result of efforts by various sociakats to
ensure an affordable access to Internet for as no#ligens as possible, Europe became a leader in
establishing public Wi-Fi hotspots (table 11). Aatiog to some estimates, at present there are &out

thousand hotspots throughout Eurépe.

41 Budde Paul. Europe (Eastern) Telecoms, Mobileréalband Overview and Analysis 2006-2007. (www.lsucoim.au).
42 See http://www.telecom.compulenta.ru/ and www éhéss.ru/news/.
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Table 11. Wi-Fi hotspot world leaders, the beginmg of 2006

Country

Total number of
Wi-Fi Hotspots

United States 37073
United Kingdom 12668
South Korea 9415
Germany 8614
Japan 5951

France 3886
Italy 1767

Netherlands 1703
Canada 1397
Switzerland 1295

Source JiWire, 2006.

In the CIS, wireless technologies are gaining mdoren A number of large Wi-Fi network projects are
currently under way in the Russian Federation ahdrcCIS countries. In the Russian Federation gther
are already 1000 Radio-Ethernet systems in operalore than 200 ICT providers in 126 Russian sitie
have been involved in developing wireless netwdr&sed on this technology. Three wireless networks
are already been deployed in Moscow. Large wirehets/iorks have been established in Yekaterinburg,
Surgut, Tyumen, and Krasnodar. The networks in Nibbitsk, Samara, Irkutsk, Kurgan and Rostov are
already functioning. Radio-Ethernet has been usedkraine, Belarus, Kazakhstan, Moldova, Georgia,
Armenia and Uzbekistan. In Armenia, about five pent of the connections are wireless. In Georgia, a
Wi-Fi network was established in Thilisi.

There are already 285 Wi-Fi hotspots in Moscow, tivag hotels. Another 400 hotspots will be added i
the nearest future. In Belarus, there were tenipMdi-Fi spots, mostly in Minsk, in mid-2005.

In August 2007, Golden Telecom Incorporated, tlaglileg provider of integrated telecommunications and
Internet services in the largest population ardasughout the Russian Federation and other CIS
countries, announced that it had signed an agreemoeprovide Wi-Fi equipment and services to
McDonald's company. In accordance with the agregnm@alden Telecom will provide the chain of
Russia’'s McDonald's restaurants with Golden Widiviees. The Wi-Fi Internet access will be avagabl
to all the restaurants visitors in Russia. McDolsaldw operates 175 restaurants in Moscow, the &osc
region, St. Petersburg, Nizhny Novgorod, Yarosl8amara, Kazan, Voronezh, Volgograd, Krasnodar,
Sochi, Nizhnekamsk, Almetievsk, Saratov, RostovBam, Ufa and Orenburd.

Wi-Fi technology has been challenged by WIMAX ire t6IS. This technology could be employed by
both fixed line and mobile telephony providers, Hualso can be used for setting up an independent
WIMAX network. This distinct characteristic makédgettechnology especially attractive in the coustrie
like Russia and Kazakhstan. WiMAX networks, whicte aurrently being deployed in the Russian
Federation, aim at providing broadband Internetesscrather than mobile Internet access. Summa
Telecom, the Russian company holding the sole matate license for WiMAX plans to invest almost $1
billion to develop WiIMAX networks in 330 cities ¢tussia by 2010. In 2007, the company intends to
deploy WiMAX networks in six to seven citié$.

43 See http://www.goldentelecom.com.
4 See http://www.cnews.ru, 27 July 2007.
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2.2. Connectivity

Differences in the physical Internet backbone istitacture coupled with differences in per capi@ime
between and within the UNECE Member States haven iemnslated into disparities in terms of
connection to and usage of the Internet.

Connection to the Internet in the UNECE region lh@sn provided by different platforms. Available ITU

data suggest that the most widespread type of si¢odbe Internet in the EU Member States has been
wired accesand, first of all, an Internet access via DSL Igal25 and 26). In 2005, in the 26 countries
presented in table 25, there were more than 48omilDSL and 10 million cable modem Internet

subscribers. More than 16 million in 23 EU Membtat&s were dial-up subscribers (table 26).

In the CIS, the situation has been similar to thathe EU. For example, in Moldova, dial up Intetrn
access subscribers constituted 83 per cent obtaertumber of Internet subscribers, while cabterimet
access subscribers — 5.4 per cent and DSL Intageetss subscribers - 11.1 per cent in 2005. Isi&us
the total number of dial up Internet subscribers Wwa million by 2005, cable Internet access subscsi—
1.2 million and DSL — only 0.5 milliof®. In Armenia, about 60 thousand households wereexiad to
Internet (mainly via dial-up and cable modem).

The CIS and Eastern and Central European subredjians been lagging behind the most advanced
countries of the EU in terms of Internet connectiosluding broadband, although the situation heenb
rapidly changing due to national efforts and fonedgpital penetration. In 2005, the average DSeériat
access penetration rate in Central and EasternpEanocountries was four per cent of the population,
while in the Western European countries, 12 pet wéth Iceland having almost 26 per cent penetratio
rate and Finland, 10 per cent (figuredt@l table 27).

Apart from DSL providers, other operators also $yfwoadband access to Internet, including via €abl
modem, Wi-Fi and/or WiMAX. On the whole, the totmimber of subscribers to broadband has been
growing at amazing speed, especially in Central Bastern European countries and in some of the CIS
(figure 16and table 28). In Latvia and Lithuania, for examphee total number of broadband Internet
subscribers increased, respectively, by 800 perameh 1070 per cent between 2002 and 2005. Over the
same period, in the Russian Federation, the tatalber of broadband Internet subscribers grew by 144
times, reaching the penetration rate of 3.5 per akthe total number of households in 2066.

But the broadband Internet access remains extremmedven in the Russian Federation. Access is
concentrated in large cities, mainly in Moscow &mint Petersburg. According to estimates made by
J'son & Partners and iKS-Consulting, the total nemmif the broadband Internet users in Moscow had
grown to 1.01 to 1.1 million people (or 60% of thlwscow households and almost 50% of the total
broadband Internet users of the country) in 2006.

In Azerbaijan, Belarus, Kazakhstan and Kyrgyzsths,total number of broadband Internet subscribers
has also grown very fast, increasing by 200 timesaich country between 2002 and 2005 (table 28).

In Georgia, connection to the Internet has beeriged from different platforms: cable, satellitéaleup,
Wi-Fi and WIMAX and ADSL. Two companies, Telenetdal©N (the Caucasus Network), dominate the
Internet services market (60%) in the country, udeig the provision of broadband Internet access.
Despite a comparatively favorable situation (toeottCIS countries) in terms of the basic ICT
infrastructure availability, low per capita incoroenstitutes an important barrier to Internet peatitn in

4 |TU database.

46 Some analysts suggest that their total numberinuagase up to 10 millions by the year 2010. (seu@News. Broadband
access: a new locomotive?) (See www.cnews.ru).

47 CNews. (Broadband access: a new locomotive?)8ee cnews.ru).
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Figure 16. Broadband (DSL) connection to Internetn selected
Central and Eastern European countries, 2005
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Source IDATE. Development of Broadband Access in Eurdypeyember 2006.

Georgia, where it remains at four per cent (in sewhthe Internet usage). One of the solutionshie t
problem has been the creation of public Interneéss places. With financial assistance from intenal
donors, 12 PIAPs were constructed in Thilisi, KsitaBatumi, Gori, Poti and some other citfés.

The impressive growth of the broadband Interneseuption in the UNECE region hides, however, the
sharp unevenness of the broadband Internet papatthtoughout the region. Secondly, the gap betwe
and within subregions in terms of household conaecto the Internet and PC penetration remains
significant (tables 12 and 13). Thirdly, the growtd penetration rate of Internet usage has swapdiat

of Internet subscription in all the subregions IgaB9). This discrepancy suggests that a significan
proportion of the Internet users have been acagsbim World Wide Web from other places rather than
home.

Some researchers also noted that extremely high obshe Internet connection and services (in $eoim

per capita income or average monthly wage) in s@h$eand Eastern and Central European countries has
been hindering the Internet subscription and usgigevth. Thus, for example, in Kazakhstan, the
unlimited dial-up Internet connection package afteby Kazakhtelecom cost about €86 per month, the
unlimited ADSL connection — from €102.45 (at 64 lppo €3278.57 (at 2048 Kbps) per month, and the
unlimited cable Internet connection — from €9,183(at 3 Mbps) to €24,432 (at 10 Mbps) per month.
Taking into consideration that the average mongalary in Kazakhstan was 292 euros (as of January
2007), it is not surprising that most of Internséts have been accessing the Internet at theipremés:’

8 political Intelligence. Final Report: Monitorirg Russia and Ukraine (priority 1) and Armenia, Amdjan, Belarus, Georgia,
Kazakhstan and Moldova (priority 2): Telecommunimatind the Information Society, London-Brusselsdkid, 2006, pp. 23-
24,

4° Governing the Internet: Freedom and Regulaticthé OSCE Region, Vienna, 2007, pp. 119-131.
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Table 12. Percentage of homes connected to Intetn2000-2006

| Country | 2000 | 2001 | 2002 | 2003 | 2004 | 2005 | 2006 |
Austria 33 42 47 51 55 47 52
Belgium .. 28 43 .. . 50 54
Bulgaria 20 . . . 10 .
Cyprus 14 19 24 29 53 32 3
Czech Republic " . " 15 19 19
Denmark 46 59 56 64 69 75 79
Estonia " . 14 17 31 39 46
Finland 30 36 41 47 51 54 65
France 16 23 23 31 34 .. 41
Germany 25 35 46 54 60 62 67
Greece " 10 12 16 17 22 23
Hungary 3 6 8 . 14 22 32
Iceland . 62 . . 81 84 83
Ireland 20 34 . 36 40 . 50
Italy 15 .. 34 32 34 39 40
Latvia " . " . 15 42 42
Lithuania . . 4 7 12 16 35
Luxembourg 30 . 40 45 59 65 70
Netherlands . . 58 61 65 78 80
Norway 49 56 .. 60 60 64 69
Poland 21 . . . 26 30 36
Portugal 9 13 15 22 26 31 3
Romania .. 4 .. . 6 .
Slovak Republic 2 2 . . 23 23 27
Slovenia 21 " " " 47 48 54
Spain . . 17 28 34 36 39
Sweden 48 53 68 . . 73 77
The former Yugoslav. 11
Republic of Macedonia
Turkey 7 " . " 7 9
United Kingdom 30 45 42 50 57 60 63

Source ITU database and EUROSTAT Press release, Intéisegge in the EU25, 10 November 2006,
STAT/06/146. Data reproduced with the kind pernoissaf ITU.

With regards to the Internet connection of the bess community, a recent review of ten businedsisec
(food and beverages, telecommunications, hospitalsstruction, shipbuilding, tourism, pulp and pape
footware, consumer electronics, ICT manufacturinglO EU Member States (Czech Republic, Finland,
France, Germany, Hungary, lItaly, the Netherlanddari®l, Spain and the United Kingdom) found that
nearly all companies (93%) which used computershattat least ten employees were connected to the
Internet>® The companies with the Internet connection hach hesing mainly a broadband access to
Internet (about 70% of the surveyed firms) via D&Lsome other technologies (cable, direct fibre or
wireless broadband). Significant differences indke of ICT and Internet among the surveyed engapr
and across the sectors were also observed. Thaustdrnet penetration rate was found to be thbdsiy
among enterprises with more than 250 employees Y@9fth the lowest among the micro-enterprises with
one to nine employees (89%). Among the businegsrseshipbuilding and telecommunications were the
leaders in terms of broadband Internet access, negthective rates 100 per cent and 99 per certheln

%0 The European e-Business Report, 2006/2007 edEOrpublication, Bonn, January 2007.
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traditional sectors like footware and food and lbages, where small firms prevail, Internet use was
relatively low, as only 20 to 30 per cent of therkeys needed Internet access to perform their fasks

Table 13. PC penetration rate: PCs per 100 inhalkants, 1990-2005

Country | 1990 | 1995 | 2000 | 2001 = 2002 | 2003 | 2004 | 2005 |
Albania . . 1 1 1 " .
Armenia . . 1 1 2 3 7 ..
Austria 7 16 36 42 48 55 58 61
Azerbaijan . . . . . 1 2 2
Belarus . . . . . . . 1
Belgium 9 18 22 23 27 32 35 38
Bosnia and Herzegovina .. . J i I8 L
Bulgaria . 2 4 5 5 6 6
Croatia . 2 11 14 17 18 19
Cyprus 1 6 22 25 27 30 31
Czech Republic 1 5 12 15 18 21 24
Denmark 11 27 51 54 58 61 65 4
Estonia . . 15 17 21 44 46 49
Finland 10 23 40 42 44 46 48
France 7 15 30 33 35 42 50 58
Georgia . . 2 3 3 4 4 5
Germany 9 18 34 38 43 48 55 60
Greece 2 3 7 8 8 8 9
Hungary 1 4 9 9 11 13 15 15
Iceland 4 21 39 42 45 46 a7 48
Ireland 9 18 36 39 42 46 50
ltaly 4 8 18 19 23 27 31 37
Kazakhstan . . . .. . . . A
Kyrgyzstan . . 1 1 1 1 2 2
Latvia . 1 14 15 17 19 22
Lithuania . 1 6 7 11 13 15 ..
Luxembourg . . 46 52 59 62 62 62
Moldova . 0 1 2 2 2 3 8
Netherlands 9 20 39 43 47 51 68
Norway . 27 49 51 53 55 57
Poland 1 3 7 9 11 14 19
Portugal 3 6 10 12 13 13 13
Romania 0 1 3 4 8 10 11 .
Russian Federation 0 2 6 8 9 9 10 12
San Marino " . 76 76 76 82 89 90
Slovak Republic . 4 14 15 19 24 30 36
Slovenia . 10 28 28 30 33 36 41
Spain 3 6 17 22 19 22 25 28
Sweden 10 25 51 56 62 69 76 X
Switzerland 9 28 65 68 71 74 82 86
'(I)’P:\e/l;%rené%rm\;ugoslav Republic 4 5 6 7 22
Tajikistan . . . .. . .. 0 1
Turkey 1 1 4 4 4 5 5

1 |pid.
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Country | 1990 | 1995 | 2000 | 2001 = 2002 | 2003 | 2004 | 2005 |
Turkmenistan . . . . . . . .
Ukraine 0 1 2 2 2 2 3 4
United Kingdom 11 20 34 37 41 44 60 il
Uzbekistan . . . . . . 1 1
Yugoslavia . 1 2 2 4 4 5

Source ITU database. Data reproduced with the kind pgsian of ITU.

Analogous patterns were observed in the use ofnateomputer networks. The use of ICT to connect
computers internally to a company network (LAN oir&léss LAN) varied with the size of the firm. At
the same time, the use of LAN was rather widespre&sl far as the Wireless LAN is concerned, it was
mainly used within the Telecommunications and ICahafacturing sectors, respectively, 44 per cent and
34 per cent of the surveyed firms. The use of ofldsanced technologies, such as: VolP (Voice-oRgr-|
or VNP for remote access was mainly concentratetiim sectors: telecommunications and consumer
electronics.

Table 14. Enterprises with broadband Internet accss in the EU 10

Small firms Large firms
Total (small firms) 75 84
Food and beverages 62 83
Footware 73 91
Pulp and paper 77 86
ICT manufacturing 86 83
Consumer electronics 81 100
Shipbuilding 82
Construction 73 87
Tourism 82 75
Telecoms 87 79
Hospitals 71 86
Czech Republic 61 77
Germany 76 81
Spain 83 93
France 84 91
Italy 76 94
Hungary 66 96
Netherlands 76 70
Poland 76 920
Finland 83 100
United Kingdom 72 75
Source The European e-Business Report, 2006/07 ediiibhpublication, Bonn, January

2007.

These differences in the use of Internet, LAN atiteo connecting technologies among the enterprises
become even more pronounced when a geographiatidonds added. Thus, in Hungary and the Czech
Republic, the percentage of small firms with areinét access was lower than the EU 10 averagee whil
the percentage of large companies with an accesgeimet was close to the EU 10 average in thelCze
Republic and bigger than the EU 10 average in Hyn@able 14).

The surveyed companies in the EU 10 had been siagig conducting their business operations online.
More than 10 per cent of the total orders to s@pplwere placed online by 15 per cent of the small
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companies and by 32 per cent of the large firmspRetively, 11 per cent of the small companiesHind
per cent of the large companies received more fitaper cent of orders from customers online. Eight
percent of the small companies and 21 per cenheflarge ones had their ICT system linked with
suppliers??

The available data on CIS countries imply that pilévg trends in the usage of the Internet and ICT
general by businesses are identical to those iEthéusiness sector; although the penetrationafatiee
Internet and ICT is lower on the average. Thud/atdova 64.9 per cent of all companies used conmpute
in their operations and 35 per cent planned to lage ICT equipment. Of all the companies with
comput<533rs, 76.5 per cent used local networks and p@r cent used teleworking services via the
Internet:

Figure 17. Internet usage in the UNECE region, 200

60000 100

50000 +
40000 +
30000 +
20000 +

10000 +

. [nternet users (thousands) ----4----Internet usage penetration rate (% of population)

Source: http://www.internetworldstats.com/.

In the Russian Federation, according to some stud@mpanies in key production and services sectors
are in the process of modernizing their own ICTrdsfructure and/or developing their own corporate
telecommunication networks. Almost half of the t@&penditure on ICT of the Russian businesses, or
about $2.5 billions, was invested in telecommumicet (equipment and services) in 2005. Some
industrial holdings and public transportation comipa like Gazprom and the Russian Railways, for
example, successfully upgraded their ICT infrastmecand became significant providers of ICT sasic

to other businesses through their own operatorgp®@en set up Gazcom to provide ICT services tarthei
holding partners. The Russian Railways set up Trele€om to meet the communication needs of
railway transportation (box 8).

%2 |pid.

%3 Ppolitical Intelligence. Final Report: Monitorimg Russia and Ukraine (priority 1) and Armenia, Amgjan, Belarus, Georgia,
Kazakhstan and Moldova (priority 2): Telecommunimatind the Information Society, London-Brusselsdkid, 2006.
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Box 8. TransTeleCom fibre-optic network in the Rusian Federation

Fibre-optic lines of the TransTeleCom fibre-optetwork run along all the mainline railways, whiate @ver 50,000 km
in length, cover all the densely populated areathefRussian territory and link up western andezasparts of the
country. The Backbone Digital Network has over 986ource allocation points in 71 regions of thentguwhich
account for 90 per cent of the population and aconodate all the main production facilities of thesBian Federation.

The high reliability of the network is ensured It treservation of fibre-optic communication lines §eographically

spread routs and by the efficient operation systemfor line-cable structureg.

Connection points with the networks of foreign apers (Finland, the Baltic States, Poland, Ukraikazakhstan
Mongolia and China) create an effective environnienthe exchange of international operators’ tcaff

These services are rendered by the TransTeleCom p&om network comprised of the Backbone Dig
Communications Network of the Russian Railwaysthipland operated by TransTeleCom, as well as MPL&twork
based on BDCN resources, the ATM network, and acocesworks all integrated into one interlinked nseitvice
network system.

SDH technology (Synchronous Digital Hierarchy) Heesen chosen as the basis for installing the baskimimary
network; it ensures the required scalability (20;000 Mbps) both in terms of capacity and zone @ye and enable
the most effective operation of optical channels.

The network uses SDH multiplexers provided predamily by Lucent Technologies; they are capable oltipiexing
the standard PDH and SDH signals to 2.5 Gbps EEM-16). A wide range of covered distances, highacity and
connection flexibility make the SDH equipment theykcomponent of effective and economical backb@teorks.

The combination of the equipment used with the SB¢hnology increases the primary traffic networkatwlity by

integrating its units into ring configurations, whiallows the network control system automaticadlyswitch from a|
main channel to an alternate channel in case ofitiens of the main channel quality parameters fittwn standard
Switching the channel in the network takes no ntisa@® 50 ms which means no interruption for the .user

Currently TranTeleCom is in the process of impletimgnDense Wavelength Data Multiplexing (DWDM) techogy
into its network. Due to that improvement, in treanfuture the network capacity will grow from ZZbps to 40 Gbps
However with the further traffic growth, th

JSC "TransTeleCom Company" :: Digital Backbone Provider

MPLS IP Network

The multiservice MPLS IP network built b
TransTeleCom on the basis of its BDN, w
its nodes spread throughout the Russ
Federation, is this country’s first MPL|
network boasting such territorial span 4
capacity.

The MPLS (Multiprotocol Label Switching
IP-network based on the promising state-
the-art technology, has a two-lev
hierarchical architecture, which includes t
core of MPL-switching of IP-traffic, and th
border layer responsible for serving subscribehe [atter is often referred to as the network’sefiect.”

The IP network uses the channels of the primary STivtwork as the main transport environment, Withprospect o
developing them to the level of STM-4 and STM-16.

The IP network core includes highly productive shihg routers supplied by Cisco Systems. The bdejer also use
Circo Systems routers, which ensure the aggregafisabscriber traffic, and Fast Ethernet switchildisaesponsible fo
the integration of the node’s infrastructure anel tbnnection of subscriber equipment. The IP ndtvatso includes &
devices-and-services management system, and &ssvers ensuring traditional Internet serviceshsas DNS, SMTP
and WWW.

The MPLS IP network lays the foundation for the triogoortant services offered by TransTeleCom, primdP VPN,
access to the Internet.

The modern MPLS IP infrastructure is the basis fioulti-service operator and corporate networks, lifating

capacity may be increased up to 400 Gbpsg|.
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The MPLS IP network expansion and development mdvative services on its basis is the companyaripyi

Asynchronous Transfer Mode (ATM)-based Network

The multiservice ATM-switched network is built oopt of SDH digital paths and is based on a packettzd
asynchronous transfer mode in accordance with theafchical principle. Two levels are distinguishedthin its
architecture — the backbone level (the network’set@nd the access level. The core includes baekismvitches
supplied by Lucent Technologies, which are conmiebte SDH network channels of the STM-1 level. Gliancess ig
ensured by concentrators connected to the backbetveork core by STM-1 digital paths. The accessceatrators
allow for the use of the following connection ifteres: STM-1 chan, STM-1 ATM, A3, E1, serial, arabsFEthernet. Tq
provide the clients with the ATM network accessreirethe nodes with no ATM equipment in place, datéd channel
of the primary network are used.

The technology used makes it possible to build dtisenvice packet network capable of voice, videw alata
transmission, and ensures excellent quality managetools.

The dynamic distribution of the communication chelshcapacity, characteristic of the ATM, and diéfet classes 0
data streams servicing (QoS) available, improves tietwork's cost-effectiveness by optimizing itsachels’
employment.

Access Networks
To attract a broader scope of users in remote msgas well as those close to the TransTeleCom BiN\puild access
networks to the trunk network. These networks ane@essary addition to the company’s trunk netwaaksthey help
develop and provide a whole range of communicatfwoslucts and services. Access networks will helprovide our
services in places of greater concentration of piteusers, and to expand the zone covered bpBé#ukbone Digital
Network. The access networks are based on access,nirough which end users are connected; thesnae alsdg
responsible for traffic concentration and routinglaelivering it to the end users. The nodes caeither combined
with the trunk network ones, or deployed separafghere are plans to build access nodes of twastype

- territorial (urban) access nodes
- provincial nodes or remote access nodes

Territorial nodes are deployed in cities and towRemote access nodes are built in places of highecentration of
users, inside a big city or in small towns, in erttedirectly connect specific customer premiseijaent to a territorial
node, that is, to extend the service channel tchrédze customer.

The DWDM Network of TransTeleCom
The DWDM technology increases the capacity of fibptic backbones by hundreds of times. TransTeleBGegan to
implement the DWDM technology in all the main lingfsthe backbone. In the near future, the capafityhe network
will grow considerably for the most popular telecomication routes, which will allow TransTeleComdompletely
satisfy the requirements of all clients.

The construction of the DWDM network consists akthphases:

- Phase 1 was finished in the early 2005 with the DM\ystem installed on the 8700-km-long route thioug
Kamennogorsk, Saint Petersburg, Moscow, Ekatermdovosibirsk, Irkutsk, and Zabaikalsk.

—= Phase 2 was finished on 1 July 2005. TransTeleGarted commercial exploitation of the line between
Kamennogorsk (Leningrad region) and Karymsky (Ctegion). Completion of this stage increased the@V
network length to 12,700 km and provided redunddocyhe most important routes.

Phase 3 was finished on 15 November 2005. Thigstagured the full redundancy of the DWDM netwdisk.
total length reached 18,925 km.

TransTeleCom continuously develops the DWDM network

In February 2006, the line between Moscow - KurStoronej - Rostov-on-Don - Volgograd - Saratov zf&n -
Samara, so-called South Way, was put into work.[€hgth of the new DWDM line reaches 3,500 km.

At present, TransTeleCom is developing a projedhtoease the network capacity in the Far Easbregrhe project
envisages the construction of the 2,200 km long DW\De between BAM station and Vladivostok.

Source: TransTeleCom (http://www.transtk.ru/www/nsf/nepnesf/eng!open).
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Most active in the ICT infrastructure modernizatioave been heavy industry (in the energy, mining,
metallurgical and chemical industrial sectors) dahdse in machinery and equipment production. A
significant proportion of the Russian banks anduiasce companies is connected to the Internet, and
these entities have their own internal communicatietworks. Companies in food, lighting and puld an
paper industries are, however, less active in ubggatheir ICT infrastructure. Practically all Riess
telecoms offer a broadband Internet connectiorotparate clients via either DSL or cable modem amd,
some instances, satellite Internet access (for panGazcom offers an Internet access via satdbite
their corporate clients).

There were more than 50 million Internet hostsha EU in 2006. In terms of total Internet hosts,
Germany was ahead of the rest with almost 12 millioThe Netherlands and the United Kingdom
occupied respectively the second (8 million) ane third places (6 million)! In Central and Eastern

Europe, Czech Republic was the leader with more tha million Internet hosts (table 15). Among the
CIS, Russia had the largest number of Internetshagimost 2 million. However, in terms of the
penetration rate, it is far from being sufficient.

2.3. Interconnection

Two trends dominate the present development ofG@fiesector in the UNECE region:

(1) A growing network interconnection;
(2) A convergence of different means of transmissiodaté and voice.

Both trends have been heavily intertwined as 1G3dpcers, network operators and service providers ha
had to cope with growing competition, on the onedyancluding from Asian NICs, and with the

saturation of the domestic consumer electronicketarWhile technological advances and competition
were among the key drivers of these developmemdgiethe impact of public policies aiming at

accelerating the convergence and transition ofet@nomies into the information age should not be
underestimated.

In the EU, conscious liberalization, harmonizatmmiicies and policy actions targeting ICT markeasiéd
brought about noticeable benefits to all the staldgrs: ICT users, ICT manufacturers, network cjoesa
and service providers. These benefits include: atiolu of barriers to market entry, harmonization of
national regulatory frameworks, public support @mtouragement of research and development in the
area of ICT, launching and implementation of pupligjects (community-wide and/or national) that laad
strong effect on the ICT market as a whole. Ondbpply side, regulatory changes and policies to
promote network interconnection and, hence, prodi@nd application of technologies allowing fodan
improving interoperability between different dewceand equipments installed within existing
telecommunication networks, encouraged a convesgehmarkets and the emergence of new generation
telecommunication networks and technologies. Ondémaand side, policies and programmes aiming at
overcoming digital divides and gaps like: e-Edumati e-Accessibility, e-Health, e-Governance, and
others, provided incentives for electronic equiptrioducers, network operators and service prositter
invest in upgrading and/or development of new petgland services improvement.

%4 CIA. The World Factbogk2006 and 2007. (See http://www.cia.gov/librarypliations/the-world-factbook/index.html).
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Table 15. Internet hosting in Europe and Central Aia, 2005-2006

Total number of the Total number of the

Country Internet hosts, 2005 Internet hosts, 2006
Austria 1,812,776 2,062,000
Albania 749 430
Armenia 8,852 8,163
Azerbaijan 460 880
Belarus 20,973 33,641
Belgium 2,238,900 2,871,000
Bosnia and Herzegovina 8,525 31,490
Bulgaria 95,539 184,975
Croatia 19,369 18,825
Czech Rep. 819,773 1,267,000
Cyprus 46,863 67,589
Denmark 2,110,002 2,416,000
Estonia 50,440 52,241
Finland 1,503,976 1,634,000
France 2,922,040 3,149,000
Georgia 8,942 10,752
Germany 7,657,162 11,859,000
Greece 414,724 587,717
Hungary 261,294 608,085
Iceland 190,140 212,897
Ireland 238,706 238,191
Israel 1,069,088 1,252,000
Italy 1,246,253 1,731,000
Kazakhstan 20,327 21,187
Kyrgyzstan 18,539 18,928
Latvia 53,251 65,858
Liechtenstein 7,491 4,697
Lithuania 136,346 148,675
Luxembourg 70,465 88,661
Malta 10,739 14,025
Moldova 30,861 58,886
Netherlands 6,781,729 8,363,000
Norway 1,342,667 1,364,000
Poland 366,898 358,476
Portugal 845,980 845,980
Romania 56,188 57,470
Russian Federation 1,306,427 1,980,000
San Marino 3,140
Slovakia 135,991 210,758
Slovenia 59,090 61,735
Spain 1,380,541 2,521,000
Sweden 2,701,456 2,958,000
Switzerland 1,823,012 2,443,000
The former Yugoslav
Republic of Macedonia 3541 3,716
Tajikistan 63 98
Turkmenistan 557 585
Turkey 753,394 1,313,000
Ukraine 167,501 229,110
United Kingdom 4,688,307 6,065,000
Uzbekistan 7,124 9,058,000
United States 195,138,696 195,139,000
Canada 3,525,392 3,934,000
European Union 22,000,414 (2004) 50,500,000

Source CIA. The World Fact Bogk2Z006 and 2007.
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The initial EU regulatory reform package introdueédhe end of the 1980s was based on article 8@eof
Treaty, which requires the removal of special arl@sive rights granted to national economic agéints
this case public telecoms) by Member States. leri@s of directives the European Community spetifie
measures to be implemented by the Member Statmslér to bring the ICT sector in compliance witk th
Treaty:

« Removal of special or exclusive rights to ensurat tany operator is allowed to supply
telecommunication services;

e Separation of regulator from incumbent to ensurat tthe historic regulatory functions of
telecommunications organizations were removed &uxkd with independent regulatory bodies;

v Establishment of objective, non-discriminatory anansparent conditions for granting
licenses and access to networks together withighé to appeal’

The above directives have been complemented withngber of harmonization measures adopted under
articles 95 (internal market), 47 and 55 (freedonpitovide services). A compliance with these agficl
stipulates the upholding of the following principle

«  Open Network Provision (ONP), which implies that ttonditions for access and use of publicly
available networks and services are harmonizete(ms of standards for technical interfaces of
networks) and ensure universal serviées;

*  Significant Market Power (SMP) stipulates that @pers with a market share of more than 25
per cent shall be subject to heavier regulation titaer operators because of their market power;

»  Fixed/Mobile. This principle calls for a differeation in the level of regulation applicable to the
fixed and mobile sectors taking into consideratimat the mobile sector is subject to much more
competition pressure than the fixed offe.

The reforms of the telecommunications sector inBEbeMember States were carried out in several stage
but the interconnection framework was among th&,fiproviding new entrants to the market with an
opportunity to concentrate on services by using#aelily available public physical ICT infrastructuln
the absence of such a framework, there would He litcentive for incumbent operators to conclude
interconnection agreements with new entrants or Wauld do so under the terms reflecting their reairk
position. Directive 97/33/EC of the European Pamkat and of the Council Interconnection in
Telecommunications specifies that rights and obbgas to negotiate interconnection fall on any
organization providing public telecommunicationswarks and/or publicly available telecommunications
services controlling access to customers. Therefbey apply to:

«  Organizations providing fixed and/or mobile pulsigitched telecom networks or services where
they control access to one or more network tern@ngioints to one or more unique numbers;

*  Organizations providing leased lines to user's pses)

« Organizations authorized in a member-sate to peowiternational telecoms circuits between the
EU and third countries, for which they have spedaind exclusive rights;

¢ Organizations providing telecommunications servislich are permitted to interconnect under
national licensing provisions (table 18).

%5 Commission Staff Working Document. Europe’s Lilered Telecommunications Market — A Guide to théeR of the Game,
p. 7. (See http://europe.eu.int/comm/dg04/).

%6 Council Directive 90/387/EEC of 28th June 199Gtmmestablishment of the Internal Market for telamunications services
through the implementation of Open Network ProvisDirective 97/51/EC of the European Parliament antth@ Council of the
October 1997 amending Council Directives 90/387/EEE 92/44/EEC for the purpose of adaptation torapetitive
environment in telecommunications Directive 90/884C, 28 June 1990.

57 Commission Staff Working Document. Europe’s Lilered Telecommunications Market — A Guide to théeR of the Game,
p. 8 (http://europe.eu.int/comm/dg04/).

%8 Commission Staff Working Document. Europe’s Lidered Telecommunications Market — A Guide to théeR of the Game,
p. 25 (http://europe.eu.int/comm/dg04/).
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The implementation of the Interconnection Directiwethe EU Member States had not been smooth due
to a number of reasons. Firstly, interconnect®one of the most complicated areas to regulatet@ue
technical challenges. There are a wide rangeabinieal possibilities for interconnection and neyds

of interconnection products are being developedstaomly. Secondly, even small changes in the terms
for interconnections may lead to serious finangigblications. Therefore, it is crucial that thenber for
interconnection are specified in detail. The laidezspecially important for small operators, whilgpend

on access to incumbent operators’ network fadliti#he above complexities have been one of thermaj
reasons behind the reluctance of most regulatodsrémtly interfere into interconnection arrangeisen
That is why, in most of the EU countries, interceciion agreements are commercial agreements between
the operators. The regulation of interconnectioainty focuses on the definition of procedures for
establishing interconnection agreements along tidegnes prepared by the regulator.

However, the implementation of the Interconnectinective together with a new licensing regime
permitted a large-scale market entry of new opesaths a result, between 1999 and 2001 the value of
telecommunications services in Europe increase@byer cent. The number of infrastructure-based
fixed access operators grew by 42 per cent betwergust 2001 and August 2002. Prices charged by
new entrants to the market were significantly lowsn those of incumbent operators (up to 56% for
national calls and 65% for international calls am& member countries). Competition in the retaibiteo
market brought monthly average consumer charges dgv23 per cent over the period 2000-2002.

Table 16. Obligations under the EC Access and Inteonnection Directive

Type of operator Obligations
All operators offering publicly « The right and obligation when requested by another
available telephone services and operator to negotiate interconnection with eacleoth

controlling access to end-users « Must provide sufficiently detailed financial infoetion

to NRA (National Regulatory Authority) on requesitd
submit financial reports to an independent audit

All operators with SMP ¢ Meet all reasonable requests for access, incluating
point other than network termination points offeted
majority of end-users

* Requirement to act in a non-discriminatory manner;
make available all necessary information to
organizations considering interconnection

* Make available interconnection agreements to NRAs
who must make parts of them available to interegied

parties
Mobile operators with SMP on « Offer cost-oriented interconnection; NRAs may reeui
national market for interconnectign full justification and adjustment of charges if not
satisfied
Fixed operators with SMP « Offer cost-oriented interconnection

« Required to publish a reference interconnectioaroff
* Interconnection charges should be unbundled

* Maintain separate accounting of their interconmercti
and other activities

Source:Commission Staff Working Document. Europe’s Libbeed Telecommunications Market — A Guide to
the Rules of the Game. (See http://europe.eu.imifc@g04/).

%9 The Eighth report on the implementation of tHedemmunications regulatory package — Europeandais regulation and
markets 2002 . COM(2002) 695 final.
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In 2002, the EU initiated another wave of liberafian of the telecommunications market, particylatk
electronic telecommunications segment, aiming &béishing a harmonized regulatory framework for
electronic communications networks and servicese(f@ive 2002/21/EC of the European Parliament and
of the Council of 7 March 2002). The Frameworkdative was complemented with four others:

(a) Directive on the authorization of electronic comneations networks and services (the
“Authorization Directive”);

(b) Directive on access to, and interconnection ofcted@ic communications networks and
associated facilities (the “Access Directive”);

(c) Directive on the universal service (the “UniverSatvice Directive”);

(d) Directive on the processing of personal data (tReivacy and Electronic Communications
Directive”).

The Access Directive established rights and olibgat for operators and for undertakings seeking
interconnection and/or access to their networkse ®hjective was to set up a framework which will
encourage competition by stimulating the developgntgncommunications services and networks, and
also ensure that any bottlenecks in the market @ocanstrain the emergence of innovative services
benefiting users. The approach adopted was techicalty neutral, i.e. the Directive was not intedde
introduce rules which could be adapted to technicébgprogress but, instead, to establish a modus
operandi to address market problems.

The Directive applied to all forms of communicationetworks carrying publicly available
communications services. These included fixed apndile telecommunications networks, networks used
for terrestrial broadcasting, cable TV networksg a@atellite and Internet networks used for voie, f
data and image transmission.

The national regulatory authorities were respomsibt carrying out regular market analyses in otder
determine whether one or more operators have gignif power on the market in question and then
impose certain obligations on that operator, adogrtb the circumstances, which could include:

(a) Obligations of transparency in relation to intengection and/or access requiring operators to
make public specified information such as accognimformation, technical specifications or
network characteristics;

(b) Obligations of non-discrimination to ensure thateigtors apply equivalent conditions in
equivalent circumstances to undertakings providiqgivalent services;

(c) Obligations of accounting separation in relatiospecified activities concerning interconnection
and/or access;

(d) Obligations of access to, and use of, specific agtvacilities. Operators may be required inter
alia:
- To negotiate in good faith with undertakings resfing access;
- Not to withdraw access to facilities already deal)
- To grant open access to technical interfacesopots or other key technologies that is
indispensable for the interoperability of services;
- To provide co-location or other forms of facilisharing, including duct, building or mast
sharing;
(e) Obligations relating to cost recovery and pricetaus, including obligations for cost orientation
of prices and obligations concerning cost accogntiystems.

By the year 2004, 20 member States of the EU, dictusome of the new EU Member States, transposed
the new regulatory framework. The market resportse¢ht new regulatory regime in the area of
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interconnection was increased competition resultim@ 14 per cent reduction of the fixed-to-mobile
termination rate for operators with SMP.

Major EU telecoms are now offering a wide rangétérconnection products and services, including:

(&) Switched interconnection products(fixed network products: wholesale of end-userdpiats,
such as subscription and traffic; origination (lpangle and double) and termination (local,
single and double transit); transit and exchangentdrnational traffic; and mobile network
products: wholesale of end-user products; origimatind termination; and roaming (national
and/or international);

(b) Unbundled network components(network access lines: raw copper, shared acbéssiream
access, fibre, coax, mobile; transit lines: fitweax, radio links, satellite, submarine cables and
other infrastructures; switching functions: localdatandem switching; network management,
directory service functions and etc.: subscribgiehiing, operator services, directory assistance,
others);

(c) Interconnection of packet switched networks(interconnection of IP networks: bilateral
peering, public peering, hierarchical peering;icd@nection of other packet switched networks:
ATM, SDH, Ethernet);

(d) Co-location and sharing of common facilitieqinstallation of telecom local facilities, sharing
ducs and mast);

(e) Interconnection of application (Web browsing, instant messaging services, VolP atier
applications).

For exampleBritish Telecomprovides network services within the United Kingdeo more than 400
communications companies, network operators andcgeproviders. Its assets in the United Kingdom
include fibre-optic cable and copper networks, ¢bee telecommunication network and local exchanges.
The BT services include: ADSL, Internet Protocalyvate circuits, frame relay and Integration Seggic
Digital Network (ISDN). Its subsidiary BT Ignite @rides the whole range of connectivity servicesnfro
Frame Relay, IP, LAN switches, WAN routers, voisgtshes, among others, to equipment senvites.
TeliaSonera International Carrieprovides wholesale international IP, capacity aoite services to
selected high volume destinations in Europe andsacthe AtlanticTelecom lItalia Mobilehas roaming
agreements with 49 GSM operators in more than 3dtoes. Koninklijke PTT Nederland (KPN}Yhe
largest and oldest supplier of fixed-network teteocmunications services in the Netherlands, heavily
invested in the construction of a new fibre-optetwork, Lambda, which interconnects major urban
districts in the Netherlands. The network was @tey stone for the company intending to further
develop as a provider of services to other Inteseetice providers and telecom operators activénén
Netherland$?

In the CIS, most of the countries have undertakenesreforming of their telecommunications markets
albeit with different degrees of consistency. Thesferms eased the entry of new telecommunications
services providers and encouraged the developnfenew services, mainly, mobile telephony. The
interconnection regulation was introduced in MolddqThe Regulation on Interconnection in 2002), and
at present Moldtelecom has concluded 13 intercdiore@greements with other fixed line operators,
including SC RISCOM, EUROSTOK LLC , SICRES LLC, Tein Technologies LLC, Telemedia Group
JSC among othefs. In Armenia, the interconnection issues are covergdthe Law on Electronic
Communications of 8 July 2005. In Kyrgyzstan, theerconnection and tariff regulation legislation
prepared with the EBRD assistance is currently uratmsideration by authorities. In Ukraine, the
interconnection has been heavily regulated (eslediegarding tariff-setting for calls from fixedt

0" Commission communication of 2 December 2004: tifean Electronic Communications Regulation and i@rk004.
COM(2004) 759 final.

61 See http://www.btignite.com.
62 See http://www.kpn.com.
8 See http://www.moldtelecom.com.
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mobile phones, which are subject to Governmentryatgion) under Chapter IX of the 2003 Law on
Communications. The Law requires operators to pi@vother operators willing to conclude an
interconnection agreement with exhaustive infororatind to offer interconnection terms that areeast
equivalent to those proposed to other operatorSc{@r58). The Ukrainian Interconnection regulatisn
currently in the process of revision by the NatidRegulatory Authority in response to loud comptsiaf
operators about the procedures as being non-treemgpand, in some instances, discriminaféryn
Azerbaijan, the interconnection is regulated by 1887 Communications Law, the 1988 Information,
Informatization and the Protection of Informatioaw.and the 2005 Law on Telecommunications. Tariffs
of the state-owned operators (Aztelekom and Bakoely are set up and overseen by the Government
agencies (by the Inter-Ministerial Tariff Coundil, particular). All telecom operators are requitgdthe
Law to mutually facilitate interconnection througprmal commercial agreements. At present, a hew
interconnection regulation is being drafted in ortte further elaborate interconnection procedurés.
Belarus, the interconnection is governed by fowrslgLaw on Communications of 2005, Regulation on
Communications Operators’ Interconnection of 19%®gulation on Supervision Procedures for
Telecommunications Networks Connected to General Nstworks of 1997, and Regulation on Land
Mobile Radio Communications Network Creation of 899 In Georgia, the Law on Electronic
Communications of 2005 (Articles 41 and 42) esthigls procedures on interconnection agreements.
Each operator is required to publish standard ¢mmdi and tariffs for interconnection and to pravid
interconnection to other operators at any techlyicdeasible point. The regulation requires
implementation of interconnection within 3 monthieni the date of submission of application to the
interconnection providé.

In the Russian Federation, a new interconnectioginte was established by the 2003 Law on
Communications. It finally abolished the monopofithe state-owned agencies and opened the access t
public infrastructure. The Law specifically underses that “refusal by the operator having significa
market power to conclude a network interconnectigreement is prohibited, except for cases whehein t
network interconnection and interaction contradhe network operator license conditions or reguato
acts determining the establishment and functiomihthe unified electronic communications network in
the Russian Federatiof. In January 2006, a new regime for mobile-fixedeinbnnection was
established. Under the new regime, mobile opesaice permitted to terminate domestic calls from th
fixed line network without incurring charges, which the past, were passed on to the users.

It should be noted that liberalization of the tel@nunications market has brought unexpected reisults
many countries of the region, especially in the.CFstly, many public telecoms diversified theluss

by adding new services, such as Internet servicedile telephony and/or wireless interconnection.
Secondly, through numerous internal restructurin@asares, mergers and acquisitions, partial
privatization, among others, they converted theweseinto large holdings, which are now offering-ful
range telecommunication services. For example, Bnyast was set up as a holding company of Russian
Federation’s 80+ regional telecom operators in 199%as drastically restructured in 2002. As sufg it

now holds stakes of over 50 per cent in most ofrttega-regional operators (figure 18). All regional
telecoms now offer interconnection to other sergiceviders. For exampl€JSC CenterTelecqrone of

the largest telecommunication operators in RussithEgastern Europe, serves over 6 million access lin
and offers PSTN interconnection to other operatd@itse company owns telecommunication infrastructure
in the most densely populated Central Federalidisif Russia. CenterTelecom is licensed to pread
widg8 range of telecommunication services from PQ@N8 Internet access to air-broadcasting and cable
TV.

64 See http://www.nkrz.gov.ua/ua/docs/pravila_v3.zip
8 See http://www.mpt.gov.by/new/modules/about/.

% See http://www.gncc.ge/files/7050_3555_376651 tekmg.pdf; Georgia: Structural Reforms SupporijéatoRegulatory
Development, GNCC, DETECON-WB-GNCC, August 2003.

67 See http://www.minsvyaz.ru/ministry/documents/.
% See http://www.geneva-telecom.ru/index.cfm?id=5.
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Figure 18. Svyazinvest holding structure
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2.4. Connectivity within the Internet

The ceaseless operation and growth of the Inténnigte UNECE region is now critically dependable on
the effectiveness and cohesion of policies reldiintpe interconnection of the component netwoidth b
within national and region administrative domaimal &etween the world regions on the global scale.
Moreover, as the total number of networks withim#istrative Domains (AD) and the total number of
ADs themselves increases, and the risk of destalidin grows, the issue of sustaining the stabdfthe
Internet and its ability to provide reliant and qiloiious interconnection becomes crucial and neadret
addressed collectively.

So far, the existing system of the Internet managerboth at the global and regional levels, whigh a
organized as a non-profit voluntary participatidn3Ps, has been able to cope with a growing coxityle

of the Internet utilizing the IP suite. Each netwevishing to interconnect with other intra- andeint
regional networks, directly or indirectly, has besre to do this following a rather simple procedur
assuming that it is equipped with the necessarnaapp and capabilities in terms of hardware and
applications. The overall hierarchy of the Intermetworks, traffic arrangement and regulation also
seemed straightforward. All the networks (or ISRe)e classified by three tiers taking into consitien

the nature of their connection to other networkage ISPs, both global and regional, which have sel
owned operating infrastructures, including the eosit switches and other intermediate devices, t@m
1.5° They interconnect with other tier 1 ISPs pigblic or private peerindor exchanging traffié® Other
ISPs are dependent on the capabilities of theltiSPs to manage the peering infrastructure, afthou
these boundaries have begun blurring over thedestade. Global tier 1 ISPs like AboveNet, AT&T,
Global Crossing, MCI EMEA, NTT Communications, argoathers, usually have their own Internet
backbones with international coverage. Therefdrey thave large traffic volume, a large customeebas
and a large number of routers. Such a capacityvallinem to support a large number of Autonomous
Systems (AS).

Some of the 2 tier ISPs were able to extend thggrations to more than one continent, while sonmbef
tier 1 ISPs have been using circuits provided lbgrahtive carriers. Finally, tier 3 ISPs cover loesail
and consumer markets and provide local accessetdnternet. Usually, the traffic of tier 2 and ti@r

% Tier 1 ISPs are further broken into 2 categorgsbal tier 1 ISPs and regional tier 1 ISPs.

® public peering refers to an implementation of &PBGpeering session between NSPs through an exefpagt (IX or NAP).
The interconnection supports for public peeringsraot dedicated. Direct peering refers to an implaation of dedicated
bandwidth between the larger Network Service Prengd“NSPs”) to reduce inefficiencies related talsg interconnections
between the large Internet backbones. Traffic éharged on a bilateral basis via local BGP-4 pges@ssions.
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needs several router hops to get out to a URL laeid tisers have to share a common gateway to higher
tier ISPs.

2.4.1 Peering

The public peeringin the UNECE region is taking place either at NmtwAccess Points (NAPs) and/or
Internet Exchange points (IXPs). There are 2500d¥§s around the world today. The largest NAP/IXs i
the UNECE region in terms of traffic are: AmsterdaiS-1X and London Internet Exchange (LINX).
These large exchange points bring together hundoédger 1, 2 and 3 ISPs for access to multiple
networks over a shared connectiéhrivate peeringis conducted on the basis of a bilateral agreement
between two ISPs with similar network capacity #mdfic level, and involves a direct connection 0ae
Layer 1 or Layer 2 link. It should be noted thaignificant share of the Internet traffic volumasibeen
exchanged via a private tier 1 peering system.

In comparison with public peering, private peerigtails significant costs, making this model of the
Internet traffic arrangement very exclusive anaiféble only to the highest tier ISPs. Privateripges
bilateral and restrictive whereas public peeringldes multiple streams.

In Europe and the CIS, many public peering IXPseh&een operated by various academic and
government research networks or by non-profit ogions like, for example, National Research and
Educational Networks of the European Union (GEANINXP - CERN eXchange for Central Europe, or

NORDUnet. However, the proportion of non-profitsideclined from 100 per cent in 1993 to 64 per cent
in 2006. At present, most countries of the UNEGgion have at least one IXP (table 17).

Table 17. Number of IXPs per country in Europe, 206

| Country | Total number of IXPs|

France 13
Germany 12
United Kingdom 12
Sweden 7
Spain 6
Netherlands 5
Poland 5
Russian Federation 5
Italy 4
Romania 3
Switzerland 3
Belgium 2
Estonia 2
Finland 2
Norway 2
Austria 1
Croatia 1
Cyprus 1
Czech Republic 1
Denmark 1
Greece 1
Hungary 1
Iceland 1
Latvia 1
Luxembourg 1
Malta 1
Portugal 1
Slovakia 1
Slovenia 1
Ukraine 1
31 countries 99

Source:European Internet Exchange Association. 2006 RepoEuropean IXPs.
October 2006. (See http://www.euro-ix.net).
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At the same time, the total number of IXPs inceglafsom 3 in 1993 to 99 in 2006 and, consequetttly,
traffic volume increased as well. In 20086, it tead 631.43 Gbps.

Distribution of the Internet traffic is extremelypeven in the UNECE region, with almost 45.5 pert cén
total volume falling on the IXPs located in the Natands (mainly on the Amsterdam IXs) and the &thit
Kingdom (mostly the London IXs). More than 47 pentof the total traffic falls on the IXPs situatied
Germany (12.83%), Spain (10.04%), Sweden (9.8%ly [@4.15 %), Hungary (3.77%), France (2.43%),
Czech Republic (2.36%) and Norway (1.9%). Thereftotal 92 per cent of the Internet traffic in the
UNECE region has been relying on the support of Ititernet Exchange point infrastructure of ten
countries (table 18Y. Furthermore, 53 per cent of European IXP partitipdave been peering at more
than one European IXP, while the remaining 47 part only peer at one European IXP. Of all the
European IXP participants (3401), 66 per cent hasen peering at the IXPs located in ten European
countries and almost half of the participants pegat 12 IXPs located in Amsterdam, London, Frartkfu
Moscow, Riga, Paris, Vienna, Kiev and Oslo (tall@ésand 19).

Table 18. Peak aggregated IXP traffic: ranking percountry/city, 2006

G Total number of IXP G
Country of total Ranking - City of total | Ranking
traffic participants per country traffic
Total 23 Total 31 Total
Countries 100.00 Countries 3401 38 Cities 100.00
Netherlands 28.65 461 Amsterdam 28.41 1
United Kingdom 15.89 1 506 London 15.82 2
Germany 12.83 2 365 Frankfurt 11.56 3
Spain 10.04 3 66 Madrid 10.11 4
Sweden 9.80 4 125 Stockholm 6.36 5
Italy 4.15 5 127 Budapest 3.73 6
Hungary 3.77 6 50 Milan 3.21 7
France 2.43 7 398 Paris 2.43 8
Czech Republic 2.36 8 60 Prague 2.36 9
Norway 1.90 9 88 Oslo 1.90 10
Total 10 countries|  91.82 10| Towlio 2oa6| TOI10 | g5 g9
countries cities

The rest of the The rest of
region’s countries 8.18 the region’s The rest of _the cities 14.11
(13 countries with ' countries (21 1155| (28 cities with IXPs) )
IXPs) countries)

Source European Internet Exchange Association. 2006 RepmoEuropean IXPs. October 2006.

The above situation causes some concerns:

* A high concentration of Internet traffic at the Aerslam and London IXPs elevates the risk that
any serious technical problem at these two exchapges could have a paralyzing effect on the
entire regional Internet system and traffic routingVith a continuous growth of traffic and
participating ISPs in the regional network, thekrisf a system-wide breakdown will be
amplifying;

« The risk of traffic congestion and loss of packetay also increase with intensifying Internet
penetration in Europe and Central Asia. Accordimgdme studies, many public peering points
in the region are already overloaded and suffemfgmacket los§’ Proliferation of broadband
access, convergence of communication media andethergence of multimedia rendering

" European Internet Exchange Association. 200®Rem European IXPs. October 2006 (See http://vemvo-ix.net).
2 Winther, Mark. Tier 1 ISPs: What They Are and Wrthey Are Important. IDC White Paper, May 2006.
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combined data, voice and image services to thesumarr one platform in the UNECE region
will unavoidably and dramatically augment traffo@ds;

Current peering practices are based on the assumgitisymmetry in traffic streams. However,
with growing uptake of multimedia the traffic asyriry will increase. For example, there will
be a large traffic asymmetry between content-hestyvorks and end user-heavy networks as
content providers will have to send a large amafntlata in response to consumers’ short
gueries. This means that one peering party wilt beare of the cost as a result of peering;

Considering that businesses also have been addptiraglband, present traffic handoff policies
need to be adjusted. The problem lays in the fadtrhost DSL providers tend to hand off traffic
at the nearest peering point. From that momentirdféic may be handled by several upstream
providers, none of which has a responsibility ferfprmance monitoring and trouble resolution.
Such a situation bears a number of risks for bgsegewhich are much more sensitive to latency
and packet loss than consumers;

Considering the international significance of thegkst Europe’s IXPs in terms of global Internet
interconnection and their role in ensuring traffignsit between the world regions, forthcoming
massive traffic inflows from Asia and Africa to arttirough Europe, may exacerbate the
vulnerability of the regional Internet infrastrucy

Compliance challenges push a growing proportion eoterprises towards few gateway
connections that aggregate traffic and, hence,igeomore secure connections, monitor and
audit according to compliance guidelines. This drémdicates a need for more centralized and
controlled network operations, but also a defragatémn of the Internet environment.

Table 19. IXP rankings by number of participants,2006

. Ranking |  IXP name | City | Participants |
1 AMS-IX Amsterdam 253
2 LINX London 233
3 DE-CIX Frankfurt 189
4 MSK-IX Moscow 184
5 NL-IX Amsterdam 132
6 FreelX Paris 109
7 LIX Riga 104
8 VIX Vienna 87
9 UK6x London 79

10 PaNAP Paris 76
11 UA-IX Kiev 75

12 NIX Oslo 71

13 SFINX Paris 63
14 NIX.CZ Prague 60
15 FreeBIX Brussels 59
16 Swissix Zurich 59
17 MIX Milan 58

18 LIPEX London 57
19 TIX Zurich 57

20 BIX Budapest 50
21 BNIX Brussels 48
22 LONAP London 48
23 WIX Warsaw 45
24 SIX Bratislava 44
25 PARIX Paris 42

Source Radovcic Serge. Euro — IX Report. VIX Technicaddting. “Ten years of VIX”,
Vienna, 23 November 2006.
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2.4.2 ASN assignment

The binding element of the Internet is that indejgent networks share a common IP addressing and a
global Border Gateway Protocol (BGP) routing frarndwallowing all the networks to interconnect with
each other directly or indirectly.

Internet routing architecture represents a twolléwerarchy: domainsand interdomains The Internet
space is partitioned into domains with each domsimg an internal routing environment based on
Interior Gateway Protocol (IGP). IGP maintains appiag set for the current topology of the domain
together with the set of best paths between anypwwots within the network domain. The second lgvel
interdomain routing space, is maintained using Merd of the Border Gateway Protocol (BGPv4), which
describes how domains interconnect. A routing patan address in the interdomain space is represdent
as a sequence of domains that must be transiteshth the domain that originates that particularess
prefix. As each domain has its own set of routerden a single technical administration and common
metrics to determine how to rout packets withinspgce, it is independent and autonomous. Therefor
within the overall routing architecture such a domsa termed an Autonomous System (AS).

In the interdomain space, data packets are beimgdausing two components: address prefixes and AS
numbers (ASNs), the latter being used for identfyidomains. Since 1998 the responsibility for
coordinating the allocation of the ASNs at the gldevel lies with the Internet Corporation for Agsed
Names and Numbers (ICANN), an internationally oigad, non-profit corporation that has the overall
responsibility for Internet Protocol (IP) addrepace allocation, protocol identifier assignmennege
(gTLD) and country code (ccTLD) Top-Level Domaimmasystem management, and root server system
management functions. The Regional Internet Régss{RIRS), independent, not-for-profit membership
organizations, are responsible for managing, tistimng, and registering public Internet Number
Resources within their respective regions. Theeecarrently five RIRs operating at the regionaklein
Europe and Central Asia, these functions have Ipsgformed by the Réseaux IP Européens (RIPE)
Network Coordination Centre (RIPE NCC). As a Reglomternet Registry, the RIPE can allocate and
assign Internet Resources (IPv4 and IPv6 addresssputonomous System (AS) Numbers and Reverse
DNS delegations) to its members — Local InternggiRdes (LIRS).

The ASN consumption at the regional level and antbegregions has not been stable. Since 2005, the
ASN consumption has been the largest in the RIRR.arhe ASN consumption growth has been driven
by Russia, where the total number of participath®g/ISPs reached 672 in 2006 surpassing the United
Kingdom (565) and Germany (52%). On the whole, from 1999 to 2007, the RIRs assigadotal of
33758 ASNSs.

2.4.3 Internet Domain Names assignment

Another key function of the present Internet Goagice has been the domain name system management
(DNS), also called the “root,” that consists of 284ffixes. These include .com, .net, .org and agunt
codes. Since 1998, the Internet Corporation forigh&sl Names and Numbers (ICANN) has been
responsible for the overall coordination of the agement of the technical elements of the DNS. rdiero

to ensure universal resolvability ICANN has beererseeing the distribution of unique technical
identifiers used in the Internet operations, anel delegation of Top Level Domain names. It fully
controls the assignment of generic Top Level Dommmes (gTLDs) and authorizes the organizations
responsible for the country code Top Level Domamas (ccTLDs).

The ICANN master database of domain names is predan 13 “mirrors” - servers that automatically
copy any changes made to the original database.dlipkcation makes the system robust in cases of
attack or failure.

3 RIPE NCC. Annual Report 2006 (See http://www.nie/ripe/docs/ripe-407.html#activities).
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Regarding the ccTLD accreditation, ICANN is respblesfor identifying and setting minimum standards
for the performance of the domain name registiibg latter may take various forms. In some cousirie
domain name registries have been run by univessdreresearch centers, in some other countries, by
industry associations or independent authorities.

Theoretically, ICANN is an independent non-profidrgoration consisting largely of Internet Society
Members. However, the fact that ICANN is based aiherity given to it by the United States Departinen
of Commerce and located in the United States dradetore, is subject to the United States law, €aus
some uneasiness among Internet community membetsiyiag that there is a strong interdependence
between ICANN and the United States Government.eldhogr, ICANN ten of the 13 mirror servers are
located in the United States (the others are intArdam, Stockholm and Tokyo). This also contribute
tension over the existing DNS management arrangemen

To some extent, the creation of the Government gatyi Committee (GAC), in which the representatives
of 35 countries, including the United States andhuanber of the international organizations are
participating, helped to counterbalance but nategtresolve this issué.

The GAC adopted principles and guidelines for dafiemn and administration of ccTLDs that stress the
national responsibility for ccTLDS. According to GAC, every country or distinct econoshould be
able to ask for an appropriate country code in otdebe represented as a ccTLD and to designate the
registry:

“Country code top level domains are operated istthy the Registry for the public interest, inchugli
the interest of the Internet community, on behdiftloe relevant public authorities including
governments, who ultimately have public policy awity over their ccTLDs, consistent with
universal connectivity of the Internet>

This approach has also been challenged by some enerabthe Internet community who are fearful that
too much government intervention in distributiontbfs critical Internet resource may undermine the
evolution of the Internet. Attempts have been utatken to set up an alternative rooting system (for
example, the creation of “F-root” by Paul Vixie 1994), which could neutralize politically motivated
actions of ICANN and/or Governments aiming to tiesor exclude some countries or social groups from
participating in the global NET.

There are other issues associated with the DNS geament that are currently debated. These include:

*  Domain names internationalization;

. Dilution and massive duplication of domain names;
e Cybersquatting;

«  Stability and reliability of the existing DNS;

¢ Congestion in the domain name space;

*  Trademark conflicts;

e Transition to IPv6 and associated problems.

The UNECE member States are among the leadersnrs tef the base of domain name registrations.
According to the VeriSign Report, there were mdnant 240 ccTLDs in the world with total base
registrations of 51.5 million by August 2007. @gse, as figure 48 shows, 66 per cent were coitdb
by the top ten ccTLDs , includinde (Germany),uk (United Kingdom),.nl (Netherlands),eu (European

"4 More information on GAC may be found on: httpatgcann.org.
S Government Advisory Committee. GAC principles auitlelines for delegation and administration ofldds, 2000.
6 See http://gac.icann.org/web/home/GAC_Operatirigcles.doc.
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Union), .it (Italy), .ch (Switzerland).” In terms of absolute volume growth, ccTLDs of @any, United
Kingdom and the Netherlands surpassed all the cesTaDEurope and Central Asia, but in terms of
growth rate, it wasru (the Russian Federation) that outstripped the oéshe region’s ccTLDs and
reached a double-digit rate. The German and theetKingdom ccTLDs remain the largest, both at the
world and regional levels. Their combined shares V88 per cent of all the world ccTLD base
registrations in August 2007.

Table 20. Geographic distribution of gTLD registations, August 2007

| Million | Country |
56.5 United States
4.8 Germany
3.2 United Kingdom
3.0 Bahrain
2.8 Canada
2.6 China
1.9 France
1.7 Hong Kong
1.6 Australia
1.1 Japan
1.0 Spain
0.9 Korea
0.8 Italy
0.7 Netherlands
0.6 Turkey
0.5 New Zealand
0.4 India
0.4 Cayman Islands
0.4 Russia
0.3 Denmark

Of the overall TLD base of domain name registrati¢t38 million), 86.5 million constituted the gTLD
domain name registrations (table 14). More thap&5cent of the total gTLD domain name registration
were in the United States. The combined shareeEtiropean countries (including Turkey) was 1518 pe
cent. Among all gTLDs most demanded were .COM &ll. domains. Their total base of domain name
registrations reached almost 73 million by Augl3a2

In the UNECE region the national institutional aigaments underlying the assignment of domain names
are ranging between the public and private govemaSome organizations responsible for national
domain administration are just governmental depamts) for example, in Norway (NORIDo registry,
supervised by the Norwegian Post and TelecommuoitatAuthority), Belarus (The State Centre of
Security Information of Belarus, the Office of theresident), Moldova (MolData), Uzbekistan
(Uzinfocom) and Tajikistan (The State Center obinfation Technologies, the Office of the President)
Some others are cooperatives or associations &f lBPexample, in Germany (DENIC).

In a relatively large number of the region’s coigdrthese functions have been carried out either by
academic institutions such as RESTENA Foundatiohlrembourg or other non-profit organizations
(companies or foundations) such as, for exampleMNNET, a non-profit company in the United
Kingdom, or SIDN (the Foundation for Internet Domdegistration), a non-profit organization, in the
Netherlands. In some countries, the national dosnhaave been managed by private companies such as,
for example, Internet an Islandi hf., ISNIC, inlead. In 2005, 18 of 27 national domain adminigbrag,
members of the Council of European National TopdleDomain Registries (CENTR) were private

" The VeriSign Domain Report. The Domain Name InduBtief. Volume 4, Issue 5, August 2007.
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entities by their legal status, of which nine weygvate foundations, one cooperative and three
associations. Of the remaining nine administratisegen were departments of research centers and/or
universities, including Croatia, Islamic Republi¢ Wwan, Latvia, Lithuania, Poland, Romania, and
Slovenia. The domain administration of Spain andafid were under Government contfbl.

The policies of these institutions also vary. Sompose restrictions on access of non-citizensatmnal
domains. For example, the rules of domain namgistration in Germany @e) require the registrant or
administrative contact to reside in Germany. Simililes are applied by AFNIC (France) as wellas b
national registries of Albania, Bosnia and Herzégay Belarus, Estonia, Hungary, Moldova, Norway,
Slovakia and Slovenia. Few countries in the regdiow non-nationals to register their domains in
ccTLDs (Austria, Czech Republic, the Netherlanddafd, Romania, Russian Federation and the United
Kingdom). It should be noted that a nesu TLD also restricts the participation of non-EU angations
and individuals.

Some national domain administrations limit the nembf domain names per juridical person (Cyprus,
Hungary, Israel, Norway and Slovenia); some otldersot allow domain name registration by individual
(natural) persons (Hungary and Slovenia).

In some countries of the region national domain iatbtmative and operational functions are sepatated
Most of the ccTLD administrations, including thededination Center for TLD .RU, are responsible for
developing rules of registration and the provisaintechnical and administrative support of registra
while the registrars actually manage the domainenaggistration and all other transactions assatiate
with domain names. However, eight domain admirtising (Croatia, Cyprus, Iceland, Israel, Latvia,
Luxembourg, Malta and The Holy See) register domaimes directly?

One of the major challenges facing national donagiministrations i€ybersquattinga phenomenon of
storing domain names in order to profit by re-sgllthem later on at prices higher than the priteghéch
they were initially bought. According to the Unit&dates federal law known as the Anti-Cybersquattin
Consumer Protection Act of 1999, cybersquattingegsistering, trafficking in, or using a domain name
with bad-faith intent to profit from the goodwilf @ trademark belonging to someone else. Commercial
domain names are obtained from one of severaltreggiscompanies authorized to ensure that a domain
name you want is unique (no one else already handt issue it to you if it is. However, these stgs
make no attempt to determine whether the domaireriarmne that rightfully ought to go to someone els
The principle is “First come, first served.” Foriglreason, a number of enterprising individuals and
companies have applied for and reserved domain s\a@ither new or expired, that they think someone
else will want, either now or in the future.

Many cybersquatters reserve common English woedsaning that sooner or later someone will want to
use one for their websites. Examples of words bgldybersquatters to companies developing sigmifica
websites includedrugstore.com furniture.com gardening.com and Internet.com Cybersquatters may
also regularly comb lists of recently expired domaames, hoping to sell back the name to a registra
who inadvertently let their domain name expire. yBhe auction site, sometimes lists domain naroes f
sale. Several cybersquatter companies offer thaiesvat their own websites.

It should be noted that only 46 domain name registns throughout the world have been applying the
World Intellectual Property Organization (WIPO) fmim Domain Name Dispute Resolution Policy
(UDRP Policy), adopted by the ICANN on 26 Augus®29and the Rules for Uniform Domain Name
Dispute Resolution Policy (UDRP Rules), approvedi®NN on 24 October 1999. In addition to the
ICANN Policy and Rules, the WIPO Center has dewetbjts Supplemental Rules for the Uniform
Domain Name Dispute Resolution Policy (UDRP) thateeed into effect on 1 December 1999. In
Europe and Central Asia, with the exception ofva éeuntries (Latvia and Tajikistan, for example}psn
countries have not yet adhered to the WIPO UDRR®RdlUe to contradictions between the UDRP and

8 RU- center, Domain names registration in natiatoahains 07.08.2007 (See http://info.nic.ru/st/12/out_26.shtml).
® See https://www.centr.org/members/.
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existing local legislatiof’ In the majority of the UNECE member countries, raixidicial dispute
settlement procedures are absent with the exceptithre United Kingdom and Israel.

In many countries of the UNECE region national domedministrations cooperate and/or consult with
local Internet societies regarding rules and prooesithat govern the domain names registrationegsc
Many have established special committees and/ordsoa which most of the local stakeholders are
represented, including ISPs, business associatimugpendent legal professionals, national patent
bureaus and respective ministries and governmestcigs. For example, the Consultative Committee of
AFNIC (Association Francaise pour le Nommage Irgeren Coopération) include representatives of
ISPs, INRIA (French National Institute for ReseantiComputer Science and Control), and the Mirestri

of Telecommunications, Industry and Research. TRBII&E intends to open up more widely to Internet
users in order to be more responsive to the cuanrethfuture needs of its members and to have tide ddi
flexible management structure that would not besids in a research institute. With this purpose in
mind, it created some new membership categorigsiugar members; (b) subscriber members; (c)
correspondent members: international or nationghmizations. These membership categories receive a
range of information services from the AFNIC. Rdabgna second “Users legal/corporate entities”
consultative committee was set up to ensure tleatahd user” was not excluded from discussionshen t
development offr domain name¥:

In some of the CIS Member States (Belarus, Kazakhstajikistan and Uzbekistan) and countries of
Central and Eastern Europe (Albania, for exampégresentation in the national domain administraiso
decided by the Government, and, although the Govents undertake occasional consultations with other
stakeholder groups on strategic issues regardmgnplementation of national e-strategies, thesiecs

are taken by the Government. In most instancésiriat users have to use online charts and/or fotom
express their attitude towards domain names regjstr practices.

2.4.4 |Pv4 and IPv6 allocation

IP addresses are another critical resource ofriteeriet. Currently, there are two types of IP adses in
active use: IP version 4 (IPv4) and IP versionR¥@l), although routing over the Internet is doreliAv4
addressing scheme. IPv4 was initially deployed alarduary 1983 and is still the most commonly used
version. IPv4 addresses are 32-bit numbers oftpresged as 4 octets in “dotted decimal” notation (f
example, 192.0.32.67). Deployment of the IPv6 protdoegan in 1999. IPv6 addresses are 128-bit
numbers (four times larger than IPv4) and are cotioeally expressed using hexadecimal strings.

Both IPv4 and IPv6 addresses are assigned in gatete manner. Users are assigned IP addresses by
Internet service providers (ISPs). ISPs obtaincalions of IP addresses from a local Internet tegis
(LIR), a national Internet registry (NIR), or fratimeir appropriate Regional Internet Registry (RiR).

The allocation of the IP addresses has been camriedh the same fashion as that of ASNs. The RIRs
receive IP address blocks from the IANA and thestriiute them through a system of Internet Registri

In Europe and Central Asia, it is the RIPE NCC vidhoesponsible for allocation of IP address spdte.
does that through its members — LIRs. The LIRs thesign IP addresses to end-users and to their own
network infrastructure.

For IPv6 address allocations, the United Kingdord &ermany acquired the largest address spaces in
2006; respectively, 16 per cent and 14 per cethefotal allocations made by the RIPE. Of the toem

of Eastern and Central Europe, Estonia and Polagi \most active. Their respective shares in total
allocations of IPv6 were four per cent and threeceat®®

©

° See https://www.centr.org/members/.

See http://www.afnic.fr/.
2 JANA (http://www.iana.org/ipaddress/ip-addressés.).
8 |bid.

®

1
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However, few countries of the UNECE region havéaied the transition to IPv6. The delay is causgd
relatively high costs associated with transiticspeially for small ISPs. Another problem hampetimg
introduction of IPv6 is that it is not interoperalwith IPv4. It is not possible to address a hbat bnly
knows IPv4, although it is possible to use bothtgrols simultaneously on the same host. This means
that any host on the Internet needs to use bo#hnet protocols until all the Internet switchesRw6.

In the meantime, the shortage of IP addresses bas prowing, and ISPs have been experiencing
difficulties in obtaining IP addresses from theis&ges. Temporary solutions to this problem weyenfd

in dynamic IP allocation by giving end-users aahént IP address on each connection or using Nktwor
Address Translation (NAT), a technique that all@@anecting end-users to the Internet by a proxgnor
address translating server. Both techniques, hawewatribute to asymmetry in the Internet becabsy
make it harder for end-users to run their own webvers and many type of peer-to-peer Internet
applications.

From a technical point of view, transition to IFg6 good thing, but so far the rewards in econderins
have not been very obvious. Some experts belibae it will take more time for the entire Internet
community to totally shift to IPv&'

2.45 Internationalized Domain Names

Since the end of the 1990s, many in the Globalhetecommunity have been concerned with the is§ue o
deepening the Internet penetration by bringing mpeeple on line. The online predominance of
languages based on the Latin alphabet was seemea®fothe most important economic and social
obstacles.

Thirty-two per cent of all the Internet users ir0DZ0Qvere using English, and 58 per cent of the users
employing languages based on the Latin alphabethésame time, the largest increase of the users b
language over the period 2000-2007 was at the agpehthose using the Arabic language (more than
940 %). The estimated world population for languagd respective Internet penetration rate imply tha
there is an enormous potential of the Internet wgewth. Even in the case of the English-speaking
population, the Internet penetration rate was d@yer cent in 2007. In order to release this potential,
language barriers to access the Internet mustrbewed. Therefore, it is not surprising that thisuis has
become an important item on the international agexidhe WSIS.

One of the objectives of the WSIS, which focusedtloem need to develop an inclusive Information
Society, was “to promote the inclusion of all pepin the Information Society through the developme
and use of local and/or indigenous languages in’ ITencouraging the development of content and
putting ;Q place technical conditions to facilitatee presence and use of all world languages on the
Internet:

It should be noted, however, that the implementiatibthis goal faces a technical challenge. Thedsted

for domain names does not allow letters with diexsi as required by many European languages, or
characters from non-Latin scripts such as Arabi€bmnese. Traditionally, the computers at the heart
the DNS only recognized a limited range of Romateis, or to be more precise, a subset of US-ASCII
(American Standard Code for Information Interchgngeracters. Much work has to be done to find a
way around this, either by changing the standardyyoagreeing on a way to convert internationalized
domain names into standard ASCII domain names wiidserving the stability of the domain name
system.

84 |DC White Paper ‘Tier 1 ISPs: What they are arythey are important”, Mark Winther, May 2006.
8 Internet World Statistics. See http://www.intarmerldstats.com/stats7.htm.

8 The World Summit on the Information Society. TuBismmitment. Document, WSIS-05/TUNIS/DOC/7-E, pasp 32. 18
November 2005.
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The introduction of Internationalized Domain Nanieghanging this. Internationalizing Domain Names
in Applications (IDNA) was designed for maximum kaard compatibility with the existing DNS
system. An IDNA-enabled application is able to cemivbetween the restricted-ASCIl and non-ASCII
representations of a domain, using the ASCII fannsases where it is needed (such as for DNS logkup)
but being able to present the more readable nonHA®EN to users. Applications that do not support
IDNA will not be able to handle domain names witnfASCII characters, but will still be able to asse
such domains if given the (usually rather cryp&ClI equivalent’

The idea of introducing IDNs caused some contrgvardhe Internet community. Many feared that the
fundamental unifying role of the Internet would doedermined, and the global Net would be partitioned
into a mosaic of domains, which could only be asi¥s by local (language) communities, therefore,
keeping them isolated from the global community degriving them of economic and social benefits
associated with the use of the global Internet.

While the argumentation of the opponents of IDNsa@$ without grounds, so is the reasoning of those
supporting the introduction and promotion of IDNEhe latter allow local communities to utilize
opportunities and capture benefits, which are abtel at the local markets, by bringing busines#enl
extending the reach and reducing costs of publicpaivate services providers.

Since 2001, the deployment of IDN ccTLDs as wellsasond level domain names within ccTLDs has
intensified. In Europe and Central Asia, the donraames and websites in the following languages and
corresponding scripts were found to be deployetheiy, Russian (Cyrillic) and Israeli (Hebreff).

87 JCANN. Guidelines for the Implementation of Intetio@alized Domain Names. Version 1.0, 20 June 20@8rnationalising

Domain Names in Applications, Network Working Gro&#-C: 3490, March 2003.
8 MINC. De-Fragmenting the Internet Namespace. J@® 2and see http://www.itu.int/ITU-
T/worksem/multilingual/presentations/S1-Tan.pdf.
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Table 21. Mobile cellular telephone subscribers pel00 inhabitants, 2000-2005

\ Country
Albania
Armenia
Austria
Azerbaijan
Belarus
Belgium
Bosnia and Herzegovina
Bulgaria
Croatia
Cyprus
Czech Republic
Denmark
Estonia
Finland
France
Georgia
Germany
Greece
Hungary
Iceland
Ireland
Italy
Kazakhstan
Kyrgyzstan
Latvia
Liechtenstein
Lithuania
Luxembourg
Moldova
Netherlands
Norway
Poland
Portugal
Romania
Russian Federation
San Marino
Slovak Republic
Slovenia
Spain
Sweden
Switzerland

The former Yugoslav
Republic of Macedonia

Tajikistan
Turkey
Turkmenistan
Ukraine

United Kingdom
Uzbekistan
Yugoslavia

| 2000 | 2001 | 2002 | 2003 | 2004 | 2005 |

1
1
76
5
0
55

12

13
1
81
9
1
75
12
20
40
46
68
74
46
80
62
6
68
75
49
86
77
88
4
1
28
33
29
93
5
76
79
26
77
17
5
59
40
74
72
81
73

11

0
28
0

5
77
1
19

28
2
83
10
5
78
20
33
53
58
84
83
65
87
65
11
72
85
68
90
76
96
7
1
39
34
47
106
8
75
83
36
83
23
12
62
54
84
82
89
79

18

0
33
0
8
83
1
34

36
4
89
13
11
83
28
45
58
77
95
88
78
91
70
16
79
78
79
97
88
98
9
3
53
73
63
119
11
81
89
45
96
32
25
63
68
87
87
98
84

38

1
39
0
14
91
1
45

39
7
97
17
23
87

36
61
64
79
106
95
94
96
74
19
86
84
86
99
95
108
19
6
67
74
99
141
18
91
98
60
98
47
51
63
79
93
89
97
85

49

2
48
1

29
101

58

49
11
106
27
42
90

41
81
80
86
115
100
109
100
79
33
96
92
92
103
103
124
33
10
81
79
127
155
26
97
103
76
109
62
84
64
84
89
100
101
92

62

60

37

112

64

Source ITU database. Data reproduced with the kind pgsian of ITU.
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Table 22. Mobile cellular coverage of population2000-2005

(percentage)

Country | 2000 | 2001 2002 | 2003 | 2004 | 2005
Albania . 84 90 90 89 91
Armenia . 38 .. 83 84 88
Austria 98 98 98 98 99 99
Azerbaijan 94 94 95 95 97 99
Belarus . . 87 87 88 88
Belgium 99 99 99 99 99 99
Bosnia and Herzegovina 60 80 90 93 95 97
Bulgaria 95 95 96 99 99 100
Croatia 98 98 98 98 99 100
Cyprus 99 99 100 100 100 100
Czech Republic 99 99 99 99 100 100
Denmark " . . . " 100
Estonia 99 99 99 99 99 99
Finland 99 99 99 99 99 99
France 99 99 99 99 99 99
Georgia " 79 . " 94 95
Germany 99 99 99 99 99 99
Greece 99 100 100 100 100 100
Hungary 95 96 99 99 99 99
Iceland 99 99 99 99 99 99
Ireland 98 98 99 99 99 99
Italy 100 100 100 100 100 100
Kazakhstan . 94 .. . . 94
Kyrgyzstan . . . . 70 90
Latvia 89 92 97 97 98 98
Liechtenstein . 90 90 . " 96
Lithuania 100 100 100 100 100 100
Luxembourg 98 98 98 98 98 99
Moldova 70 76 77 79 90 97
Netherlands 100 100 100 100 100 100
Norway 96 97 .. . . 99
Poland 95 . . 99 99 99
Portugal 99 99 99 99 99 99
Romania 97 98 98 98 98 98
Russian Federation . . N 4 96
Slovak Republic 98 98 98 99 99 100
Slovenia 98 98 99 99 99 99
Spain 99 99 99 99 99 99
Sweden . 99 99 99 99 99
Switzerland 98 99 99 100 100 100
The former Yugoslav
Republic of Magcedonia 90 - - - 98 99
Turkey 50 88 88 95 95 96
Ukraine . . 75 . 92 96
United Kingdom 99 99 99 99 99 99
Uzbekistan . . 75 " . .
Yugoslavia 77 83 92 .. 95 99

Source ITU database. Data reproduced with the kind pssian of ITU.
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Table 23. Mobile cellular telephone subscribers,9B0-2005
(in thousands)

. Country | 1990 1995 2000 2001 2002| 2003 2004 2005
Albania 0 0 30 393 851 1100 1260 1530
Armenia 0 0 17 26 71 114 203 320
Austria 74 384 6117 6 541 6 736 7274 7 992 8 650
Azerbaijan 0 6 420 730 794 1057 1457 2242
Belarus 0 6 49 138 463 1118 2239 4098
Belgium 43 235 5629 7 697 8 102 8 606 9132 9 460
Bosnia and Herzegovina 0 0 93 445 749 1075 1407 1594
Bulgaria 0 21 738 1550 2598 3501 4730 6 245
Croatia 0 34 1033 1755 2 340 2537 2 836 3650
Cyprus 3 44 218 314 418 552 641 719
Czech Republic 0 49 4 346 6 947 8 610 9709 10783 11776
Denmark 148 822 3364 3960 4478 4767 5167 5449
Estonia 0 30 557 651 881 1 050 1256 1445
Finland 258 1039 3729 4176 4517 4747 4988 5270
France 283 1302 29052 36997 38585 41702 44544 48 088
Georgia 0 0 195 301 504 711 841 1459
Germany 273 3725 48202 56126 59128 64800 71300 79 200
Greece 0 273 5932 7 964 9314 8 936 9324 10 260
Hungary 3 265 3076 4967 6 886 7 945 8727 9320
Iceland 10 31 215 248 260 280 290 304
Ireland 25 158 2 461 2970 3000 3500 3860 4270
Italy 266 3923 42246 51246 54200 56770 62750 72 200
Kazakhstan 0 5 197 582 1027 1331 2759 4 955
Kyrgyzstan 0 0 9 27 53 148 314 542
Latvia 0 15 401 657 917 1220 1537 1872
Liechtenstein 0 " 10 11 11 25 26 28
Lithuania 0 15 524 1018 1646 2170 3422 4 353
Luxembourg 1 27 303 409 473 539 646 720
Moldova 0 0 139 225 338 476 787 1090
Netherlands 79 539 10755 12200 12100 13200 14800 15834
Norway 197 981 3224 3593 3790 4061 4525 4754
Poland 0 75 6747 10005 13898 17401 23096 29 166
Portugal 7 341 6 665 7978 8670 10030 10362 11 447
Romania 0 9 2499 3845 5111 7040 10215 13 354
Russian Federation 0 89 3263 7750 17609 36135 73722 120000
San Marino 0 2 15 16 17 17 17 17
Slovak Republic 0 12 1244 2147 2923 3679 4275 4540
Slovenia 0 27 1216 1470 1667 1739 1849 1759
Spain 55 945 24265 29656 33531 37220 38623 42 694
Sweden 461 2008 6 372 7178 7 949 8 801 8 785 9104
Switzerland 125 447 4 639 5276 5736 6 189 6 275 6 834
The former Yugosla 0 0 116 223 365 776 986 1261
Republic ofMacedonii
Tajikistan 0 0 1 2 13 48 135 265
Turkey 32 437 16133 19573 23323 27888 34708 43 609
Turkmenistan 0 0 8 8 8 9 50 .
Ukraine 0 14 819 2225 3693 6498 13735 17 214
United Kingdom 1114 5736 43452 46283 49228 54256 60676 66 856
Uzbekistan 0 4 53 128 187 321 544 720
Yugoslavia 0 0 1304 1998 2 750 3635 4730 5229

Source ITU database. Data reproduced with the kind pgsian of ITU.
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Table 24. Cable networks in selected EU Member Sts, 2002 and 2005

Cable modem Cable modem Total number of
Country penetration coverage subscribers
(as % of inhabitants) | (as % of inhabitants (in thousands)
2002 | 2005 2002 2005 2002 | 2005
Austria 34 5.9 25 31 179.6 685
Belgium 34 6.8 55 80 348.5 699
Czech Republic 1 1.3 2 24 50 133
Denmark 25 8.6 25 60 1335 462
Estonia 2 3,7 20 53 25 49,5
Finland 1 2,8 20 33 54 149
France 0.5 0.9 24 26 283 566
Germany 0.1 0.3 5 15 45 240
Hungary 0.3 1.9 66 31.2 192
Iceland 0.2 0.1 31 31 0.5 0.4
Ireland 0.1 0.6 4 4 2.3 25
Latvia 0 0.7 16
Lithuania 1 2.8 25 54 97
Luxembourg 0.1 1.5 25 34 0.6 6.9
Malta 2 5.2 81 95 8 21
Netherlands 4.9 9.6 82 82 796 1562
Norway 14 3 20 20 64 138
Poland 0.2 1 9 12 200 371
Slovenia 0.4 3.2 8 64
Slovakia 0.1 0.5 0 13 35 26
Portugal 3 4.9 56 75 315.6 509
Sweden 17 3.7 38 47 156.4 333
Spain 0.9 2.9 38 42 366.2 1176
United Kingdom 1.3 4.5 42 53 769 2663

Source IDATE Consulting and Researddroadband Coverage in Europe. Final Rep@®06 Survey.
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Table 25. Access to Internet in selected UNECE mdrar States, 2005
(total number of subscribers, in thousands)

Country Internet subscribers Internet subscribers
(DSL) (Cable modem )

Austria 682 477
Belgium 1247.5 757.4
Bulgaria 39.4 51.9
Croatia 109.8 4.5
Czech Republic 279.8 133
Denmark 826.4 389.6
Estonia 84.8 495
Finland 1018.7 149
France 8902 563
Germany 10380 240
Greece 158 0
Hungary 412.9 212
Iceland 76 0.4
Ireland 239 325
Italy 6480 40.1
Liechtenstein 6.2 2.4
Lithuania 104.8 49.6
Luxembourg 64 6.2
Moldova 6.8 3.3
Netherlands 2500 1562.5
Norway 802 137.1
Poland 695 234
Portugal 697 5115
Romania 7.3 249
Russian Federation 437 1152
San Marino 1.1 0
Slovak Republic 104.5 215
Slovenia 129.3 65.5
Spain 3814 1170
Sweden 1207 355
Switzerland 1132 499
The former Yugoslav 8.3 1
Turkey o 1539 50.3
United Kingdom 7220 2666
Total 51411.6 11835.8

Source ITU database. Data reproduced with the kind pgsian of ITU.
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Table 26. Dial-up access to Internet in selectedNEECE member States, 2005
(total number of subscribers, in thousands)

Internet subscribers (Dial-up) 2005
Austria 598
Belgium 273
Bosnia and Herzegovina 176
Bulgaria 9
Croatia 838
Czech Republic 1616
Denmark 468
Estonia 18
Greece 725
Hungary 256
Iceland 9
Latvia 12
Lithuania 23
Luxembourg 49
Moldova 51
Norway 429
Poland 669
Portugal 271
Romania 1328
San Marino 4
Slovak Republic 113
Slovenia 201
Spain 1199
Sweden 1372
Switzerland 915
The formgr Yugoslav Republic of 84
Macedonia
United Kingdom 5539
Total 17245

Source: ITU database. Data reproduced with the kind pgsian of ITU.
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Table 27. DSL subscribers and DSL penetration rate2005

Country DSL'subscribers, 2005 | DSL penetration rate, 2005
(in thousands) ( % of the population)
Austria 684.6 8.5
Belgium 1294 12.5
Denmark 836.8 155
Finland 1018.7 19.5
France 8777.2 14.6
Germany 10380 12.6
Iceland 75.9 25.9
Ireland 202.2 4.9
Italy 6674 11.9
Luxembourg 63 14.2
Malta 30 7.5
Netherlands 2551 15.6
Norway 820.6 17.8
Portugal 708.5 6.8
Sweden 1227 13.6
United Kingdom 2663.4 12.1
Spain 3876.4 9.4
Greece 158 14
Cyprus 43.5 5.6
Czech Republic 279.8 2.7
Estonia 110.6 8.2
Hungary 372.5 3.7
Latvia 68.5 3
Lithuania 104.8 3.1
Poland 1254 3.3
Slovakia 104.9 1.9
Slovenia 130.6 6.5

Source ITU database; IDATE Consulting and Research. Dzpreknt of Broadband Access in
Europe, November 2006. Data reproduced with thd ggrmission of ITU.
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Table 28. Broadband Internet subscribers (all wird and wireless networks):
total number of subscribers

(in thousands)

| Country | 2002 | 2005 |

Armenia 0 1
Austria 457.8 1178
Azerbaijan 0 2
Belarus 0 2
Belgium 869 2011
Bosnia and Herzegovina 14
Bulgaria 0 1
Croatia 12 116
Cyprus 6 43.5
Czech Republic 5 709
Denmark 442 1431.6
Estonia 46 205
Finland 274 1174
France 1694.7 9471
Germany 3272 10700
Greece 0 160
Hungary 63.2 652
Iceland 25.3 78
Ireland 10.6 270.2
Italy 1110 7036
Kazakhstan 0 2
Kyrgyzstan 0 2
Latvia 10 90
Liechtenstein 1 9
Lithuania 20 234
Luxembourg 7.4 70
Moldova 0 10
Netherlands 1136 4173.6
Norway 205 1003.7
Poland 122 1637
Portugal 263 1212
Romania 16 751
Russian Federation 11 1589
San Marino 1 1
Slovak Republic 0.6 139
Slovenia 24.7 198
Spain 1333 5076
Sweden 711.6 1918
Switzerland 455 1658

The former Yugoslav

Republic of Macedonia 0 12
Turkey 21 1590
United Kingdom 1359 9894
Uzbekistan 0 3
Malta 18 51

Source ITU database; IDATE Consulting and Research. Dipraent of Broadband Access
in Europe, November 2006. Data reproduced wittkthé permission of ITU.
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Table 29. Internet usage in Europe, 2000-2007

Total number of Internet usage Usage growth
Country Internet users penetration rate 2000-2007
(in thousands) (% population) (%)
Albania 0.20 6.10 7420.00
Andorra 0.22 31.50 338.00
Austria 4650.00 56.60 121.40
Belarus 3394.00 35.10 1785.80
Belgium 5100.00 48.50 155.00
Bosnia and Herzegovina 0.80 17.30 11420.0C
Bulgaria 2200.00 28.70 412.00
Croatia 1472.00 32.90 636.00
Cyprus 0.30 33.60 172.00
Czech Republic 5100.00 50.00 410.00
Denmark 3762.50 69.20 93.00
Estonia 0.70 51.80 88.00
Finland 3286.00 62.30 70.50
France 32926.00 53.70 287.40
Germany 50426.00 61.10 110.00
Greece 3800.00 33.50 280.00
Hungary 3050.00 30.40 326.60
Iceland 0.30 86.30 53.60
Ireland 2060.00 50.20 162.80
Italy 31482.00 52.90 138.50
Latvia 1030.00 45.20 586.70
Liechtenstein 0.02 61.80 144.40
Lithuania 1221.00 35.90 443.00
Luxembourg 0.30 68.00 215.00
Malta 0.20 33.00 218.00
Moldova 0.50 14.80 2100.00
Monaco 0.02 53.80 157.10
Netherlands 12060.00 73.30 209.20
Norway 3140.00 67.40 42.70
Poland 11400.00 29.90 307.10
Portugal 7783.00 73.80 211.30
Romania 4940.00 23.40 517.50
Russian Federation 28000.00 19.50 803.20
San Marino 0.01 45.40 472.00
Serbia 1400.00 13.90 250.00
Slovakia 2500.00 46.50 284.60
Slovenia 1090.00 55.50 263.30
Spain 19765.00 43.90 266.80
Sweden 6890.00 75.60 70.20
Switzerland 5098.00 67.80 138.90
The former Yugoslav
Republic of Macedonia 393.00 19.10 1208.90
Turkey 16000.00 21.10 700.00
Ukraine 5278.00 11.50 2539.10
United Kingdom 37600.00 62.30 144.20
Total Europe 321853.00 39.80 206.20

Source World Internet Statistics.



Chapter 3
GOVERNING THE EVOLVING INTERNET IN THE
UNECE REGION

As the Internet penetration is deepening, andfgact on communities is becoming more apparent, new
issues are surfacing challenging communities thiougithe UNECE region. These are, among others:

« How to mitigate risks and threats associated witfine activities without undermining the
Internet development;

* How to maximize the benefits brought about by titerinet;
*  How to bring everybody online;
* How to raise the effectiveness of the use of therhet.

3.1 The challenges

Internet Governance is a challenging and contrialessue. For some, it should be left to ICT spists

who are best equipped to manage the productioeabinical norms for the network, the distribution of
unigue identifiers, data exchange and traffickimgl ather technical aspects of the Internet operatio
Therefore, Internet Governance should be purelgriieal. For others, who view the Internet as a joubl
good, the Internet Governance should be broademesh¢ompass the issues of public concern and to
insure that those who operate and interact onlieéracompliance with the Law. As more people move
online, it becomes apparent that realities, goatlarbad, of our terrestrial life are rapidly aatug their
cyber life-forms. In the absence of an effectiybarspace legislation based on shared moral andl soc
norms and, consequently, an adequate (for thenketieenforcement mechanism, there is a real dahger
the evolution of the Internet could come to a bafore we reap all the benefits.

The Internet differs from other media in many respebut the most important are the following:

e Itis borderless;

. It is decentralized;

* It does not have a central point of control;

e |ts participants are plural and diverse;

e Itisin perpetual transformation;

*  The space of social agents’ interaction it provigasot fully institutionally framed.

These very characteristics of the Internet wererdasons behind the failure of the earlier regujato
attempts of the States and the emergence of a eegfirself-regulation set up by the private sedféhile
the private sector self-regulatory regime has kmetessful in resolving technical problems, it has
been able to respond to public concerns. On therdtand, the formal regulatory efforts aiming, for
example, to bring online behavior of Internet papénts in compliance with moral and social public
norms were also unsuccessful precisely becausedidrderless and global nature of the Internethisie
corporations nor States alone proved able to impodeenforce the behavior rules on Internet paiitis
worldwide. This situation brings in other problersgch as:
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*  Abuse of privacy of users, both by corporations iawlividuals;
¢ Abuse of human rights, such as inciting hatredratm;

« Informatization of criminal activities (theft, mopéaundrying, human trafficking, child
pornography and others);

«  Abuse of consumers’ trust (fraud, selling bad quaoods, cheating, spamming and phishing);

«  Abuse of the Internet and fair competition (datkbge, spyware, malware, virus distribution,
hacking, cybersquatting, piracy, among others).

The economic damage of online violation of publarms borne by the end-users is enormous. Thus,
according to the 2007 Consumer Reports, the likelihand impact of four leading online hazards & th
United States are the followintj:

SPAM VIRUSES SPYWARE PHISHING
United States 1in2 1in5 1in 11 1in 81
incidence
Average cost per
incident n.a. $100 $100 $200
Total damage n.a. $3.3 billion $1.7 billion $2.1libn

On the whole American Internet users spent alm8sbiffions over the last two years on computer
repairing and part replacement as a result of viriextion and spyware.

With growing reliance of companies on digital infation and technology, security-related business
disruptions are becoming a major concern. Busigesseh as banking, retail, civil aviation, digital
television and radio, online music sales, VolPpkty systems and many others can be completety shu
down by security attacks. The same goes for Welertiding and digital media distribution. In these
businesses, service disruption translates direntty loss of customers and revenue. According ® th
Computer Crime Research Center, in May 2006, alovee than 20,109 e-mails and 11,976 phishing
web sites, representing 137 hijacked brands wegerted and tracked by the Anti-Phishing Working
Group of the Center (APWG). In the United Statésyas estimated that between May 2004 and May
2005, 1.2 million Internet users were victims ofighiing, totaling approximately $929 million. In the
Uniteg) Kingdom, losses from phishing almost doulii@dE23.2 million in 2005, from £12.2 million in
2004:

The vulnerability of national infrastructure hasalincreased due to digitization and computerinatio
Computerized floodgates, power grids, confidentlata of State strategic organizations are at risk,
especially in the face of a terrorist attack. Siggexperts identified several full-scale attatksough the
Internet following 11 September: one general orghathat shut down 300,000 computer servers in just
15 minutes, disabling 911 systems and automatderdeland one aimed at the White House. The
unleashing of a so-called worm the week after th&Séptember attacks that blitzed corporate computer
caused damage of $3 billidh.In 2006, in the United Kingdom there were a staigge 3,237,500
cybercrimes committed, according to a new reparnfionline identity specialists Garlik in collabdoet
with leading criminologists. This means that evé&fy seconds one cybercrime was committed in the
United Kingdom aloné?

Computer crimes are increasingly prone to havernatenal dimensions. Some of the challenges faced
on the international front include: the need tontamize countries' criminal laws; locating and idligimg
perpetrators across borders; and securing electesience of their crimes so that they may be dinou

89 ConsumerReports.org. 2007 State of the Net.

° The Computer Crime Research Center (See httpuietime-research.org/about/).
1 The Computer Crime Research Center (See httpuisrime-research.org/about/).
2 One cyber crime every ten seconds, September g, (22Miweb.com).
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to justice. Complex jurisdictional issues ariseeath step. Hence, in developing a new model of the
Internet Governance this challenge needs to b take consideration too.

Furthermore, in order to ensure the compliancentérhet participants with public social and moral
norms, representatives of individual Internet useeed to be given an opportunity to express their
concerns and to influence the development of atitiutisnal framework for cyberspace. The issueshsu
as the content of online materials, the qualitygobds and services provided by Governments and
companies, personal data protection and securitfingincial and other transactions conducted by
consumers online represent only a short list afgsf concern to some groups of the Internet users

Therefore, the challenges posed by the evolvingriet cannot be met by applying technical methods
alone and without participation of all the partmncerned: the State, the private sector and ik ci
society. This implies the need to devebfripartite partnershipupon which a new Internet Governance
model could be designed. However, for the Intesoetival it is also crucial to identify a propedeand
function of each of the parties to Internet manag@m

3.2. The stakeholders

Since leaving the premises of research laboratbeyevolving Internet has been increasingly affecthe
lives and activities of different social groupsvitiservants, businessmen, youth and children, ntare
researchers and educators, cultural communitiesngrothers). Progressively, the ranks of thosénlgav
vested interests in the Internet development haeerg bringing new issues to the agenda of global
Internet Governance.

3.2.1 Governments

Contrary to a prevailing perception, the role ofv&mments in the development of the Internet in the
UNECE region has been remarkable and multifacetétstly, Government in many countries of Europe
has heavily invested in and made public funds abkel for both research activities and the Internet
physical infrastructure development (table’35$econdly, Governments have been proactive imgaip

an institutional regime conducive to developmentté ICT sector. Thirdly, Governments have
subsidized or fully financed programmes and prsjeshich have encouraged and accelerated the access
and usage of ICT and the Internet, in particulgryvérious social groups. Fourthly, Governmentsehav
undertaken targeted efforts to narrow digital ddgdoth within and between the countries of théoreg
initiating and supporting various programmes argjgats tailored to specific needs and requiremehts
people with disabilities, the elderly, the longareuinemployed, women and other social groups. At the
subregional level, Governments have cooperatednmoving obstacles to transborder business opesation
and cultural networking via the Internet. They haamtributed to the development and promotion of
uniform ICT standards to improve interoperabilityda thus, enabling the seamlessness of information
transmission. They have provided various incentivesncourage research and innovation in the |@&.ar
At the same time, Governments in a significant nendf countries have been trying to precisely defin
their role and set limits of public interventionthre process of development of the Information &gci

The experience of the EU represents an examplecokssful consecutive intervention of the Goverrimen
in the ICT market operation in the UNECE regiorar§ihg with an information research project (E9prit
one of the specific subprogrammes within an intesgraprogramme of industrial R&D projects,
technology take-up measures and liberalizatiorhefICT market paving the way for the emergence of
new ICT products and services, the EU moved tocargk stage. This stage entailed a coordinated and
comprehensive policy aiming to accelerate econ@rogvth, improve competitiveness and generate new
jobs by focusing the efforts on five priority ditems: (a) diffusion of the principles of effectN€T

% Information and Communications Technologies. CODECommunications Outlook 2007.
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usage and development of ICT applications; (b)tmeaof a legislation stimulating and encouraging
private initiative; (c) development of trans-Eurapetelecommunication infrastructure; (d) organaati

and promotion of ICT training; and (e) developmehinew ICT sectors and technologies. The results
transformed the EU into an e-Europe.

Table 30. Public telecommunication investment (ekading spectrum fees)
in selected European countries

(in US$ millions)

Average annual

‘ Country 1988/ | 1991/ | 1994/ 1997 | 1998 | 1999 | 2000 | 2001 | 2002 | 2003 | 2004 | 2005
1990 | 1993 | 1996

Austria 965 1308 1283 996 1662 2002 2619 1620 905 11 4 436 509
Belgium 614 779 927 719 670 746 952 501 754 390 61001187
Czech Rep. 226 813 1421 1164 854 471 599 455 1267512 538
Denmark 490 431 612 890 1077 936 1116 1324 970 851955 1137
Finland 670 510 632 835 595 572 629 657 475 483 511758
France 4548 6081 6175 6423 6153 6286 7194 8198 5376109 6784 7840
Germany 9263 15808 12717 11896 8000 8298 9083 10266698 6180 7037 8162
Greece 291 808 751 843 1552 1398 1346 1534 1291 3 1261358 813
Hungary 216 456 754 764 662 812 820 750 713 625 653768
Iceland 12 23 30 29 52 56 69 37 24 44 80 90
Ireland 174 202 260 462 515 460 704 443 575 575 63%84
ltaly 7365 8657 5065 5555 5959 7187 6226 7208 893@962 8746 8609
Luxembourg 39 72 96 79 30 55 15 30 49 44 73 56
Netherlands 1144 1572 1511 3274 5800 10418 3174 12671564 1821 1930 1340
Norway 500 483 361 541 477 541 578 597 707 524 1024142
Poland 140 489 896 1006 1365 1862 2434 1965 2326 63 13 1492 1539
Portugal 562 973 938 1078 1216 1233 1146 1229 947 45 6 838 911
Slovakia 287 384 343 1050 1359 1405 641 345 425461
Spain 4517 4265 3220 2654 2952 6572 9346 7313 5243103 5760 5797
Sweden 1079 1164 1197 1404 1159 1014 1637 1714 142BA52 1577 1182
Switzerland 1597 1786 1761 1637 1275 2034 2245 1643653 1580 1661 1604
Turkey 548 787 500 553 4225 3777 3541 2949 2159 4220 368 1389
Epni;ed%m 4830 3738 4887 9971 8987 12800 14122 14159 1018593310 11963 13205

Source Information and Communications Technologies. OBGInmunications Outlook 2007.

At present, the EU is in the process of implementiga010 — A European Information Society for Growt
and Employment” initiative adopted in 2005, whishseen as a renewed Lisbon strategy. In thistingia
three policy priorities are outlined:

(1) The creation of an open and competitive single etdidr information society and media services
within the EU. To support technological convergenaith “policy convergence”, the
Commission will propose: an efficient spectrum ngaraent policy in Europe; modernization of
the rules on audiovisual media services; updatihghe regulatory framework for electronic
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communications; a strategy for a secure informasiociety; and a comprehensive approach for
effective and interoperable digital rights manageine

(2) The increase of the EU investment in research oh BE 80 per cent! The 2010 initiative
identifies steps to put more into ICT research gatlmore out of it, e.g. by trans-European
demonstrator projects to test promising researshlte and by integrating small and medium
sized enterprises better in EU research projects.

(3) The promotion of an inclusive European informatsmtiety in order to close the gap between
the information society’s “haves and have-ndts”.

The important characteristic of the EU policy ir tarea of ICT and the Internet development has heen
strong reliance on partnership with businesses and civil society groups, althotingiie are differences in
this respect between the EU countries. Efforts Heen undertaken to develop and set up channels and
mechanisms allowing on-going consultations withtadl stakeholders in order to ensure their invokeim

in the EU policy formulation and implementation aeging the ICT sector development. The EU has also
paid much attention tthe build-up of capacity and capabilities of civil society groups, which constitute a
necessary precondition of their effective and aogsitve participation in the Internet Governance.

In CIS member States and in Eastern and Centradean countries, the Governments’ role in the ICT
sector development has also been profound. MoshefiCT infrastructure and research capacity and
capabilities currently in place were built up dgritme Soviet period. Over the period of 2000-200&l
annual investments in telecommunications were iveligt unstable and far below the level needed to
remove infrastructural bottlenecks (figures 19 aay

Although in some CIS countries public companieg like Russian Railways or Rostelecom continue to
play a leading role in developing and modernizi€J | new and alternative ICT companies are slowly
gaining economic power (and expertise) and beg@iinlook for new investment opportunities in the

sector. Therefore, they are increasingly competiiitp public or semi-public ICT companies and are

anxious to utilize chances provided by public natidde e-programmes and projects.

Practically all the CIS countries adopted e-striaeg@nd action plans, which are a result of legr@ind
continue being adjusted in response to pressurthefabove-mentioned groups. Some government
agencies have been innovative in designing meadmasnig interaction with other stakeholders. In sahe
the CIS countries, in the Russian Federation itiquaar, regional and local governments have betive

and effective in promoting ICT usage among SMEsgcational establishments and government agencies.
However, the framework of local initiatives varigem country to country due to a number of reasons,
among which the availability of financial resourdess been the most important one. Therefore,ribis
surprising that capitals and the largest cities ramst advanced in terms of the ICT teledencity and
Internet penetration. As in the EU, some CIS Gowvemnts adopted e-Government, e-education and e-
health programmes (Ukraine, Russian Federation Aaedbaijan, Armenia, Belarus, Georgia, Moldova,
Kazakhstan, Kyrgyzstan, Uzbekistan), which are ei@\as a catalyst of the informatization process.

% Europe lags behind in ICT research, investing €80 per head as compared to €350 in Japan ariti€4fe United States.

% The Commission will propose: an Action Plan on@+&nment for citizen-centered services; three liguaf-life” ICT

flagship initiatives (technologies for an ageingisty, intelligent vehicles that are smarter, safed cleaner, and digital libraries
making multimedia and multilingual European cultaxailable to all; and actions to overcome the gaplgic and social “digital
divide”, culminating in a European Initiative onreelusion.
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Figure 19. Annual total investment in telecommuniations in selected CIS countries, 1995-2005
(% GDP)

Source ITU. Data reproduced with the kind permissiod ™.

Figure 20. Annual total investment in telecommuniations in selected Eastern and Central

European countries, 1995-2005
(% GDP)

Source ITU. Data reproduced with the kind permissiod ™.
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The ICT regulatory regime in most of the CIS Mem§B#ates is far from being fully developed (tablé. 31
In some of the CIS it is at the initial stage ofniation (Tajikistan, Turkmenistan, Georgia). In ®m
others it still needs further perfection.

Table 31. The emerging regulatory regime in seleetl CIS countries

Regulatory environment for electronic communicagion
el Licensing
Country Inter- Numberi sharing Tariff Leased d Spectrum
connection| ' UMPeMNg and policy lines and regulation
. authorization
collocation
Armenia X X X X X X X
(limited)
Azerbaijan X X X X X X
Belarus X X X X X
Georgia X X X
Kazakhstan X X X X X
Moldova X X X X X X X
In the
Russian process
Federation X of X X X X
change
Ukraine X X X X X X
Uzbekistan X X X X X X
Regulatory environment for online services
Country Digital Payment | Taxation | Condition Data lllegal ISP rights
signature systems issues al access | protection content protection
Armenia X X
Azerbaijan X X
Belarus X X X
Georgia X
Kazakhstan X
Moldova X X
Russian In
Federation X X process X
Ukraine X
Uzbekistan X X X

Source:Based on information collected from Government wigds.

Although CIS countries have been trying hard telcatp with their European neighbors, they weredadrc

to prioritize their efforts to cope simultaneouslith other cardinal challenges associated withpifoeess

of transition and the build-up of a market econoffige role of the State in the CIS countries hasibee
transformed, albeit to a different degree. Its diiavolvement in the management of the economy has
been significantly curtailed in most of the couedriof the subregion. As a result, the public seictohe

ICT area has been drastically reduced and a vibpmivate sector was born. These distinctive
development conditions and incompleteness of tianscoupled with the unevenness of development
between and within CIS countries predetermined @icehof priorities and emphasis, which differs to
some extent from that of the EU. The analysis gfoimg conceptual debates and current situatiotisein
CIS countries allows assuming that in the neargsté most CIS Governments will be focusing on:

(@)
(b)
()
(d)
(€)

Creating and/or perfecting ICT legislation;

Building up and/or extending ICT infrastructure;
Human resources development (e-education, e-lifrac
Improving information security;

E-Government.
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3.2.2 The private sector

The outstanding contribution of the private sectorInternet development is well recognized and
appreciated. Until recently it was able to providehnical and business solutions to most of tbelpms
arising in the course of the Internet evolutiorgliing some problems of a moral nature (for exampl
online abuse of minors). However, today the privegetor needs partnering with other stakeholders in
order to ensure fair competition in the cyberspaess to emerging cyber markets, security and
predictability — all the conditions that enable Weareation activities.

Because of the very nature of the private sectdrisfocus on profit maximization, it would be waito
expect that the private sector alone could solwgesal problems which are at the root of digitalidées.
But it can provide technical ideas and contribotadlving such problems, in partnership with theljgu
sector or if the right incentives are in place.

In many countries in transition of the region, I®Usinesses are reluctant to the idea of collective
bargaining and action, although in some counthescteation of business and/or professional agsmtsa
has accelerated (table 32). Factors impedingetarmbilization of the business community in caues

in transition include:

« Lack of organizational experience;

. Lack of mutual trust;

¢ Predominance of small and medium-sized firms antbedCT enterprises;
*  Absence of formal channels of public-private dialeg

*  Monopolization and high concentration of real map@wer in the hands of few companies (in
some instances);

e Attitudinal problems (reliance on support of frisnot relatives; underestimation of the value of
consulting and advising services);

e Corruption;
« High costs of self-organization and peering agasitboth in terms of time and money.

In Ukraine, Russian Federation, Kazakhstan, KyrgyzsISPs and other professional and business
groups, such as programmers, ICT engineers andsofle¢ up professional associations and forums at
which they have been trying to work out commontsgis regarding current development trends in the
area of ICT. Their aim is to reach a consensusechnical issues relevant to the development of the
Internet and the Information Society, and to cdntie to the formulation of national e-strategied #me
implementation of national action plans. Nonethgl#sis necessary to underscore that the poteuitidie
private ICT sector to contribute to the developmehtan Information Society is far from being fully
utilized in most countries in transition, althouighsome countries the situation has been rapidiynging.

SMEs in most countries of the region have beenitaggehind in the ICT uptake and, therefore, haste n
been active in pursuing their interests in the afemformatization. Such a situation affects themll
demand for ICT and Internet services in the regémd, therefore, results in the loss of market
opportunities due to a lower competitiveness of SME

SMEs make up the vast majority of businesses ithaltountries of the region. In the EU aloneétee
23 million SMEs. They account for 99 per cent dfeaiterprises and provide 75 million jobs. In some
industrial sectors they contribute to up 80 pert cdremployment (for example in textiles, constroigt
and furniturey®

% EU ICT Task Force Report 2006. Fostering the @etitiveness of Europe’s ICT Industry.



Governing the evolving Internet in the UNECE region 87

Table 32. Major representative business associatis, forums and/or
business groups in the ICT sector in selected Cli®uantries

Country

Representative business association, forum andy/lnglgroup

Russian Federation

GSM Association

Association of Telephone Operators
Cable Television of Association;
Electronic Data Interchange Association
The Union of Internet Operators

Business groups
AFK Systema 1 with significant

AIfa—Group/AItlmaj lobbying power

Telecominvest

Ukraine

Ukrainian Union of Entrepreneurs and Industrialists
(USPP)

Internet Association of Ukraine

Ukrainian Wireless Association

Azerbaijan

Azerbaijan ISP Association (AziSPA)
annual business forum — dialogue with the Presidedt
Government representatives

Belarus

Infopark (an association of IT companies, mainly
software developers)

Georgia

Telecommunication League
Broadcasters Association
Cable TV Association
Internet Association

Kazakhstan

National Telecommunications Association
Consultative Council of the Agency on Informatieati
and Communications

Council of Operators

Uzbekistan

Association of IT Companies and Organizations (20(
Association of Business Incubators and Technology
Parks in Uzbekistan (ABIT)

Tajikistan

Association of ISPs

Moldova

Union of Communications Sector of Moldova
Association of Patronage of Telecommunications an
Informatics (APOTIM)

Association of Private Operators

Armenia

Union of Information Technology Enterprises

Government IT Development Supporting Council

Source Various publications and Internet sources.

There are a number of factors that hold back tReu@take by SMEs in the UNECE region:

* Lack of ICT awareness;
. Lack of financial resources;

e Lack of ICT skills and digital literacy;

e High costs of ICT services.

5



88 Towards a knowledge-based economy — Europe andalésia: Internet development and governnance

In many countries of the region specific programmaiesing to accelerate the ICT uptake by SMEs have
recently been put in place. In Russia, for exampleh programmes have been launched by various
stakeholders at the local level. For exampleP8tersburg Foundation for SME Development provides
ICT training within four modules’

(1) “Using ICT for increasing effectiveness of SMES”;
(2) “Information technologies in business”;

(3) “Introductory training course on e-commerce”;

(4) “Keys to online trade information”.

A great number of programmes (both at the natiandlregion-wide levels), whose specific
purpose is to enable SME acquisition of ICT cajidxsl and capacities exist in the EU region.
Promoting SME use of ICT involves:

¢ Improving technical and management skills (Diditakracy initiative);

e Making appropriate e-business solutions availateSMES;

¢ Addressing the high cost of ownership of ICT equepin

»  Tackling security and privacy issues (Privacy Erdiragn Technologies initiative);

¢ Making available SME-specific information on e-ness (e-Business Support Network for
SMEs initiative);

*  Promoting e-Government: reducing administrativerbgads and creating an incentive to engage
in e-business (e-Government).

3.2.3  Civil society groups

In most countries in transition, NGOs representimgrnet end-user groups are too few (table 33). A
similar situation exists in other countries in s#ion of the region. Their organizational capadityd
financial resources are extremely limited to getgera noticeable impact on ICT policies and/or to
effectively contribute to the Internet Governandeurthermore, most of the existing civil societyigps
(except for ICT professional and research associs}i lack capability to formulate realistic policy
recommendations due to the knowledge and expeyéige This lack of knowledge and understanding of
the Internet as a new and unique medium in its tncreases the risk of excessive politization @& th
issues which are purely technical in nature anddcbe solved by technical rather than political mea

There are other factors constraining the parti@padf civil society groups in the Internet Govenna in
the region. A significant proportion of the popidatin many countries is not familiar with the Imet.

At the same time the participation of represenéatiwil society groups in ICT policy formulation is
crucial for maximizing economic and social beneéissociated with effective utilization of the Imtet
potential (for example in the areas of medicineicadfure; public services; wholesale and retailitigvel
and tourism; access to new markets and clientegijcplarly, for micro and small businesses, among
others).

" http:/iwww.fbd.spb.ru/index.php?option=com_comngeask=category&sectionid=3&id=17&Itemid=58.
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Table 33. Major civil society groups/NGOs activen the area of informatization
and the Internet governance in selected CIS counes

Country Civil society group/NGO

- Association of Protection of Consumer Rights

Russia - E-Development Partnership (multistakeholder
organization)

- Internet Association of Ukraine

Ukraine - Ukrainian Internet Community

- Virtual Internet Society

- Armenian Internet Society, Armenia’s chapter of

Armenia 1SOC
Azerbaijan - Azerbaijan Internet Society
Kazakhstan - Ass_ociation of Protection of_ Consumer Rights _
- National League on Protection of Consumer Rights
. - Internet Society, Georgia’s Chapter of ISOC
Georgia

- Internet Academy

Source Online resources.

While NGOs with special interests in the ICT depsieent are not numerous, other civil society groups
(educators, parents, social movements, youth azgdans, organizations of people with disabilitiesal
associations, medical professional associationsoéimers) have shown a growing interest in utilizihg
Internet in their activities. Many of these orgaaiions have set up their own websites, containing
databases and information pools needed for netwgyrkactivities support, advocacy and action
mobilization. Some are offering ICT training cowg$e improve e-literacy and e-skills of their memshe






Chapter 4
CONCLUSIONS AND RECOMMENDATIONS

The above analysis of the situation in the UNECEgiar demonstrates that the development of the
Internet has been extremely uneven across the UNB@mber States. Even in the most advanced
countries of the region various digital gaps persetween urban and rural regions and between lsocia
groups.

4.1 Conclusions

On thedemand side a number of constraining factors appeared redplenfor the lack of affordability
and access to ICT and Internet and, consequeatlygjgital differentiation between and within coues:

(a) Differences in the availability of ICT/Internet pigal infrastructure and, therefore, differences
in the level of ICT and Internet penetration;

(b) Differences in per capita income;

(c) Unequal distribution of income, discrimination amdmental barriers (for instance in the case of
the elderly);

(d) High costs of the ICT equipment (hardware and saf@yvand services;

(e) Lack of awareness of the potential benefits assetiaith the ICT and the Internet usage;
(f) Lack of trust in the security of online economigrisactions;

(g) Reluctance of businesses to uptake informatizatfdgheir business operations;

(h) A relatively low level of e-literacy and e-skillsnmng population.

On thesupply side the most important impeding factors were idestifas follows:

(&) Monopolization of the ICT sector, and, consequertkig lack of competition;
(b) Loopholes in and/or an underdeveloped ICT institwl regime;
(c) A lack of and/or restricted access of businessesiiidic financial resources;

(d) Insufficient and unstable level of public and ptevinvestment in the ICT/Internet infrastructure
development;

(e) Bureaucratization of the decision-making processl amplementation of e-development
strategies and plans of action;

() Arrelatively high level of the ICT market entry tes

The exact combination of the demand and supplytr@ingg factors varies from country to country and
from subregion to subregion, resulting in differesién e-development priorities, means and methéds o
implementation of national e-development strategigg applying these as criteria, the following oty-
groups could be distinguished:

(a) Advanced countries (Western European and Northern European countmggaly) with a high

level of ICT development and penetration. Theirimmbcus at this stage is to accelerate
effective usage of ICT and the Internet by busiegsand consumers and deepen the Internet
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penetration in order to gain in competitivenessnafional produce and quality of life of the
population;
(b) Countries with an upper medium ICT development level (some Baltic, Central and Southern

European countries). Their main focus is on extendhe Internet outreach horizontally and
vertically by means of e-Governance, e-educati@htargeted e-Inclusion program;

(c) Countries with a lower medium ICT development level (some Central, Eastern, Southern
European and Balkan countries, including Kazakhstadkraine, Belarus and the Russian
Federation). Their main focus is on horizontaleasion of the ICT and Internet physical
infrastructure, furthering and improving the ingtibnal regime, digitization of public agencies
and services, and investing in ICT education asdarch facilities;

(d) Countries with the lowest level of ICT development and Internet uptake (most of the Central
Asian, South Caucasus and some Eastern and Solheypean countries). Their main focus is
raising awareness of ICT and the Internet, establjsan enabling institutional environment, and
widening the access to the Internet by means oPPIA

Some countries (Kazakhstan and the Russian Fealerdtir example) cannot be placed neatly into the
above classification. The Russian Federation pessesnormous potential in terms of capabilities and
investment resources, which, under the right migtihal conditions and by means of effective e-
development policies and instruments, could brhmegy dountry back to the club of leaders in the afea
ICT research and development. Kazakhstan with utgehterritory and small population needs to invest
heavily in both human capital and physical infrastare in order to overcome a significant ruralaurb
and geographic digital divides.

With regard to Internet Governance, in many coestof the region, especially the CIS, some Southern
European and Balkan countries, either the Goverhragencies alone or the Government with a very
modest private sector involvement have been matt@uisions regarding the Internet. Attempts by some
professional or civil society non-for-profit grouge gain influence in the decision-making process
concerning various ICT and Internet developmentdsave not been very successful.

4.2 Recommendations

421 Atthe national level

(a) It is obvious that many countries in the regionchée bring together all the interested
parties into the process of decision-making and lémpntation of national e-
development strategies and plans of action. To riegttask, dialogue channels and
negotiation mechanisms need to be designed and place within the framework of e-
Government programmes;

(b) Various public-private partnership schemes shoutd considered as a means of
overcoming financial constraints and as a meansingflementing national e-
programmes and projects;

(c) Technoparks, ICT business incubators and free zades could be more widely and
actively employed as a means of accelerating theal@l Internet penetration;

(d) Public funding of ICT projects and programmes stidud made equally accessible to

large and small businesses, and procedures ingutBndering should be made
transparent;
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(€)

(f)

(9)

(h)

(i)

0

4.2.2

@

(b)

4.2.3
@

International cooperation in the form of outsougginontracting out, joint ventures and
full foreign ownership could be considered as derahtive source of financing for
overcoming the lack of domestic investment res@jrce

Business “angels” supporting venture enterprisiegpecially, among special social
groups should be publicly recognized and encourggelliding by fiscal incentives;

Large companies with their own backbone ICT netwodould be encouraged to
cooperate more actively with local small and aldirre ICT firms and ISPs in
implementing local e-development projects. Centmall local Governments could
stimulate such cooperation by bringing big and $nsampanies into public ICT
projects and programs;

Establishing local chapters of the Internet Goveantrcould be considered as a means
to bring all the stakeholders into the decision-imgkprocess. They could be
instrumental in identifying effective and efficiesblutions to local e-development
bottlenecks;

The Governments should focus on ensuring a higél le protection of the ICT and
Internet critical resources, online business treti@as and privacy. Effective solutions
could be identified by the private and civil sogigtoups;

The Governments should also take additional stepsite Internet awareness of the
population. The possibility of employing mass mezhannels (public TV, for example)
and public ICT affordable training courses, inchglilong-distance courses could be
considered among the available awareness-raisgtigiments.

At the regional level

The UNECE region has established a dense crossrgotmoperation and interaction
network, including in the area of ICT and Intermetvelopment. Further efforts are
needed to bring these interdependent relationshigteer level. In the area of ICT and
Internet development, cross-border cooperation rprogies and projects could
contribute to furthering ICT development in the wtries which are regional ICT
development laggards. The experience of Estoniidcgerve as an example of how a
country with a low initial level of ICT developmenbuld benefit from inclusion in the
ICT network of a more advanced country. Other eXempf successful cross-border
cooperation can be found (for example, betweerRilgsian North-West region and the
Nordic countries), which could be replicated byevt)

At the regional level it would be useful to set ametwork of the national Internet

Governance Chapters as well as an annual Foruhredfidtional chapters in one of the
region’s countries. This could serve as a consaitathannel and/or mechanism of the
Global Internet Governance and provide the regiod &s stakeholders with an

opportunity to participate in the Global Interneav@rnance.

At UNECE

The UNECE could further mainstream ICT into itsreat programmes and projects. In
particular, implementation strategies to explog tienefits of ICT should continue in

such areas as trade, especially tools for electtminess; collection and dissemination
of statistical information; encouraging digital decnacy to promote public participation

in environmental decision-making; intelligent trpogt systems; and measures to
promote a gender-sensitive Information Society;
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(b)

(©

The UNECE could contribute to Internet developmemid governance through
cooperation with the follow up process to the Wd@ldnmit on the Information Society
and, in particular through cooperation with thetgdiNations Regional Commissions.

UNECE under the SPECA framework could further dbote knowledge-based
development of the SPECA member countries anditieil regional cooperation in
Central Asia. It could continue its support on a@fyabuilding activities on ICT policy
development as well as the ICT access point prdjpahced by the United Nations
Development Account under the new Project Workingup on Knowledge-based
Development (PWG on KBD).
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