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Regulations

* One of the main goals of a statistical office is to maintain and
provide statistical confidentiality for its respondents.

* The information they provide, its use only for statistical purposes
and the security of the data should be preserved in all the stages of

statistical production.

EUROPEAN STATISTICS
CODE OF PRACTICE

For the National Statistical Authorities

and Eurostat (EU statistical authority) F R I H E_ I F L E 5

Statistical Confidentiality and Data Protection

I he privacy of data providers, the confidentiality of the information they
provide, its use only for statistical purposes and the security of the data
are absolutely guaranteed.

eurostat!
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Regulations

Law 1986/4 on Statistics of the
Autonomous Community of the
Basque Country.

CHAPTER IV: STATISTICAL CONFIDENTIALITY

Maintaining the privacy of the data providers (households, individuals,
businesses and administrations), preserving the confidentiality of the
information they provide and its use only for statistical purposes must
be fully guaranteed within the statistical activity.
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-
Regulations

Law 1986/4 on Statistics of the
Autonomous Community of the
Basque Country.

Article 29: COMPETENCIES OF THE BASQUE STATISTICS OFFICE

The publication and dissemination of the statistical results included
In the Basque Statistical Plan and in the annual statistical programs
correspond to Basque Statistics Office.
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PUBLICATION
VS.

STATISTICAL

CONFIDENTIALITY
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Guidelines

& Eustat | ioasuia i
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A » Organization » Good Practices Code » Manual and Guides for quality in statistical production

Manual and Guides for quality in statistical production

Register of technical projects

Treatment of confidentiality in Eustat statistics operations
Manual of good practices in sample design and extraction
Manual of outcomes for the calculation of response rates

In all the stages of statistical production

PUBLICATION AND DISSEMINATION




Protection measures for statistical products

 Frequency tables:

Population by locality in Alava, according to sex
Poplaint s Disclosure risk: Low frequencies

Total Men Women

0010 Jokano 34 18 16
i E I Protection measures: recoding, grouping

Note: The information of some localities has been grouped by
geographical proximity criteria to preserve statistical confidentiality.

« Magnitude tables:

Establishments and employed individual in the Basque Country

Araba/Alava Bizkaia Gipuzkoa

Establishments Individuals Establishments Individuals Establishments Individuals D IS C | o S u re rl S k . feW CO ntri b u ti O n S )
employed employed employed . . .
Total uxe  wmsy  wae ossas mess ;s (JOMINANt contributions

01. Agriculture, livestock, forestry and fishing 1.943 2843 1.568 4215 1.542 297
01. Agriculture, livestock, hunting and related service 1.901 2.746 1.208 1.692 1.340 1.79C
02. Silviculture and forest exploitation 41 X 245 946 113 >
03. Fishing and fisheries 1 X 115 1577 89 >
(x) Cell protected for confidentiality reasons Protection measures: recodin g,

cell supression,...

L JEustat
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Protection measures for statistical products

Geographical information systems.
- High-detailed information is available
- Multiple area selection allowed

Disclosure risk: Low frequencies

Protection measures: Dﬂtﬂ

- Download is bounded
- Information on areas with less than 3 statistical units is not provided

ismo Autéromo del
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Protection measures for statistical products

«  Microdata: Statistical unit level data
Microdata file

SEX AGE PLACE OF RESIDNCE OCCUPATION VAR1 VAR2
Male 38 Vitoria-Gasteiz Sociologist 30.000 3
Female 26 Bilbao Statistician 50.000 5
Individual Female 50 Lanestosa Astronaut 400.000 8
ndividua . 35 Donostia-S.Sebastian  Influencer 80.000 7 @
records 4§ .
/,,,‘
< Data >

Disclosure risk: To infer the identity of a statistical unit with a high degree of
certainty.

When “rare” combinations occurs in the microdata file

L JEustat
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Microdata release

« Microdata for public use in Eustat

Protected and available to users without any type of requirement

Statistical Resources

.‘,}‘“”‘ 2030 Agenda Indicators Structural Indicators Main short-term indicators
%, &
“an
Municipalities information Gender equality Statistical overview of elderly
persons
Graphs and visualizations Historical Census Lurdata
Data-Bank. Historic data Microdata ( CPI

https://en.eustat.eus/productosservicios/fich microdatos i.aspx

ismo Autéromo del
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https://en.eustat.eus/productosservicios/fich_microdatos_i.aspx

Microdata release

Euskal Estatisfika Erakundea

620 Eustat ‘ Instiluto Vasco e Estadistica

& * Senices > Free access fo microdata files

Free access to microdata files

Microdata files

The microdata files contain information about the records in the Eustat surveys and statistics. These duly protected and anonymous files
provide added value to the statistics user, by allow him or use to use and analyse the data that the standard dissemination in the form of
tables, publications and reports cannot tackle.

This section contains the list of standard microdata files that are available in Eustat. The links included here contain the microdata file, a report
with the description of the relevant file, variables and classifications used, together with the quality and confidentiality quality applied when
generating the files.

Other microdata files can be created through the bespoke requests service providing they comply with the suitability requirements. Similarly,
there is also a Data Access service in Eustat centres for Researchers that can be requested under the established conditions.

Population

Demographic survey
Birth statistics
Marriage statistics
Death statistics

Society
Activity, occupation and unemployment statistics
Lifestyle survey
Time use

Survey on social capital
Survey reconciliation of work, family and personal life

https://en.eustat.eus/indice.html Etundo aunomadra
Microdata Eustat

L JEustat e
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https://en.eustat.eus/indice.html
https://www.eustat.eus/productosservicios/fich_microdatos_c.aspx

e
Microdata protection

Generation of ready-to-access microdata

« Microdata files that are available for public access wil be protected.
» Phase 1: evaluating which records can be easily identified

 Phase 2: applying some protection measure.

All the microdata that we publish in the Eustat have been and continue
to be subject to review in order to provide the maximum information
with the minimum risk.

Eustat



General protection criteria

— Geographic criteria — Geographic variables from areas below a given
size will not be included.

— The identifying variables included (sex, age, marital status, profession,
educational level,...) will be categorized according to the risk analysis
of file identification.

— Special care with “fusion” variables with other public files (age, date of
birth, etc.)

020 Eustat




Example of application to PRA microdata

SUrvey on' the'populationinrelauontoacuvity

Eustat

A > Products by operation > Survey on the population in relation fo activity

The Survey on the Population in Relation to Activity operation is a continuous source of information on the
characteristics and dynamics of the labour force of the Basque Country. It records the relation to productive activity of
the population resident in family households, as well as the changes produced in labour situations; it produces
indicators of conjunctural variations in the evolution of the active population; it also estimates the degree of
participation of the population in economically non-productive activities. It offers information on the province and

capital level.
Activity and unemployment rate of the population aged 16 and over in the Basque Country by quarter according to province (%) (1). 2023/11 07/21/2023
Activity rate of the population of 16 and over in the Basque Country by quarter according to age and sex (%) (1). 2023/l 07/21/2023
Activity rate of the population of 16 and over in the Basque Country by quarter according to number of dependent children and sex (%) (1). 07/21/2023
2023/
Employment rate of the population aged 16 to 64 in the Basque Country by quarter according to province, sex and age (%) (1). 2023/11 07/21/2023
Employment rate of the population of 16 and over in the Basgue Country by guarter according to age and sex (%) (1). 2023/11 DT!21!2%%MW£

'EUSKO JAURLARITZA
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Example of application to PRA microdata

u-ARGUS

rﬁ Risk Specification

3,000 |
2.800
2,800
2,400 |
2200
2,000 |

- 1800

£ 1,800

=

= 1400

I.: 1,200
1,000

ooz 00317

Flaomus kevels in fle

ind. risk | 1.00000

rielidenit rabe | 15.570%

TERH x SEXO x LIMAC x EDAD x MCT

0.0a5a5

s,

0054 D5 [ERL ] Q21437

Threshold setting

ident
S e | (]

] Eurmative chart

031504 D300 O e




Example of application to PRA microdata

I —_—— — "
@ MuU-ARGUS “-.—---—. I Py )
File Specify Modify Output Help
- 1 N -
= R @ B3 RRRMBMR Q| & 1|2 8 1
# unsafe combinations in each dimension Variable: EDAD
Vari.., dm1 |dm2 |dm3 dm4 dm5 Code Llabel Freq dm1 dm2 dm3 dm4 dmS5
“ TERH 0 7 385 1167 772 | O 66 0 1 12 16 6
SEXO 0 5 184 974 772 | 1 85 0 0 9 15 7; 'I
LNAC 24 43 u7n 772 |2 86 0 2 8 13 7?j_| |
-‘--ﬂ’ﬂ- 3 24 o0 1 8 1 5 |
NACI 4 97 0 2 12 22 13
5 123 @ Global Recode o =)
6 136
" 7 133 R Vari Edit box for global recode
8 144 TR 1:0-5 -
' ] 125 SEXO 2:6-10
LNAC x
10 124 - 3:11-15
o, o | S it
- = NACI 5:21-25 4
1 1 6:26-30 1
13 126 7:31-35
14 119 8:36-40
1€ a4 9:41-45
TS — 10:46-50 iy
—_— 11:51-55
12:56-60 hd
1 /999 Codelist for recode
2 Lo ]
Global recode file
Values after recoding
1
2 Warning
Recode OK

026 Eustat
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Example of application to PRA microdata

Unaggregated data

ri sk Specification

TERH x SEXD x LMAC x EDWD x NACT

o
oo21zE  oo3er

Tadmum leveds in fie

ind. risk | 1.00000

re idenit rabe | 15.570%

I Eumdaiive chart

| 3,000
| 2,800
| 2,600
| 2,400
2.200
| 2,000

| 1,800

004505 DoEe3S  DU45EE 021437 031504 D400 USEDWM

0

Threshold setting
m 0.05279

re ident rate
Hreshold

el

£ unsefe reconds:

(e
4654 | W @

7528

Added age

e Risk Specification

TERH x SEXO x LMAC x EDAD x NACI

re ident rate

4,500 4,500
4,000 4,000
3,500 3,500
3,000 3,000
=
I
T 2500 2500
|
5
T 2.000 2,000
1,500 1,500
1,000 1,000
500 500
o 0
0.00280 0.00504 0.00808 001634 0.02940 0.05283 0.09526 0.17147 0.30865 0.55558 1.00000
]
LV
Maximum levels in file Threshold setting
ind. risk # unsafe records )
ind. risk | 1.00000 thrashold 014717 :h decimals
calc own
reident rate e
threshold %

Erakunde autonomiaduna
Organismo Autonomo del
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Example of application to PRA microdata

,0 MU-ARGUS - '

GEQ

|File| Specify Modify Output Help

ECIEET Y

fWMR @A RB|I? M

1
# unsafe combinations in each dimension Variable: NACI
Var.., dm1l dm2 dm3 dm4 dm5 Code Label Freq dm1 dm2 dm3 dm4 dm5
| |
TERH 0 0 1 5 71 12116 0 0 0 I 0
SEXO 0 0 0 7 7|2 633 0 0 10
LMAC i} i} 2 3 7|9 0 0 0 i} 0 0
7

EDAD i i 3 10
| | I N I N

« Added age

« Birthplace added

« Nationality

« Territories and capitals

”
a Risk Specification

TERH x SEXO x LNAC x EDAD x NACI

5,500
5,000
4,500
4,000
3,500

3,000

Frequency

2,500

2,000

026 Eustat

1,500
1,000

500

o
0.00185 0.00345 0.00&850

re ident rate |0.996%

0.01220 0.0z2289

Maximum levels in file Threshold setting
ind. risk
ind. risk | 100000 threshold |9- 14478
re ident rate

threshold |0-904

[ Eu
5,500
5,000
4,500
4,000
3,500
3,000
2,500
2,000
1,500
1,000

500

a]
0.04205 0.02061 0.15128 0.28302 053284 1.00000

U

Calc LR # dedmals :5 -

50 Calc shown
»

inde jiaduna
rganis: mo del
EUSKO JAURLARITZA
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Example of application to PRA microdata

v" The household identifier will be published, this identifier is NOT maintained from one quarter to the
next so that a household cannot be identified from one quarter to the next. It will be a correlative
number assigned to the homes that will be ordered randomly.

v' The family variables generated from the information in the file have been removed, such as the
number of assets in the home and other similar ones. Giving this variable made sense when we were
not providing the dwelling identifier, now these variables can be obtained from the data in the file.

v We have added a variable to the file to identify the capitals (MUNI) and to be able to differentiate
them from the rest of the municipalities. The maximum disaggregation will be territory in all the others.
It has been generated in such a way that we could differentiate municipalities with more than a certain
number of inhabitants in the event that we decided to give a greater geographical breakdown.

v' Some variables have been excluded from the proposal, but not definitively. In some cases it is
because they have not yet been published and are in the review phase, we will wait for their
publication to add them to the microdata file. Some others have been excluded because it is
considered that the data does not have sufficient quality, and when this changes we will reassess
their inclusion in the file.

L JEustat e
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Microdata and metadata release

Poblacion en relacion con la actividad (PRA) - disefio de registro del fichero de microdatos para uso ptblico

Namero
de orden

1 MUMH
2 AENC
3 TENC

Nombre

4 TERH

5 MUMI

6 SEXO

7 LNAC

8 EDAD

| 9 NACI

! 10/ LEST
11 ENRE

0@ EI.ISt at Metadata

Tipo Descripcion
MNum Nimero de hogar
MNum Afio de encuestacion
MNum Trimestre de referencia
Char Territorio
Char Capital
Char Sexo
Char Lugar de nacimiento
Char Edad
Char Nacionalidad
Char Mayor nivel de estudios terminados
Char Sistema ensefianza realada

Variables (&)

Categorias

01 Alava

20 Gipuzkoa

48 Bizkaia

1 Bilbao

2 Vitoria-Gasteiz

3 Donostia / San Sebastian
9 Resto

1 Hombre

6 Mujer

1 CAE

2 Resto de Espafia
3 Resto del mundo
0104

02 5-9

03 10-15

04 16-19

05 20-24

06 25-29

07 30-34

08 35-39

09 40-44

10 45-49

11 50-54

12 55-59

13 60-64

14 65-69

15 70-74

16 75-79

17 80-84

18 == 85

1 Espafiola

2 Extranjera
Actualmente informacidn no disponible

SN

Tratamiento

Variable identificativa, se agrega por
motivos de confidencialidad

Variable identificativa, se agrega por
maotivos de confidencialidad

Variable identificativa, se agrega por
maotivos de confidencialidad

Variable identificativa, se agrega por
motivos de confidencialidad Erakunde autonomiaduna

Organismo Autonomo del

EUSKO JAURLARITZA
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Microdata and metadata release

A D “ % = r

Poblacién en relacién con la actividad (PRA) - descripcidn del fichero de microdatos para uso publico

La operacidén Encuesta de Poblacidn en Relacidn con la Actividad es una fuente de informacion continua sobre las caracteristicas y la dinamica de la fuerza de trabajo de la C.A. de Euskadi. Recoge
la relacion con la actividad productiva de la poblacién residente en viviendas familiares, asi como los cambios producidos en su situacion laboral; elabora indicadores de variaciones trimestrales
sobre la evolucion de la poblacion activa; también estima el grado de participacion de la poblacidn en actividades no productivas econdmicamente. Ofrece informacidn a nivel de territorios
histdricos y capitales.

Los ficheros de la Encuesta de la Poblacidn en Relacién con la Actividad (PRA trimestral) constituyen un producto de difusién dirigido a usuarios y usuarias con experiencia en el anélisis y
tratamiento de microdatos. Este formato aporta un valor afiadido a la usuaria o usuario, permitiéndole realizar explotaciones y andlisis de datos que, por limitaciones obvias, la actual difusidn

estandar en forma de tablas, publicaciones e informes no puede abarcar.

En este informe se describe el fichero de microdatos correspondiente a familias-personas. Se ha optado por un fichero Unico de familias-individuos para su difusién por la utilidad y calidad de la
informacion qgue se va a incluir asi como el interés de la misma para el usuario o usuaria ya que resulta mas beneficioso para la destinataria o destinatario de los datos al poder trabajar con ellos
de forma conjunta. contiene una seleccion de las variables recogidas en la encuesta para el registro seleccionado y sus caracteristicas familiares. La seleccidn de las variables se ha realizado en

base a criterios tanto de sensibilidad y de confidencialidad como de calidad .

Notas:

1. Los ficheros de microdatos que se difunden estan protegidos, esto es, no incluyen datos de identificacion directa y han sido tratados de forma que se dificulte enormemente la posible revelacion

de datos a partir de identificadores indirectos.

2. La proteccién con métodos de restriccion de la informacion se basa en reducir la cantidad de informacion ofrecida, bien porque directamente se suprima, o bien porque se dé a un nivel menos
detallado. El método mas comun es la recodificacidn global, este método consiste en dar la informacion con menos nivel de desagregacidn: por ejemplo, a nivel de territorio en lugar de nivel
municipal, edades en grupos quinquenales en vez de afio a afio, actividad econdmica a un digito en lugar de a dos etc. La recodificacion global se aplica en todo el archivo, no solo en los registros

que haya que proteger, y puede aplicarse tanto a variables cualitativas como a cuantitativas.

3. La principal limitacién en cualguier encuesta por muestreo viene dada por el hecho de disponer de informacidn Unicamente para las unidades de la muestra y no para toda la poblacidn objetivo.
En la web de Eustat se publican tablas que cuantifican el error muestral cometido para las principales variables y otra informacion referente a la precision y buen uso de los ficheros de microdatos,
no obstante Eustat no se hace responsable de las conclusiones y representatividad estadistica derivadas de la explotacion de este formato de datos por parte de las personas usuarias. Las

conclusiones derivadas de los estudios o analisis realizados sobre estos datos son responsabilidad del usuario o usuaria final.
J
| |Mas informacidn sobre la PRA

?

Erakunde autonomiaduna
Organismo Autonomo del

EUSKO JAURLARITZA

GOBIERNO VASCO




Microdata and metadata release

Access to Researchers in Eustat centres

It is a service provided by this institute for access to data for scientific purposes.

The locations where the data are accessed from are under maximum security so as to preserve the confidentiality of
these data, and are supervised by Eustat technicians.

The access centres are located in the Eustat offices in Vitoria-Gasteiz, Donostia-San Sebastian and Bilbao

Access Conditions:

1. - Request

Arequest must be made to the General Directorate of Eustat, with a summary of the research to be conducted
attached to this request. The following must be included:

Information on the Institution that is making the request (University, research centre, etc).
Data of the person in charge of the research or project.
Details of the person who will carry out the “in situ” analysis in the Eustat facilities.
Purpose of the research or project and the need for access to the data.
Detailed description of the research:

The total data for which access is required (relation of variables)

Methods of analysis to carry out

Organismo Autonomo del

Computer requirements necessary for correct execution (software, hardware, etc). 23 i
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Gracias
Eskerrik asko

Thank you
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