
Study and analysis for the 

elaboration and 

dissemination of microdata of 

sociodemographic 

information
Marta Mas Moreno

Ana Maria Miranda Ligüerzana



Outline
1. Introduction

• Regulations

• Statistical products

2. Microdata Protection

• Generation of ready-to-access microdata

• Case study: Example of application to PRA microdata

3. Microdata and metadata release

4. Conclusions

2



Regulations
• One of the main goals of a statistical office is to maintain and 

provide statistical confidentiality for its respondents.

• The information they provide, its use only for statistical purposes 

and the security of the data should be preserved in all the stages of 

statistical production.



Regulations

CHAPTER IV: STATISTICAL CONFIDENTIALITY

Maintaining the privacy of the data providers (households, individuals,

businesses and administrations), preserving the confidentiality of the

information they provide and its use only for statistical purposes must

be fully guaranteed within the statistical activity.

Law 1986/4 on Statistics of the 

Autonomous Community of the 

Basque Country.

4



Regulations

Article 29: COMPETENCIES OF THE BASQUE STATISTICS OFFICE

The publication and dissemination of the statistical results included 

in the Basque Statistical Plan and in the annual statistical programs 

correspond to Basque Statistics Office.
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Law 1986/4 on Statistics of the 

Autonomous Community of the 

Basque Country.



Dilemma
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PUBLICATION

VS.

STATISTICAL 

CONFIDENTIALITY



Guidelines
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In all the stages of statistical production

PUBLICATION AND DISSEMINATION



Disclosure risk: few contributions, 

dominant contributions

Protection measures: recoding, 

cell supression,...

• Frequency tables:

Note: The information of some localities has been grouped by

geographical proximity criteria to preserve statistical confidentiality.

• Magnitude tables:
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Disclosure risk: Low frequencies

Protection measures: recoding, grouping

(x) Cell protected for confidentiality reasons

Protection measures for statistical products



• Geographical information systems.

- High-detailed information is available

- Multiple area selection allowed

Protection measures for statistical products

Disclosure risk: Low frequencies

Protection measures: 

- Download is bounded

- Information on areas with less than 3 statistical units is not provided
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• Microdata: Statistical unit level data
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Disclosure risk: To infer the identity of a statistical unit with a high degree of 

certainty.

When “rare” combinations occurs in the microdata file

Microdata file

Individual 

records

Data

SEX AGE PLACE OF RESIDNCE OCCUPATION VAR1 VAR2

Male 38 Vitoria-Gasteiz Sociologist 30.000 3

Female 26 Bilbao Statistician 50.000 5

Female 50 Lanestosa Astronaut 400.000 8

. 35 Donostia-S.Sebastian Influencer 80.000 7

. . . . . .

. . . . . .

. . . . . .

. . . . . .

Protection measures for statistical products



• Microdata for public use in Eustat

Protected and available to users without any type of requirement

https://en.eustat.eus/productosservicios/fich_microdatos_i.aspx
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Microdata release

https://en.eustat.eus/productosservicios/fich_microdatos_i.aspx
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https://en.eustat.eus/indice.html

Microdata Eustat

Microdata release

https://en.eustat.eus/indice.html
https://www.eustat.eus/productosservicios/fich_microdatos_c.aspx


Generation of ready-to-access microdata

• Microdata files that are available for public access wil be protected.

• Phase 1: evaluating which records can be easily identified

• Phase 2: applying some protection measure.

All the microdata that we publish in the Eustat have been and continue

to be subject to review in order to provide the maximum information

with the minimum risk.

Microdata protection



General protection criteria

– Geographic criteria – Geographic variables from areas below a given 

size will not be included.

– The identifying variables included (sex, age, marital status, profession, 

educational level,...) will be categorized according to the risk analysis 

of file identification.

– Special care with “fusion” variables with other public files (age, date of 

birth, etc.)
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Example of application to PRA microdata
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Example of application to PRA microdata
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Example of application to PRA microdata
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Example of application to PRA microdata

Unaggregated data Added age
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Example of application to PRA microdata

• Added age

• Birthplace added

• Nationality

• Territories and capitals
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Example of application to PRA microdata

✓ The household identifier will be published, this identifier is NOT maintained from one quarter to the

next so that a household cannot be identified from one quarter to the next. It will be a correlative

number assigned to the homes that will be ordered randomly.

✓ The family variables generated from the information in the file have been removed, such as the

number of assets in the home and other similar ones. Giving this variable made sense when we were

not providing the dwelling identifier, now these variables can be obtained from the data in the file.

✓ We have added a variable to the file to identify the capitals (MUNI) and to be able to differentiate

them from the rest of the municipalities. The maximum disaggregation will be territory in all the others.

It has been generated in such a way that we could differentiate municipalities with more than a certain

number of inhabitants in the event that we decided to give a greater geographical breakdown.

✓ Some variables have been excluded from the proposal, but not definitively. In some cases it is

because they have not yet been published and are in the review phase, we will wait for their

publication to add them to the microdata file. Some others have been excluded because it is

considered that the data does not have sufficient quality, and when this changes we will reassess

their inclusion in the file.
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Microdata and metadata release
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Microdata and metadata release
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Microdata and metadata release



24

Gracias 

Eskerrik asko

Thank you
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